Cryptography for Secure and Private Databases:

Enabling Practical Data Access without Compromising Privacy
by

Matthew Daniel Green

A dissertation submitted to The Johns Hopkins University in conformity with the

requirements for the degree of Doctor of Philosophy.

Baltimore, Maryland

January, 2009

(© Matthew Daniel Green 2009

All rights reserved



Abstract

than 600,000 of their customers. While this data had been stripped of customer names
and identifying information, it nevertheless revealed deeply private information about
these individuals’ identities and interests.

Access to information is becoming fundamental to our society, whether it is a web
search or a look at one’s health records. While much research has considered the problem
of securing data within the database, there exist applications where the content of the users’
queries is more sensitive. For example, a doctor who queries a medical records database
may inadvertently reveal information that can harm his patient’s interests (e.g., queries by a
disease specialist might indicate a potential infection, and thus impact insurance coverage
decisions).

In this work we propose privacy-preserving databases in which a central database serves
a pool of users without learning their query pattern. These systems will have several com-
peting requirements. First, we require that the database operator learn nothing about which
items the user is asking for, or even the user’s identity. This guarantee must hold according
to a strong security definition that takes into account the possibility of a malicious opera-
tor who tampers with the protocol. Secondly, we require that the database operator retain
the ability to control access to items within the database. This seems quite challenging,
however, since access control appears to be fundamentally incompatible with our desired
privacy requirements.

A promising technology for constructing oblivious databases is Oblivious Transfer
(OT). In a k-out-of-N OT protocol, a Sender with a collection of N messages interacts
with a Receiver such that the Receiver obtains any k of the messages, and no information
about the rest of the database. For its part, the Sender learns nothing about which messages
the Receiver requested. Unfortunately, while a k-items-out-of- N policy can be considered
a basic form access control, it is not powerful enough for many practical applications. Fur-
thermore, many existing OT constructions are vulnerable to selective-failure attacks that
may effectively compromise user privacy if undertaken by a malicious database operator.

In this work we propose several methods that address these problems efficiently and
under strong definitions of security. We will then show how these techniques may be com-
bined in order to produce a complete solution. Specifically, we propose:
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1. Two new protocols for k-out-of- /N Oblivious Transfer (OT) based on techniques from
the field of Identity Based Encryption (IBE). Proposed by Shamir [Sha84] and real-
ized by Boneh-Franklin [BEO1]], IBE is a powerful technology that greatly simplifies
key distribution. We formalize the notion of using this system to blindly extract keys,
and show how the primitive can be used to construct efficient fully-simulatable OT
protocols (previous OT constructions are either inefficient, are proven according to
unrealistic security definitions, or require strong complexity assumptions).

2. A third OT protocol that is secure in the strong Universal Composability (UC) model
of Canetti [CanO1]. Not only does this protocol meet a strong definition of security,
but it can be generically composed with any other UC-secure protocol (including
itself). This is important in the case of databases where many users may concurrently
access the same database. To our knowledge, this is the first efficient adaptive OT
construction to meet this definition.

3. A technique for providing strong and history-dependent access control for an obliv-
ious database. In this model, the user is prevented from requesting items that are
not permitted by her policy, while the database operator learns nothing more about
the content of her requests. Our constructions are based on a new form of stateful
anonymous credentials. Finally, we show how these technologies can be combined
to produce a practical oblivious database.

The contributions of this work are both theoretical and practical. In particular, we be-
lieve that the notion of constructing Oblivious Transfer from Identity-Based Encryption
may ultimately help to expand our understanding of both primitives. Simultaneously, the
constructions we propose achieve high efficiency under strong security definitions. Ulti-
mately, we believe that this is the first work to thoroughly consider the practical tradeoffs
of constructing privacy-preserving databases.

Thesis Readers:
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Chapter 1

Introduction

600,000 of their customers [[Gon06]]. Although the data had been stripped of customer

names and identifying information, it quickly became apparent that these protections
were insufficient. Within several days, news organizations had discovered deeply private
information about these individuals’ identities and interests [BJ06, [Zel06]— information
derived solely from the customer’s query patterns.

Much of the work on database security has focused on securing data within the database.
However, in many applications it is the query information that is particularly sensitive.
For example, a doctor who queries a medical records database may inadvertently reveal
information about his patients (e.g., queries by an HIV specialist could indicate a possible
infection). In the hands of an insurer or employer, this information might severely harm a
patient’s interests. Similarly, many publicly-searchable patent databases receive a wealth
of information from their users. When combined with the searcher’s identity (or employer),
these query patterns can reveal sensitive corporate intelligence.

Unfortunately, we as users are increasingly dependent on the goodwill and discretion
of third parties to guard this information. Indeed, this dependence is likely to increase as
the industry moves from a traditional model where companies operate their own databases,
to a model where databases operations are outsourced to third parties. This approach —
loosely referred to as “cloud computing” — is being heavily promoted by market leaders
such as Google and Microsoft [Mar07, BakO7].

We stipulate that naive solutions to this problem exist when the database operator does
not care how the how the data is accessed. For example, a database operator can sim-
ply publish the entire database to its users (via an efficient distribution mechanism such
as BitTorrent). In practice, however, it is quite common for databases to contain sensitive
records that should only be accessed by specific users, often under particular conditions.
These database implementations must include an access control mechanism to limit which
records should be made available to specific users. Traditional databases enforce such con-
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CHAPTER 1. INTRODUCTION

trols through knowledge of the user’s identity and items requested. Enforcing an access
control policy in a private database seems almost a contradiction, since the database oper-
ator must (by definition) be kept in the dark about the user’s identity and request.

COMMON TECHNIQUES. Some researchers have proposed to hide users’ query patterns
by associating users with pseudonyms [CHOS|]. This approach adds a layer of indirection
between user identities and actual database requests. Provided that the pseudonym-to-
identity mapping is managed by a trusted third party, this approach can protect the user’s
privacy while still allowing the database operator to enforce a meaningful access control
policy on pseudonymous users. Unfortunately, these solutions can leak some information:
even if the mapping is secret, a malicious party can still link queries from the same user
(pseudonym). The data gained can be substantial: for example, it should be possible to
determine the specialization of a pseudonymous doctor by examining the patient files they
access. Since it is difficult to determine a priori how much information might be leaked in
a specific application, this approach should be viewed with caution.

An alternative solution is to enforce honest behavior through legislation. Prominent
examples include the US Health Insurance Portability and Accountability Act (HIPAA)
which mandates policies for handling medical data [Uni96] and the broader European
Union Directive on Data Protection [Par95]]. Unfortunately, legislative approaches suffer
from jurisdictional challenges and are often unable to keep pace with changing technology.
Database systems may be compromised by outsiders, who install malicious software to
monitor private user transactions [BosO8]]. Furthermore, database operators may disobey
the law without detection— either maliciously or due to negligence by system administra-
tors (see e.g., [HruO8, (CNNOSI).

OUR APPROACH. We believe that the approaches above are insufficient to address privacy
concerns for many sensitive database applications. Given the rapidly changing nature of
the technology, we believe the problem requires a technical approach that provides a strong
guarantees of user privacy, and does not depend on the vagaries of a specific application.
Simultaneously we will show how such a database may still enforce sophisticated (and
history-dependent) access control policies limiting which records each user may obtain.

While query privacy has been discussed in the literature (e.g., [CKGS9S8| IAIRO1,
NP99b, ICNsO7]), all of the previous works lack at least one of the requirements that we
believe are necessary: (1) privacy for user identities, (2) privacy for queries, and (3) strong
access control for the database operator. Worse, many previous techniques relied on strong
cryptographic assumptions and/or were quite inefficient. In this work we will propose sev-
eral cryptographic building blocks that solve these problems, and show how they can be
combined into privacy-preserving databases.

Let us now describe these building blocks:

Adaptive Oblivious Transfer. In an Oblivious Transfer (OT) protocol, as proposed by
Rabin [Rab81] and generalized by Even, Goldreich and Lempel [EGLS2|] and Brassard,
Crépeau and Robert [BCR86], a Sender with a collection of messages interacts with a
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Receiver such that the Receiver obtains only a subset of the messages, and no information
about the rest of the database. For its part, the Sender learns nothing about which messages
the Receiver requested. The generalized case of k-out-of-N OT [BCR86] — in which the
Receiver obtains £ messages from an /N message collection — seems an obvious candidate
for the construction of oblivious databases.

However, many existing k-out-of-/N' protocols have limitations. To be viable for use
in database applications, an OT protocol must permit access by many users to the same
database, and must be adaptive — i.e., must permit the user to form its queries based on
previous items received [NP99bl]. Additionally, it is desirable that the protocol admit secu-
rity proofs under reasonable definitions and complexity assumptions. Finally, the protocol
must be efficient in terms of communication and computation.

Unfortunately, few existing adaptive OT protocols meet these requirements. Many re-
quire large number of rounds or costs that render them impractical. Among more efficient
constructions, the vast majority have been analyzed under a weak security definition known
as “half-simulation”. In 1999, Naor and Pinkas [NP99al] showed that protocols secure un-
der this definition admit practical attacks that may compromise Receiver security. The
focus of our investigation, therefore, will be on developing protocols secure under strong
definitions such as “full-simulation” security — in which the security of the protocol is
evaluated with respect to an ideal world where a trusted party conducts all operations —
and (even stronger) Canetti’s Universal Composability framework [Can01]] which provides
similar guarantees with a strong property that protocols can be generically composed.

Oblivious Access Controls from Anonymous Credentials. Anonymous Credentials, first
proposed by Chaum [Cha83]], allow users to prove various properties about themselves
(such as membership in an organization), without revealing their identity. These primitives
make an excellent building block for an anonymous access control system, and are in fact
being used to control access to computer systems [[CHO2]. We observe that this building
block can be extended to encode both the user’s identity, as well as a highly-complex and
history-dependent access control policy describing which items a user may access. More
importantly, we show that these credentials can be efficiently integrated into the fabric of
our Oblivious Transfer protocols, allowing database operators to enforce flexible access
control policies without learning the identity of the user or the items s/he requests.

OUR CONTRIBUTIONS. We will now detail the specific technical contributions addressed
by this work.

1. Blind Identity Based Encryption. First, we introduce a building block, which is of
independent interest. In identity-based encryption (IBE) [Sha84], there is an extrac-
tion protocol where a user submits an identity string to a master authority who then
returns the corresponding decryption key for that identity. We formalize the notion of
blindly executing this protocol, in a strong sense; where the authority does not learn
the identity nor can she cause failures dependent on the identity, and the user learns
nothing beyond the normal extraction protocol. In we describe efficient blind
extraction protocols satisfying this definition for several well-known IBE schemes.
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2. Fully Simulatable OT. In 2007, Camenisch, Neven and shelat [CNsO7] proposed
an efficient fully-simulatable adaptive OT protocol secure in the standard model.
However, their protocol depends on a new strong decisional assumptions in bilinear
groups. We present new protocols that support efficient, fully-simulatable Oblivi-
ous Transfer that can be realized under any blind IBE scheme. Using the blind IBE
schemes presented in §4.3] our protocols can be realized under relatively weaker
computational assumptions than previous work.

3. Universally-Composable Adaptive OT. Building on our previous result, we con-
struct two additional protocols that are, to our knowledge, the first practical, adaptive
OT protocol secure in the Universal Composability model of Canetti [CanOll]. Our
protocol requires substantially fewer communication rounds that the previous proto-
cols. Additionally, we show that this protocol permits many anonymous receivers
to interact with a single database operator. Our construction is secure under bilinear
assumptions in the standard model.

4. Stateful Anonymous Credentials for Oblivious Access Control. We then present
a efficient construction for anonymously and privately enforcing an arbitrary access
control policy on the contents of an oblivious database. Our construction permits
the enforcement of complex and history-dependent access control policies across a
large group of users, without compromising the identity of the requesting user or the
content requested. While this access control mechanism has many applications, we
focus on integrating it with the Oblivious Transfer schemes presented in this work.

Previous efforts in this area have addressed only a portion of this problem. In 2001,
Aiello, Ishai and Reingold [AIRO1]] proposed a protocol for “priced oblivious trans-
fer”, in which users are permitted to “purchase” database items using a descending
balance. Unfortunately, their approach — which relied on a server-side counter —
cannot provide user anonymity and is fundamentally vulnerable to selective-failure
attacks. Furthermore, it provides only the most limited form of access control.
In this work, we will develop a framework and compiler for enforcing arbitrary,
programmable access control policies on an oblivious database. Our techniques
make use of “signatures with efficient protocols” due to Camenisch and Lysyan-
skaya [CLO4].

OUTLINE OF THIS WORK. Let us now describe the format of the remaining sections.

Chapter 2] provides a brief overview of Oblivious Transfer (OT) from its conception to the
development of efficient adaptive k-out-of-N schemes. This chapter also includes an
overview of the modern simulation-based security definitions for Oblivious Transfer,
and some intuition for how OT can be adapted to a multi-party setting.

Chapter [3] details some of the notation and cryptographic preliminaries for the construc-
tions we will present in later chapters. This chapter includes formal definitions of

4



CHAPTER 1. INTRODUCTION

the bilinear groups in which our schemes are set, as well as the complexity-theoretic
assumptions that we will use to prove their security.

Chapter [] details two new Oblivious Transfer protocols constructed from “Blind” Identity
Based Encryption and provides several compatible instantiations of the latter primi-
tive. Specifically:

1. In §4.2]we describe generic constructions for (1) non-adaptive Oblivious Trans-
fer of k messages out of an N message collection OT%, and argue that this ap-
proach is secure in the standard model provided that an appropriate IBE scheme
is available. We then describe (2) a modification to this protocol that leads to
adaptive OTY | in the random oracle model .

2. In we present several concrete instantiations of Blind IBE schemes based
on the Boneh-Boyen selective-ID IBE [BBO04al], and the Waters IBE (with
optimizations due to Naccache and Chaterjee-Sarkar [NacO5, I(CSO5]). We
also present a protocol for an anonymous IBE based on the Boyen-Waters
scheme [BWO06]. When the OT schemes of are instantiated with any of
these Blind IBE schemes, the resulting OT protocol will be secure under the
Decisional Bilinear Diffie-Hellman assumption.

Chapter [5| details a construction for a k-out-of-N OT (OT% ) that is secure in Canetti’s
Universal Composability (UC) framework [CanO1l]. This construction makes use of
the efficient non-adaptive Zero-Knowledge and Witness-Indistinguishable proofs due
to Groth and Sahai [GS08], which allow us to achieve a construction that is optimal
in terms of communications rounds and may also be concurrently composed.

Chapter [6] describes an approach to achieving strong access controls for an oblivious
database via a new concept which we refer to as “Stateful Anonymous Credentials”.
We describe this new primitive in isolation and then show how it can be attached to
either the OT;.,, of or an efficient OT} , due to Camenisch, Neven and she-
lat [[CNsO7]].

Chapter|[/|concludes by presenting several remaining open problems in this area.

The Appendices to this work contain several additional contributions which are referenced
throughout this work, including an alternate UC-secure construction for adaptive Oblivious
Transfer, as well as clarifying notes and security proofs for the contributions within the
main body.

PREVIOUS PUBLICATIONS. Portions of this work have previously been published in other
venues. Much of Chapter [4] appeared in the Proceedings of ASIACRYPT 2007 [GHOS8b].
Similarly, Chapter [5| contains material that was originally published in the Proceedings of
ASTACRYPT 2008 [GHOSc]. Chapter[6]is based on work that will appear in the Proceed-
ings of PKC 2009 [CGHO9]]. We will provide a detailed citation at the start of each chapter.



Chapter 2

Oblivious Transfer

two messages such that at most one is received, but with a paradoxical feature: the

sender does not learn which of the two messages arrived [Wei83]. Weisner’s tech-
nique relied on the quantum properties of individual photons transmitted from the sender
to a polarizing filter at the receiver’s side. Though theoretically interesting, Weisner’s ap-
proach was incompatible with existing communications networks. (However, Weisner’s
concepts became the foundation of the field of quantum cryptography, and several compat-
ible photon transmission networks have since been built [sec08]].)

Years later, a related concept was independently discovered by Michael Rabin [Rab81]],
who showed how it could be achieved using cryptographic techniques over standard com-
munications networks. Rabin’s protocol allowed a Sender to transmit a single message such
that it would be received with probability exactly 1/2. He named this protocol “Oblivious
Transfer” (OT). It was later shown by Crépeau [Cré87] and Even, Goldreich and Lem-
pel [EGLS82| that OT% implies more powerful variants, including a 1-out-of-2 protocol
(OT%) similar to Weisner’s, in which a Receiver obtains one of two possible messages
(where the message choice is either random, or explicitly made by the receiver). Brassard,
Crépeau and Robert [BCR86] further generalized this concept to k-out-of-N OT (OTéV ),
a two-party protocol in which a Sender with messages My, ..., My and a Receiver with
indices o1,...,0, € [1,N] interact in such a way that at the end the Receiver obtains
M., ..., M, without learning anything about the other messages. Simultaneously, the
Sender does not learn anything about o4, . . . , 0.

Oblivious transfer has a particular significance as OT7 is a key building block for se-
cure multi-party computation [Yao86, (GMWS87, [Kil88]. In fact, it has been shown that
OT{ is “complete” for that primitive, meaning that secure multi-party computation can
be constructed in a black-box manner given only an appropriate Oblivious Transfer proto-
col [Kil88].

OTY is a useful and interesting tool in its own right for constructing oblivious

IN the 1970s, a physicist named Steven Weisner proposed a technique for transmitting
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[ Protocol Rounds Comm. Assumption
Half Simulation:
Rabin81 OT % [Rab81] 1172 o(1) Factoring
Kalai05 OT% [Kal05, HKO7]] 112 o(l) Smooth Projective Hashing
BCR86 OTY [BCRSG] o) O(kN) Quadratic Residuosity (QR)
NP99 OT{XX 1 INP99b] lklog N +1/2 - Sum Consistent Synthesizers + £-round OT?
CTO05 OTY., , [CTO3| O(k)+1/2 O(N) Decisional DH (in ROM)
Full Simulation OTY :
This work OTY §4.2.1 O(k) O(N) Decisional Bilinear DH
Full Simulation OT7 | :
CNSO07 [CNs07] 4k +1/2 O(N) y-Power Decisional DH + ¢-Strong DH
CNSO07 [CNs07] O(k) O(N) Unique blind signature (in ROM)
This work OTZ, | §4.2.7] O(k) O(N) Decisional Bilinear DH (in ROM)
UCOT3:
PVWO08 OT% [PVYWO8] 1 O(N) DDH/QR/Lattice assumptions (F¢ gs-hybrid)
DNO08 OT? [DNOOS] o) O(N) DLIN (Fk r-hybrid)
UCOTY, ;-
This work OTY, | k+1/2 O(N)  SXDH + DLIN + ¢-HLRSW (F¢ rs-hybrid)

Figure 2.1: A survey of adaptive and non-adaptive Oblivious Transfer protocols.

databases. Along these lines, Naor and Pinkas pointed out that existing OTiV protocols
may be insufficient for database applications, since they do not permit an adaptive query
pattern, where the sender may obtain M,,, , before deciding on o; [NP99b]. They proposed
protocols for adaptive OT (OT% ), using various components including an OT? scheme.
While this and other works demonstrated the existence of transformations from OT% to the
generalized forms OT} and OT}, ,, such black-box constructions are quite inefficient.

Developing efficient efficient adaptive protocols appears to be a more difficult and in-
volved process than the non-adaptive protocols. Indeed, even finding the right security def-
inition has proven challenging. Historically, many OT constructions were analyzed under
a “half-simulation” definition, where the Sender and Receiver’s security are described by a
combination of simulation and game-based definitions. Naor and Pinkas [NP99b] showed
that schemes analyzed under this definition may admit practical attacks on the Receiver’s
privacy.

2.1 Prior Work and Recent Developments

The definition of security for oblivious transfer has been evolving. Informally, security
is defined with respect to an ideal-world experiment in which the Sender and Receiver
exchange messages via a trusted party. An OT protocol is secure if, for every real-world
cheating Sender (resp., Receiver) we can describe an ideal-world counterpart who gains
as much information from the ideal-world interaction as from the real protocol. Bellare
and Micali [BM89] presented the first practical OT? protocol to satisfy this intuition in the
honest-but-curious model. This was followed by practical OT protocols due to Naor and
Pinkas [[NP99a, INP99b, INPO1]] in the half-simulation model where the simulation-based
model (described above) is used only to show Sender security and Receiver security is

7



CHAPTER 2. OBLIVIOUS TRANSFER

defined by a simpler game-based definition. Almost all efficient OT protocols are proven
secure with respect to the half-simulation model, e.g., [NP99b, INP99a, NPO1, DHRS04,
0OKO04, [Kal03, ICTO05].

Unfortunately, Naor and Pinkas demonstrated that this model permits selective-failure
attacks, in which a malicious Sender can induce transfer failures that are dependent on
the message that the Receiver requests [NP99b]]. In these attacks, the Sender structures its
messages such that for certain Receiver inputs, the protocol will always fail. In practice,
this can lead to a condition where an unsuspecting Receiver might attempt to re-initiate the
protocol, thus leaking valuable information about its selection. These attacks are possible
because the half-simulation definition does not enforce correctness of the Sender’s inputs.
(In a half-simulation security proof, the Sender is free to transmit any messages it wants,
provided that it learns no information about the Receiver’s selections at the conclusion
of the protocol.) While this may seem a subtle distinction, many protocols with half-
simulation security proofs seem quite difficult to adapt to the full-simulation definition.
This can be problematic, as OT is a fundamental building block for many other protocols,
which will often inherit the limitations of the underlying OT.

Efficient Adaptive OT Protocols. Recently, Camenisch, Neven, and shelat [CNsO7] pro-
posed practical OT,QVXl protocols that are secure in a “full-simulation” model, where the
security of both the Sender and Receiver are simulation-based. These simulatable OT
protocols are particularly nice because they can be used to construct other cryptographic
protocols in a simulatable fashion. More specifically, Camenisch et al. [CNsQ7] provide
two distinct results. First, they show how to efficiently construct OT7, , generically from
any unique blind signature scheme in the random oracle model. The two known efficient
unique blind signature schemes due to Chaum [[Cha82] and Boldyreva [Bol03]] both require
interactive complexity assumptions: one-more-inversion RSA and chosen-target CDH, re-
spectively. (Interestingly, when instantiated with Chaum signatures, this construction co-
incides with a prior one of Ogata and Kurosawa [OKO04] that was analyzed in the half-
simulation model.) Second, they provide a clever OT}, construction in the standard model
based on dynamic complexity assumptions, namely the g-Power Decisional Diffie-Hellman
(i.e., in a bilinear setting e : G x G — Gy, given (g,gx,g$2, .., 9% H) where g — G
and H «— Gr, distinguish (H*, H $2, ..., H®") from random values) and ¢-Strong Diffie-
Hellman (¢-SDH) assumptions. (Unfortunately, Cheon showed that g-SDH requires larger
than commonly used security parameters [Che06]]). These dynamic (including interactive)
assumptions seem significantly stronger than those, such as DDH and quadratic residuosity,
used to construct efficient OT2 ; schemes in the half-simulation model [NP99b, [CT03].

Thus, while quite elegant, the protocols of Camenisch et al. have two primary draw-
backs that motivate further research in this area. Specifically:

1. The Camenisch et al. protocols depend for their security on the unforgeability of a
unique blind signature in the Random Oracle model (the two known constructions of
which require interactive complexity assumptions), or alternatively on a new strong
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g-based decisional assumption (g-PDDH) in the Standard Model. It is desirable to
consider protocols secure under weaker assumptions.

2. The Standard Model protocol makes use of adversarial rewinding in its security
proof, and may not be secure under concurrent composition. We would like to con-
sider protocols secure under stronger definitions such as Canetti’s Universal Com-
posability model [[CanO1].

We remark that our focus is on adaptive OT protocols, since these are required for the
construction of Oblivious Databases. However, three recent works have also considered
full-simulation and UC-secure OT protocols in the non-adaptive setting. Lindell [Lin08] re-
cently proposed several efficient and fully-simulatable OT? protocols secure under weaker
assumptions than those used in this work, e.g., DDH and Quadratic Residuosity. Peik-
ert, Vaikuntanathan and Waters [PV WOS]| recently proposed a framework for constructing
(non-adaptive) OT? using “messy keys”, and showed how to realize these in the Univer-
sal Composability (UC) model of Canetti [[Can0O1] under DDH, Quadratic Residuosity, or
lattice assumptions. Similarly, Damgrd, Nielsen and Orlandi proposed an alternative OT?
using an alternative setup assumption and Groth-Sahai proofs.

2.2 Formal Definitions for Fully-Simulatable
oT

We will now provide formal definitions for non-adaptive OT; and adaptive OT% .
To maintain consistency with earlier work, we generalize the definitions of Camenisch et
al. [[CNsO7]]. While that work focuses solely on adaptive OT, our definitions also consider
the non-adaptive version of the primitive.

Definition 2.2.1 (k-out-of-N Oblivious Transfer (0T}, OT},,)) An oblivious transfer
scheme is a tuple of algorithms (S, R, St, Rt). During the initialization phase, the Sender
and the Receiver run an interactive protocol, where the Sender runs S;(Mi, ..., My) to
obtain state value Sy, and the Receiver runs R)() to obtain state value Ry. Next, during the
transfer phase, the Sender and Receiver interactively execute St, Ry, respectively, k times
as described below.

Adaptive OT. In the adaptive OT]k,VXl case, for 1 < i < k, the i*" transfer proceeds as fol-
lows: the Sender runs St(.S;_1) to obtain state value .S;, and the Receiver runs Rt (R;_1, 0;)
where 1 < o; < N is the index of the message to be received. The receiver obtains state
information R; and the message M, or L indicating failure.

Non-adaptive OT. In the non-adaptive OT{CV case the parties execute the protocol as in the
previous case; however, for each round i < k the algorithm Rt (R;_1, 0;) does not output
a message. At the end of the the k' transfer Rt(Ry_1, o) outputs the full collection
(M,,...,M} ) where for j = 1,..., N each M/,J_ is a valid message or the symbol |

o1’

9
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N, k, ditabase N, k, Adaptive Sflection strategy
[ ] [ )
< >
OT Protocol
Sender Receiver
\ \
Toutput T output

Figure 2.2: “Real world” experiment. The Sender is given N,k and My, ..., My. The
Receiver is given a selection strategy X that dictates the next message it should request
(based on previous messages received). The two interact using the OT protocol. The
output of the experiment is the concatenation of both parties’ outputs.

indicating protocol failure. (In a non-adaptive scheme, the k& transfers do not necessarily
require a corresponding number of communication rounds.)

Security. We now address the security definition for Oblivious Transfer. Informally, we
will consider two experiments. In the “Real experiment” (figure[2.2), the Sender is given an
N-item database and the Receiver a (possibly adaptive) strategy for obtaining items from
this database. The pair will then interact using a cryptographic OT protocol such that the
Receiver obtains up to k items. The output of this experiment is whatever output the Sender
and Receiver produce at the termination of the protocol.

In the Ideal experiment (figure [2.2)), the Sender and Receiver are given the same inputs
as in the previous experiment. However in this hypothetical world, the two parties interact
via a trusted party that honestly adheres to the following protocol: (1) it receives a set of
messages M, ..., My from the Sender (these may not be the same messages input to the
experiment) along with a bitmap by, . . ., by indicating which transactions should succeed or
fail, (2) it receives requests for indices o7, . .., o} from the Receiver (either one at a time,
or as a group), and (3) for i € [1, k] it responds to each request by returning M. (if b; = 1)
or a failure notice L (if b; = 0). Z

Informally, we say that an OT is full-simulation secure if no (malicious) Sender or Re-
ceiver can succeed with significantly higher probability against the Real world experiment
than an adversary playing the same position in the Ideal world experiment. This guarantee
is powerful, since the Ideal world experiment clearly protects the interests of both parties in
the protocol. However, while intuitive, this definition is tricky to formalize since we must
define what we mean by an adversary succeeding in either world.

To solve this problem we will make use of the simulation paradigm. Specifically, for
every (adversarial) Sender S (resp. Receiver IA?) in the Real world, we will show that there

10
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N, k, database N, k, Adaptive selection strategy
+ failure bits, +
. database

” requests
responses

Trusted Party

Sender Receiver
Toutput T output

Figure 2.3: “Ideal world” experiment. The Sender and Receiver are given the same inputs
as in the Real world experiment. However, the two interact with a trusted party to exchange
messages. The output of the experiment is the sum of both parties’ outputs.

must exist an corresponding adversarial g (resp. R’) in the Ideal world, such that the output
of the Ideal experiment conducted between this ideal adversary and an “honest” counter-
party is computationally indistinguishable the output of the Real experiment conducted
between the real adversary and its honest counterparty.

We now formalize these definitions.

Definition 2.2.2 (Full Simulation Security.) Full-simulation security for OTy, OT#2 | is
defined according to the following experiments. Note that, as in [CNsO7/] we do not explic-
itly specify auxiliary input to the parties, but note that this information can be provided in
order to achieve sequential composition.

Real experiment. In experiment Realg g(N, k, My, ..., My, ) the possibly cheating

sender S is given messages (M, ..., My) as input and interacts with possibly cheating
receiver ﬁ(E), where X is a selection algorithm that on input the full collection of mes-
sages thus far received, outputs the index o; of the next message to be queried. At the
beginning of the experiment, both § and R output initial states (Sy, Ro). In the adap-
tive case, for 1 < ¢ < k the sender computes S; §(S,~_1), and the receiver computes
(R;, M!) «— R(R;_1). In the non-adaptive case, the Receiver obtains no messages until the
k' round, and therefore the selection strategy ¥ must be non-adaptive. At the end of the
k'™ transfer the output of the experiment is (S, Ry).

We will define the honest Sender algorithm S as one that runs S;(My, . .., My) in the first
phase, during each transfer runs St() and outputs S, = ¢ as its final output. The honest
Receiver R runs R, in the first phase, and Rr(R;_1,0;) at the it" transfer, and outputs
Ry = (M ,..., M ) asits final output.

Ideal experiment. In experiment Idealg, g, (N, k, M, ..., My,X) the possibly cheating

sender algorithm s generates messages (M, ..., My ) and transmits them to a trusted

11
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party T'. In the i*" round &' sends a bit b; to T'; the possibly cheating receiver R’(3) transmits
o7 to T'. In the adaptive case, if b; = 1 and o] € {1,..., N} then T hands M . to R.If
b; = 0 then 7 hands L to R". Note that in the non-adaptive case, T’ caches its responses to
R’ and delivers the full collection at the conclusion of the k™ round. After the k%" transfer
the output of the experiment is (S, Ry).

We will define the honest Sender algorithm S’ as one that transmits Sy(My, ..., My) to
T in the first phase, and outputs S, = ¢ as its final output. The honest Receiver R sends o;
to T at the ¢'" transfer, and outputs R;, = (M, ..., M ) as its final output.

Let /(-) be a polynomially-bounded function. We now define Sender and Receiver security
in terms of the experiments above.

Sender Security. An OTffxl provides Sender security if for every real-world p.p.t. re-

ceiver R there exists a p.p.t. ideal-world receiver R’ such that YN = {(k), k € [1, N],
(M, ..., My), ¥, and every p.p.t. distinguisher:

Realg (N, k, My, ..., My,S) ~ Idealg 4 (N, k, My, ..., My, Y)

Receiver Security. OT,QVX , provides Receiver security if for every real-world p.p.t. sender S

there exists a p.p.t. ideal-world sender §' such that VN = ((k), k € [1, N], (Mj, ..., My),
3., and every p.p.t. distinguisher:

Realg (N, k, My, ..., My, %) ~ Idealg, (N, k, M, ..., My, )

2.3 Universally Composable Security

A stronger notion of security is the Universal Composability framework [Can0O1]] allows
for the design of concurrent and composable cryptographic protocols, which are impor-
tant properties in any practical deployment of an oblivious database. Canetti and Fischlin
showed that OT cannot be UC-realized without trusted setup assumptions such as the ex-
istence of a Common Reference String (CRS) [CFO1]. This is formally referred to as the
Fers-hybrid model, and is assumed by the constructions of Peikert et al. [PVWO0S] as well
as those in this work.

As in [PVWOS]], we will work in the standard UC framework with static corruptions,
where all parties are modeled as p.p.t. interactive Turing machines. Security of protocols
is defined by comparing the protocol execution to an ideal process for carrying out the
desired task. More formally, there is an environment Z whose task is to distinguish between
two worlds: ideal and real. In the ideal world, “dummy parties” (some of whom may be
corrupted by the ideal adversary S) interact with an ideal functionality F. In the real
world, parties (some of whom may be corrupted by the real world adversary A) interact
with each other according to some protocol m. We refer to Canetti [CanO1, (CanO8]] for a
fuller description, as well as a definition of the ideal world ensemble IDEAL £ s z and the

12
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Functionality 7o

Upon receiving input (sid, crs) from party P, first verify that p € P; else ignore the input.
If there is no value r recorded, then choose and record » «— D. Finally send output
(sid, crs, r) to P.

Figure 2.4: Ideal functionality for the common reference string [Can08]].

real world ensemble EXEC, 4 z. We use the established notion of a protocol 7 securely
realizing an ideal functionality F as:

Definition 2.3.1 Let F be a functionality. A protocol m UC-realizes F if for any adversary
A, there exists a simulator S such that for all environments Z,

IDEALf sz ~ EXEC, 4 2.

Canetti and Fischlin showed that OT cannot be UC-realized without a trusted setup as-
sumption [CFO1]. Thus, as in [CLOS02, PVWO08]], we assume the existence of an honestly-
generated Common Reference String (Crs), and work in the so-called F¢rg-hybrid model.
The functionality is parameterized by a distribution D and a set P of recipients. For our
purposes, P will include the OT Sender and Receiver only. Here the environment learns
about the reference string from the adversary, and thus the simulator can set up a string
with “trapdoor information”, etc.

Figure describes the F¢ s functionality and Figure describes the J-"gTXI func-
tionality.

We briefly mention that there are techniques for designing and analyzing multiple OT
protocols which use a single reference string; i.e., a multi-session extension. One might
worry that if multiple protocols now share some joint state, then they can no longer be
analyzed separately and then composed later. Fortunately, this is addressed by universal
composition with joint state (JUC) [CRO3]] and could be done in our case. A second is-
sue with sharing the reference string is that we make no guarantee about the security of
protocols which use the same reference string in ways other than those specified by the
OT protocol, and here we explicitly assume that the crs is only available to certain parties.
This is at odds with the notion that the crs is a “global” entity, however, there are strong
impossibility results for UC-realizing OT in a setting where the crs is available to everyone
(including the environment) and can no longer be crafted by the simulator. There are mod-
els, such as the augmented CRS functionality Facrs [CDPWO7], which overcome these
impossibility results, but we do not explore these advanced UC issues with respect to our
OT construction in this work.

13
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Functionality 7"

Ft proceeds as follows, parameterized with integers N, £ and running with an oblivious
transfer Sender S, a receiver R and an adversary S.

e Upon receiving a message (sid, sender,my,...,my) from S, where each m; €
{0,1}¢, store (my, ..., my).

e Upon receiving a message (sid, receiver, o) from R, check if a (sid, sender, . .. ) mes-
sage was previously received. If no such message was received, send nothing to R.
Otherwise, send (sid, request) to S and receive the tuple (sid, b € {0, 1}) in response.
Pass (sid, b) to the adversary, and: If b = 0, send (sid, L) to R. If b = 1, send

(sid, m,) to R.

Figure 2.5: Ideal functionality for adaptive Oblivious Transfer, based on the OT7 definition
from [|[CLOSO02]].

2.4 On Multiple Receivers

OT is traditionally described as a two-party protocol between one Sender and one Re-
ceiver. We will our main constructions in this setting. However, since we are motivated by
the application of OT to database systems, we would also like to support applications where
multiple users share a single database, i.e., one Sender and multiple Receivers. Naively this
can be accomplished by requiring the database to run separate OT protocol instances with
each user. However, this approach can be quite inefficient, and moreover does not en-
sure consistency in the database viewed by individual Receivers. In Chapter [5| we address
this by strengthening our security definition to include the additional requirement that all
Receivers “view” the same database, i.e., the database owner cannot selectively alter the
messages in the database when interacting with different receivers — on query o from any
receiver, he must return a value in {m,,, L }.

14



Chapter 3

Cryptographic Preliminaries

databases. Before we present these cryptographic protocols, we must first describe

certain concepts and notation used in our presentation. Within this chapter, we in-
clude a description of the cryptographic setting in which we will base our protocols, as well
as the complexity-theoretic assumptions that we will use in our security proofs.

THE next several chapters describe techniques for constructing privacy-preserving

3.1 Model and Notation

We will begin by describing the notation that will be used throughout this work. By p.p.t
we will denote a probabilistic polynomial-time Turing machine.

SECURITY PARAMETER. Our cryptographic protocols make use of an adjustable security
parameter . We will generally provide this in unary representation 1"‘[] This parameter
may be passed explicitly, or can be implicitly incorporated into other parameters (e.g.,
group parameters, public keys) that are provided as input.

POLYNOMIAL AND NEGLIGIBLE FUNCTIONS. Let poly(-) as a polynomial function. We
define a negligible function v(-) such that for all polynomial functions poly(-) and suffi-
ciently large n the value v(n) < 1/poly(n).

COMPUTATIONAL INDISTINGUISHABILITY. Let {A,}.cn and {By}.cn be ensembles
of probability distributions where A,, B, are probability distributions over {0, 1}7°%(%) for
some polynomial function poly(-). We will express the computational indistinguishability
of these distributions by {A, }.en ~ {B.}ren- Quoting the definition of Pass and she-
lat [Pas08]], the ensembles { A, }.cn and { B, }«.cn are computationally indistinguishable if
for all polynomial-time adversaries D then for some negligible v(-) and Vx € N

! This string should be read as a -bit string consisting solely of 1 bits. It is included so that the running
time of the cryptographic algorithm can be specified as a function of the input size (k).
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Pr[t «— A, D(t) = 1] — Prft — By, D(t)]| < v(k)

ALGEBRAIC NOTATION. By G = (g) we indicate that g is a generator of the cyclic group
G. For consistency of notation we will use multiplicative notation throughout this work,
though we note that some candidate implementations require the use of additive groups.

Models of Computation. In our security proofs we will model all parties as non-uniform
probabilistic polynomial-time turning machines. We will prove several of our constructions
secure in the standard model of computation, in which we will assume only the hardness of
certain complexity theoretic assumptions. However, some of our proofs will be set in the
random oracle model which assumes the existence of idealized random functions [[BR93]].
Some recent works have demonstrated a strong separation between the two models: specif-
ically, there exist certain cryptosystems which are secure in the random oracle model, but
become insecure when the random oracle is instantiated with any deterministic function or
function family, e.g., [CGHO4]. Thus, where possible we will emphasize proofs without
random oracles.

3.2 Bilinear Groups

Many of the protocols in this work require prime-order groups supporting an efficient
bilinear map. Candidate groups were brought to cryptographers’ attention with the famous
attack of Menezes, Vanstone and Okamoto [MVO91], and were first used in protocols by
Joux and Nguyen [JouOO, JNO1] for applications such as one-round tripartite key agree-
ment. These groups have been used to construct a wide variety of cryptographic protocols,
notably including Identity-Based Encryption [BFO1, BB04a, [Wat05].

We will now provide definitions for bilinear groups.

Definition. Let G, Go, G be multiplicative cyclic groups of prime order ¢, and let e be a
function of the form e : G; x Gy, — Gp. We say that e is a bilinear map if it satisfies the
following requirements:

1. Non-degeneracy. If (g) = G, and () = Go, then (e(g, 7)) = Gr.

2. Bilinearity. If g, g generate G, G, respectively, then for a,b € Z, it holds that
e(9*,9") = e(g.9)™

3. Efficiency. The mapping e is efficiently computable.
The description above is known as the asymmetric setting, and it closely describes
the properties of all known instantiations. However, some of our protocols will require a

symmetric bilinear map operating on a single group G and taking the formé : G x G —
Gp. In practice, the symmetric setting may be constructed from the asymmetric when
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there is an efficiently-computable isomorphism 7 : G; — G2 and é is implemented as
e : Gy X ¥(Gy) — Gyp. With the appropriate notational modifications, all of the conditions
listed above must apply in this setting as well. We will use both settings in this work.

Parameter Generation. Our protocols will assume the existence of a p.p.t. algorithm
BMsetup that, on input a security parameter 1”, outputs the parameters « for a bilinear
mapping. In the asymmetric setting, we will specify that v = (¢, Gy, G2, Gr, g, g, €) where
g generates Gy, g generates Go, the groups Gi, G; and G have prime order ¢, and e :
G1 X Gy — Gr. In the symmetric setting, we will have v = (¢, G, Gr, g, €). Our schemes
require that the correctness of these parameters be publicly verifiable (Chen et al. [[CCSQ7]
describe efficient techniques for verifying these parameters in a typical instantiation).

3.2.1 Concrete Settings

We now briefly outline several relevant facts about known instantiations of bilinear
groups. We will keep this discussion at a high level, and point the reader to [Men03,
GPSO06] for a detailed tutorial.

All known bilinear groups are constructed such that G; and G- are groups of points
on some elliptic curve E over a prime-order finite field IF,. The group Gy is usually a
multiplicative subgroup over a related extension field IF’; where k is the embedding degree
of the curve. In curves with low embedding degree, the bilinear map can be implemented
using the Weil or Tate pairings, which can be computed efficiently using Miller’s algo-
rithm [Mil0O4].

A notable feature of the elliptic curve setting is the absence of sub-exponential-time
algorithms for directly solving the discrete logarithm problem (DLP) within a curve sub-
group (given g, h € G, the discrete logarithm problem is that of finding the a value x such
that ¢* = h). However, Menezes et al. [MVQO91] showed that in curves of low embed-
ding degree, the Weil or Tate pairing can be used to transfer a problem instance into the
extension field ¥ ’; where sub-exponential DLP solving are known (e.g.,[AH99]). Thus, in
bilinear groups, the hardness of the DLP determined both by the order of the elliptic curve
subgroup (q) and the size of the extension field (p*).

Size of group elements. The selection of the curve has implications for the security and
efficiency of protocols set in bilinear groups. For example, to achieve an “80-bit” security
level in G (i.e., solving the DLP requires approximately 280 operations) we must select
q ~ 2'0 to compensate for Pollard’s rho algorithm [Pol78]], and p, k such that p* ~ 21024
to deal with field-based solvers. In many cases, it is possible to construct the group G, such
that |¢| ~ |p|, and thus elements of G; can be represented with approximately |p| = 160
bits While the representation of G; will be quite compact, elements in G must be at
least six times as large (1024 bits) to retain security. In general, the representation of G,

2Note that a point consists of two elements (z,y) in Fj,. However, it is possible to compute 3 from z and
the least-significant bit of y.

17



CHAPTER 3. CRYPTOGRAPHIC PRELIMINARIES

will be between three and six times that of Glﬂ The reader should keep these figures in
mind when evaluating our protocols of Chapters 4 and [5]

The hardness of Decisional Diffie Hellman. In symmetric bilinear groups, the availability
of a bilinear map permits an efficient solution to the Decisional Diffie-Hellman (DDH)
problem in G (specifically: given ({g) = G, g%, ¢°, Q), decide whether ) = g°*). One can

solve such an instance by testing e(g, @) < e(g®, g°). Our constructions of Chapter will
use asymmetric (“SXDH”) groups [Sc002, BBS04, BGAMMO3] in which the Decisional
Diffie-Hellman problem is assumed to be hard within both G, and G..

Given the ease of solving DDH in symmetric bilinear groups, the SXDH assumption
may seem a strong additional assumption. However, we note that the only known method
for solving DDH in known bilinear groups is to apply the bilinear map (pairing) on two
elements within the same group. In asymmetric bilinear groups, the pairing must be com-
bined with an efficiently-computable distortion map v : G; — (G5 that permits the map
to “operate” on elements within the same group. Verheul proved that in certain curves,
various choices of G; do not admit efficiently computable distortion maps to G, (and vice-
versa) [VerO4]. This rules out the only known technique for solving DDH within these
subgroups. Thus, although the result does not rule out the possibility of an alternative
DDH-solving approach, such an outcome seems unlikely.

3.3 Complexity Assumptions

Our protocols will be use a variety of complexity assumptions. Many of these assumptions
are made in symmetric and asymmetric bilinear groups. However, our constructions in
Chapter [ will use components that are secure in the RSA setting.

3.3.1 Comparing cryptographic assumptions

The past several years have seen a rapid increase in the number of new complexity
assumptions used by cryptographers. This phenomenon is partly due to the introduction
of bilinear-map based cryptography, whose new settings require new cryptographic as-
sumptions. It can be further explained by a renewed push to develop constructions whose
security does not depend on random oracles.

Unfortunately, introducing new assumptions is a risky process, and many new construc-
tions are proven secure only by assuming the the hardness of some complex, unstudied
problem. Indeed, Cheon recently illustrated the limitations of this approach with his attack
on the widely-used p-Strong Diffie-Hellman problem [Che06].

Some efforts have been made to address this problem. Shoup’s Generic Group model
can be used to evaluate the complexity of a problem within an ideal cyclic group that has

3Typically elements of G, are on the curve over the extension field IF’; or IF];/ ?. See [Men03].
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no special structure [Sho97|]. While this is a useful first step, a proof in such an artificial
model should be considered at most an argument in favor of the assumption.

Thus, when evaluating constructions we need to be mindful of the assumptions used
(and introduced) in their security proofs. In particular, we wish to use well-known math-
ematical problems with particular properties that make us more confident in their validity.
These properties include (1) ease of description (preferably, the problem instance should
be constant size regardless of the Adversary’s behavior, (2) non-interactivity (since inter-
active assumptions are relatively harder to falsify), and (3) a constant-size solution space
(there should be one, or a relatively small number of valid solutions). We will informally
characterize the known assumptions into three categories of increasing “risk’:

1. Static assumptions. These assumptions have only a single solution, and have a
constant-size description that does not depend on the Adversary’s behavior.

2. Dynamic assumptions. These assumptions are non-interactive, but have a descrip-
tion that must vary in size depending on the Adversary’s behavior, e.g., the number
of signing queries that will be requested in a signature scheme. They may also have
one or more valid solution.

3. Interactive assumptions. These assumptions provide the Adversary with an oracle
to which it may send chosen inputs. These assumptions are relatively difficult to
falsify, since a problem instance cannot be efficiently described.

The p-Strong Diffie-Hellman and p-Power Decision Diffie-Hellman assumptions used
by the OTZ | of Camenisch et al. are examples of dynamic assumptions, since each has
a description that is variable, and ultimately linear in the number of messages in the OT
database. The p-SDH problem also has an exponential number of valid solutions. A major
goal of our constructions of Chapter 4] will be to replace these assumptions with static
assumptions such as the Decisional Bilinear Diffie-Hellman assumption (see below).

3.3.2 Bilinear Settings

We first define two well-known complexity assumptions that are believed to hold in sym-
metric bilinear groups.

Definition 3.3.1 (Computational Diffie-Hellman (CDH) [DH76]) Let BMsetup(1®) —
(¢, 9, G, Gr, €). The Computational Diffie-Hellman assumption holds in G, (resp. G, Gr)
if for all p.p.t. adversaries Adv, the following probability is strictly less than 1/poly(k):

Prla,b & Z,: Adv(y,¢% ¢") = g

While CDH is generally believed to hold in bilinear groups, the Decisional Diffie-Hellman
assumption (DDH) is known not to hold in the image group G; of a symmetric bilinear
map, and may or may not hold in asymmetric bilinear groups.
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Definition 3.3.2 (Decisional Bilinear Diffie-Hellman (DBDH) [BF01]])
Let BMsetup(1®) — (q,9, G,Gr,e). The Decisional Bilinear Diffie-Hellman assump-
tion holds if for all p.p.t. adversaries Adv, the following probability is strictly less than 1/2

+ 1/poly(k):

abc,

Pr[avbvc7dizq; :170<—6(g,g) y L1 (_6(979)61;
z—{0,1} - Adv(y,9% ¢ ¢%,22) = 2]

We now present several assumptions set in asymmetric bilinear groups.

Definition 3.3.3 (Computational Co-Diffie-Hellman (Co-CDH) [BLS01]) Let
BMsetup(1%) — (¢, G1, Go, Gr, €, g, §). The Computational Co-Diffie-Hellman assump-
tion holds in Gy, Gy) if for all p.p.t. adversaries Adv, the following probability is strictly
less than 1/poly(k):

Prla,b < Z, : Adv(y, g% 3") = §*

We remark that co-CDH is simply a variant of Computational Diffie Hellman, where
the Adversary’s input is split across two distinct groups. It can alternatively be described
by swapping the order and placement of the groups G, G, above.

Definition 3.3.4 (Decision Linear Assumption (DLIN) [BBS04]) Ler BMsetup(1*) —
(¢, G1, Go, Gr, e, g, §). The Decision Linear Assumption holds if for all p.p.t. adver-
saries Adv, the following probability is strictly less than 1/2 + 1/poly(k):

Prla,b,e,d & Zyy f g F G h — g% h — g
Ty < ha+b;x1 ﬁ Gl;z A {07 1} : AdV(’}/,g,g, fa fa hv ngavfbaxz) - Z]

Note that this is a weaker asymmetric version of the original DLIN assumption of Boneh,
Boyen and Shacham [BBS04], which was set in symmetric groups.

Definition 3.3.5 (Symmetric External Diffie-Hellman Assumption (SXDH) [Sc002, BBS04, BGdAMM
Let BMsetup(1%) — v = (¢, Gy, Go, Gr, €, g, §). The Symmetric External Diffie-Hellman

assumption holds if the Decisional Diffie-Hellman problem is hard within both G, and

Go.More formally, for all p.p.t. adversaries Adv, the following two probabilities are each

strictly less than 1/2 + 1/poly(k):

1 Prlg & Grabd Zyiag — g®im & Gz — {0,1} : Adv(v, g7, ¢, 2.) = 2]
2. Pr[j & Goja,b & Zyi @ — %81 & Gojz  {0,1} : Adv(v, 3%, 3%, 7.) = 2].

We remark that the SXDH assumption is implied by the following assumption:
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Definition 3.3.6 (p-Hidden LRSW Assumption) Ler BMsetup(1*) — v = (q, Gy, Go,
Gr, e, g, §). The p-Hidden LRSW Assumption holds if for all p.p.t. adversaries Adv, the
following probability is strictly less than 1/poly(k):

PI"[S,ZL, i Zlﬁ S’ — QS’T — gt,VZ € [1 t p]amzayl i Zq7bi — gyiagi — gyZ,
A A AdV(’y, g’ T’ {bl’ bi+x18t7 bi“? bT1t7 gx17 Bl}) R {bp7 b;+17p8t’ b$p7 bgpt’ gxp7 l;p}) :
A = (a1,as,a3,a4,05,a6) N & {x1,...,2p} Nz € Zi Nay € GiA

as = aiT" Naz =al ANay = a' Nas = g° Ae(ay, ) = e(g,ag)].

This is a new assumption introduced by this work. However, related formulations of the
above assumption in an oracle-setting, where the x; values are chosen dynamically by
Adv, are the LRSW assumption which was introduced by Lysyanskaya et al. [LRSW99]
and the Strong LRSW assumption of Ateniese et al. [ACdMOS]. We eliminate the oracle
and instead give ¢ random tuples, which are also slightly changed. To provide evidence
in support of the above assumption, we show in Appendix [C.2] that it admits a proof in
Shoup’s generic group model [Sho97].

3.3.3 RSA Setting

The anonymous credential protocols used in Chapter [l may be set in the RSA crypto-
graphic setting. Let p, g be large safe primes (i.e., for some primes p’, ¢’ we can express
p=2p 4+ 1and ¢ = 2¢' + 1), and let n = pg be an RSA modulus. By Z! we denote a
group consisting of the set of all elements in [1,n — 1] which are relatively prime to n. We
define the following cryptographic assumption in this setting:

Definition 3.3.7 (Strong RSA Assumption [BP97, FO97]) Given an RSA modulus n and
a random element g € 7, it is hard to compute h € 7, and integer e > 1 such that h* = g
mod n. The modulus n is of a special form pq, where p = 2p' + 1 and q = 2q' + 1 are safe
primes.

3.4 Zero-Knowledge and Witness Indistinguish-
able Proofs

Zero knowledge (ZK) and Witness-Indistinguishable proofs allow one party (Prover) to
convince another (Verifier) of the validity of a statement, without leaking additional infor-
mation [GMRS89]. Such proofs exist for all languages in NP [GMR&9]. In this work will
a related tool: the zero-knowledge proof of knowledge, which allows the Prover to demon-
strate knowledge of a witness that satisfies a particular statement, without revealing any
information to the verifier. A witness indistinguishable proof of knowledge has a similar
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property, but satisfies only the weaker property that the Verifier not learn which witness
was used to form the proof. We note that every ZK proof is implicitly a WI proof (but not
necessarily the reverse).

In particular, protocols of Chapter[d] will use interactive proofs of knowledge (which can
be made non-interactive through the use of random oracles). In Chapter[5|we will construct
non-interactive proofs using the Groth-Sahai proof system [GS08]. When referring to a
zero-knowledge or witness-indistinguishable proof, we will use the notation of Camenisch
and Stadler [CS97]]. For instance, to describe a zero-knowledge proof of knowledge of
values = and r such that the statement y = g”h” holds and 1 < z < n, we will write:

ZKPoK{(z,7):y=¢"h" AN (1 <z <n)}

All values not in enclosed in ()’s are assumed to be known to the verifier. We will denote
witness-indistinguishable proofs by WIPoK. Wherever possible we will specify proofs
using the weaker WI requirement, though a zero-knowledge proof will naturally suffice.

We now informally sketch some general requirements for these proof systems, with formal
definitions provided in later chapters.

Correctness. Given an honestly-generated proof (and any necessary global parameters)
an honest verifier will accept the proof with probability 1.

Extractability (Soundness). We require that all p.p.t. adversaries have at most negligible
probability of convincing an honest Verifier to accept a proof of an invalid statement.
In the case of a proof-of-knowledge, we formalize this by mandating the existence of
a knowledge extractor that can be used (under appropriate circumstances, see below)
to obtain the values being proved, with at most a negligible probability of failure.

Witness Indistinguishability. We require that all p.p.t. adversaries have at most negligi-
ble advantage in the following game. Allow the adversary to choose a statement and

two distinct satisfying witnesses Wy, W;. Select a random b & {0,1} and conduct
a proof with the adversary using witness W, to obtain the adversary’s guess ¢'. The
adversary’s advantage is defined by |Pr[b’ = b] — 1/2|.

Zero-Knowledge. We require that all p.p.z. adversaries have at most negligible advantage
in the following game. Allow the adversary to choose a statement S and a satisfy-

ing witness W. Select a bit b & {0,1}, and if b = 0 conduct the proof with the
adversary based on . If b = 1 conduct a simulated proof that is not based on .

Finally, obtain the adversary’s output &’. The adversary’s advantage is defined by
|Pr[t) =b] — 1/2].

Thus, for every proof of knowledge we require a technique for extracting the knowledge be-
ing proved. Zero-knowledge proofs also require a technique for simulating proofs without
knowledge of a witness (provided one exists). These processes will require capabilities that
are not available to parties in a real environment: e.g.,the ability to rewind other participants
and/or control “trusted” global parameters such as a common reference string.
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3.4.1 Interactive Known Discrete-Logarithm Proofs

We use known zero-knowledge techniques for proving statements about discrete log-
arithms, such as (1) proof of knowledge of a discrete logarithm modulo a prime [Sch91]],
(2) proof that a committed value lies in a given integer interval [[CET98, (CM99, Bou00],
and also (3) proof of the disjunction or conjunction of any two of the previous [CDS94].
These protocols are secure under the discrete logarithm assumption, although some im-
plementations of (2) also require the Strong RSA assumption. While the basic protocols
are honest-verifier zero-knowledge, they can be efficiently converted to standard zero-
knowledge [CDMOO].

Note that we can apply the Fiat-Shamir heuristic [FS86] to make such proofs non-
interactive in the random oracle model.

3.4.2 Non-interactive Groth-Sahai Proofs

The Groth-Sahai proof system [GSO8] permits a variety of efficient non-interactive
proofs of the satisfiability of one or more pairing product equations. For variables
{Xt . m € G, {V}1.n € Gy and constants {A}y , € G, {B}h..m € Go,a;; € Z,,
and tr € Gr, these equations have the form:

He A27yz H XMB HH X“y] a”_tT
_ i=1 j=1

i=1
Groth and Sahai show how to construct Witness Indistinguishable proof-of-knowledge of
a satisfying witness to such an equation, in prime-order groups where the SXDH or De-
cision Linear assumptions hold. The proof system they describe can be composed over
multiple equations involving the same variables. Additionally, they point out that in some
special cases, their techniques can be strengthened to provide Zero Knowledge. Unlike the
interactive proofs used in [CNsO7, (GHO8b], the Groth-Sahai proofs do not use adversarial
rewinding in their security analysis.

Groth-Sahai Commitments [GS08]]. At the core of the Groth-Sahai system is a homo-
morphic commitment scheme to elements of G; or G2 The public parameters for the
commitment scheme can be generated in one of two ways. Method (1) leads to a perfectly-
binding commitment scheme, while method (2) leads to a perfectly-hiding scheme. Note
that the two parameter distributions are computationally indistinguishable under the SXDH
assumption. When the GS commitment parameters are configured according to method (1),
they are equivalent to an Elgamal encryption of a group element, and can be decrypted by a
party that knows a trapdoor to the commitment parameters. When commitments are config-
ured according to method (2), a “simulation” trapdoor can be used on random commitments
to open them to any value g* (or g*) for known z.

4As noted in [GS08| [BCKLO08] the commitment scheme can also be used to commit to elements of ZLq,
though we use this only in the context of simulating proofs.
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The Proof System. We now describe the proof system at a high level, adopting some
notation and exposition from [BCKLOS|. For this description we will conceal many of the
underlying details, though the reader can refer to [[GSOS8, BCKLOS|] for a more detailed
explanation. The proof system contains the following (possibly probabilistic) polynomial
time algorithms:

GSSetup(y). On input v € BMsetup(1*), outputs a string G.S containing parameters for
the proof system. This string embeds binding parameters for the G-S commitment
scheme.

GSProve (GS, S, W). On input a statement S describing the equation, and a satisfying
witness W € ({X}.m, {V}1..n), outputs a proof m. To formulate this proof, a
commitment C; is generated for each element in . The proof embeds openings
to the commitments in such a way that a prover can ascertain that .S is verifiably
satisfied, and yet the elements of W remain hidden.

GSVerify(GS, 7). Verifies the proof 7 (using the commitments and opening values) and
outputs ACCEPT if 7 is valid, REJECT otherwise. (For compactness of notation, we
will specify that m embeds the statement S).

Above we describe the proof system in normal operation. Our security proofs additionally
use:

GSExtractSetup(7y). Outputs G'S (distributed identically to the output of GSSetup(y)) and
an extraction trapdoor td.,; containing a trapdoor for the commitment scheme. This
trapdoor permits an extraction of a valid witness from the commitments embedded
within a proof.

GSExtract(GS, tde., m). Given a proof 7 and the extraction trapdoor, extracts X; or );
from each commitment C;, and outputs the witness W = ({X'}1. ., Vi) that
satisfies the equations.

GSSimulateSetup(7y). Outputs parameters G.S’ that are computationally indistinguishable
from the output of GSSetup(+y), as well as a simulation trapdoor td;,, which consists
of a simulation trapdoor for the commitment scheme.

GSSimProve(GS’, tdgim, S). Given simulation parameters G.S” and trapdoor td;,,, out-
puts a proof 7 of statement S that such that GSVerify(GS’, m) = ACCEPT. Note that
this algorithm operates on certain restricted classes of statements (see below).

In the general case, Groth-Sahai proofs provide strong Witness Indistinguishability in
groups where the SXDH assumption holds. However, in the special case where in all
equations being simultaneously satisfied, the value t = 1 (or ¢ can be decomposed in a
specific way), then it is also possible to form proofs that meet a strong definition of com-
posable Zero-Knowledge. We will further discuss the set of statements for which Zero-
Knowledge proofs are possible below, and momentarily refer to this class as S, x. We now
discuss the security properties of the proof system:
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Correctness. For honestly-generated G'S and 7, GSVerify(G.S, ) will always output
ACCEPT.

Extractability (Soundness). For (G S, td..;) € GSExtractSetup(7) and some 7 (embed-
ding a statement S): if GSVerify(GS, 7) outputs ACCEPT then with probability 1 the
algorithm GSExtract(GS, td, 7) extracts a witness I/ that satisfies S.

Composable Witness Indistinguishability. We first require that the parameters gen-
erated by GSSimulateSetup(y) be computationally indistinguishable from the pa-
rameters generated by GSSetup(y). We additionally require that all p.p.r. ad-
versaries A have advantage 0 in the following game. Hand A the parameters
GS" — GSSimulateSetup(), and allow A to output (.S, Wy, W;) where S is a state-

ment and W, W, are distinct satisfying witnesses. Select b & {0,1}, give A the
proof ™ < GSProve(GS’', S, W), and collect its guess b'. A’s advantage is defined
as |Pr[b =0] — 1/2].

Composable Zero-Knowledge. We again require that the parameters generated by
GSSimulateSetup(y) be computationally indistinguishable from the parameters gen-
erated by GSSetup(y). We additionally require that all p.p.r. adversaries .4 have
advantage 0 in the following game. Generate (G\S’, tds;,,) < GSSimulateSetup(7),
and give GS' to A. Allow A to output (S, w) where S € Sy and w is a satis-
fying witness. Let my < GSProve(GS’, S, w),m < GSSimProve(GS’, tdsim, S).
Select b <~ {0,1}, give A the proof 7, and collect its guess b'. A’s advantage is
|Pr[b=0] —1/2].

Note that GS proofs can be defined over multiple pairing product equations. In this case,
satisfiability implies knowledge of a witness for each statement. In our constructions, we
will denote a GS proof statement using the notation of Camenisch and Stadler [CS97]. For
instance, NIW Igs{ (a1, az) : e(ay,az)e(g,h™') = 1 Ae(ag, g2)e(dy ', as) = 1} represents
a non-interactive Witness Indistinguishable proof of knowledge, formed under parameters
GS, of a witness W = (ay, as) that satisfies both statements. All values not in enclosed
within the initial ()’s are assumed to be known to the verifier. We will alternatively use the
notation NIZK to denote a Zero-Knowledge proof.

Statements with Zero-Knowledge Proofs. While Groth and Sahai [GS08] generally ac-
complish Witness-Indistinguishable (WI) proofs, they note that certain classes of pairing-
product statements admit Zero-Knowledge proofs as well. In order to prove a statement in
Zero-Knowledge (as per the definition above), a simulator must be able to produce a sim-
ulated proof 7 without being given specific knowledge of a witness to the statement. Note
that if the simulator can compute a valid witness by itself, then it is sufficient to simply use
a WI proof. For instance, in the special case where ¢t = 1 for a pairing product equation,
the simulator can always compute a satisfying witness by selecting each X; or )); to be ¢°
or ¢" respectively.

Groth and Sahai further observe that more complex statements can be made Zero
Knowledge by applying the simulation trapdoor for the Groth-Sahai commitment scheme.
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This trapdoor allows the simulator to open a random commitment to any ¢g* or g* (for
known x), and can be applied such that the same commitment is opened differently for
each equation within the statement. In some cases, we may need to re-write a statement in
order to construct a ZK proof. For example, consider the proof NIWIgs{(a) : e(a,d) =
e(g, h)} made on variable a and constants d, g, h. By adding a second variable b we obtain
the equivalent N/ Z K statement:

NIZK{(a,b) :e(a,d)e(b,h ™) =1 A e(b,g)e(g7",g) =1}

Note that the equivalence holds by the property that b = g is the only valid solution to
the revised equation. However, we can simulate the statement by opening the appropriate
commitments such that a = b = ¢° in the first equation, while in the second equation b = g.
We will use similar techniques to simulate the Zero-Knowledge proofs in our constructions.

3.5 Commitment Schemes

Commitment schemes can be thought of as the digital equivalent of a physical envelope.
Specifically, they allow a party to bind itself to a particular value without revealing it. At
a later point, the party may reveal, or “decommit” this value. For a commitment scheme
to be secure, it must be both binding and hiding. The binding property ensures that the
committing party cannot change the value it has committed to, while hiding ensures that
the commitment does not reveal the value (until the committing party reveals it).

We will describe a commitment scheme as a (possibly probabilistic) algorithms
(CSetup, Commit, Decommit) that operate as follows.

CSetup(1*). On input security parameter 1”, outputs public parameters p.

Commit(p, M). On input a message M € {0, 1}*, outputs a commitment/decommitment
pair (C, D).

Decommit(p, M,C, D). On input M, C, D, outputs 1 if D decommits C to M, or 0 other-
wise.

Informally a commitment scheme is computationally (resp. perfectly) binding if no
polynomial-time (resp. unbounded) adversary can produce decommitments D, D’ and dis-
tinct messages M, M’ such that Decommit(p, M, C, D) = 1 and Decommit(p, M’',C,D’) =
1. The commitment scheme is computationally (resp. perfectly) hiding if no polynomial-
time (resp. unbounded) adversary gains any information about the underlying message M
from p, C.

Proving Knowledge of a Decommitment. Our constructions in Chapter {4| will require
an efficient (possibly interactive) zero-knowledge protocol for proving knowledge of a de-
commitment D with respect to (p, M,C). We will denote this proof as ZKPoK{(D) :
Decommit(p, M,C, D) = 1}.
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Instantiations. In our protocols of Chapter {4 we suggest using the Pedersen commitment
scheme [Ped92]] based on the discrete logarithm assumption, in which the public parameters
are a group of prime order ¢, and random generators (go, . . ., gn,). In order to commit to
the values (vi,...,v,) € Z", pick arandom r € Z, and set C = gy [[;2, ;" and D = r.
Schnorr’s technique [Sch91]] can be used to efficiently prove knowledge of the value D = r.
The Pedersen scheme is computationally binding and perfectly hiding.

3.6 Signatures with Efficient Protocols

Our protocols in Chapter [0 make us of signatures with efficient protocols, or “p-
signatures” [[CLO2, (CLO4, BCKLOS]. In particular, we will use a signature scheme due to
Camenisch and Lysyanskaya (CL) [CL02], which possesses two efficient protocols: (1) a
protocol for a user to obtain a signature on the value(s) in a Pedersen (or Fujisaki-Okamoto)
commitment [Ped92, [FO97]] without the signer learning anything about the message(s), and
(2) a proof of knowledge of a signature on a committed value. CL signatures are based on
the Strong RSA [BP97, [FO97] assumption. We can easily substitute these for other bilin-
ear signatures with efficient protocols [BB04a, (CL04], though we will not provide explicit
details on this usage.

We now briefly outline the Camenisch-Lysyanskaya signature scheme [[CLO2]]. To gen-
erate a key, compute a special RSA modulus n = pg (where p, q are safe primes) and three
values a, b, ¢ & QR,. Set pk = (n,a,b,c) and sk = (p,q). To sign a message m € [0, 2]
(for some parameter /), select a random prime e and a random number s (of specific lengths
described in [CLO2]]), and compute the signature o such that ¢ = a™b°c mod n. Signa-
ture verification consists of checking the previous equation and verifying that e has the
appropriate length.

Note that the constructions of Chapter[5|will use a variant of a bilinear signature scheme
that is also due to Camenisch and Lysyanskaya [[CLO4]. This scheme should not be con-
fused with the p-signature described above.

3.7 Identity-Based Encryption

Identity-Based Encryption (IBE), proposed by Shamir [Sha84]] and realized by Boneh-
Franklin and Cocks [BEO1,|CocO1]] is an alternative to public-key encryption where users’
identities serve as their public key. An IBE scheme supports two types of players: a single
master authority (P), and multiple users ((/) who obtain their secret keys from the PKG.
These players make use of the algorithms Setup, Encrypt, Decrypt and the protocol Extract.
Let us provide some input/output specification for these protocols with intuition for what
they do.

Notation: Let Z be the identity space and M be the message space. We write
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P(A(a),B(b)) — (c,d) to indicate that protocol P is between parties .4 and B, where
a is A’s input, ¢ is A’s output, b is B’s input and d is B’s output.

- Inthe Setup(1”, ¢(k)) algorithm, on input a security parameter 1* and a description of
an the identity space |Z| < 2°%) where ¢(-) is a computable, polynomially-bounded
function, the master authority P outputs master parameters params and a master
secret key msk.

- In the Extract(P(params, msk),U(params,id)) — (id, sk;q) protocol, an honest
user { with identity id € Z obtains the corresponding secret key sk;; from the
master authority P or outputs an error message. The master authority’s output is
the identity id or an error messageE] (Note that P is permitted to abort the protocol
selectively based on d.)

- In the Encrypt(params, id, m) algorithm, on input identity id € Z and message m €
M, any party can output ciphertext C'.

- In the Decrypt(params, id, sk;q, C') algorithm, on input a ciphertext C, the user with
sk,q outputs a message m € M or the distinguished symbol ¢.

Throughout the remainder of the text we will assume that params defines Z and M.

Security of IBE. Traditionally, there are various levels of ciphertext security that an
IBE scheme might meet: security against chosen-plaintext attack (CPA) vs. security
against the stronger chosen-ciphertext attack (CCA), security against selective-identity at-
tacks [[CHKO4] vs. security against the stronger adaptive-identity attacks [BFOI1l]. For-
tunately, our OT protocols in require only the weakest ciphertext security notion:
selective-identity security against chosen-plaintext attack (IND-sID-CPA). We now define
this notion.

Definition 3.7.1 (Selective-Identity Secure IBE (IND-sID-CPA) [CHKO04]) Let x be a
security parameter, c(-) be a polynomially-bounded function, |Z| < 2°*) and M be the
message space. An IBE is IND-sID-CPA-secure if every p.p.t. adversary A has an advan-
tage negligible in x for the following game:

1. A outputs a target identity id* € 7.

2. Run Setup(1”, ¢(k)) to obtain (params, msk), and give params to A.

3. A may run the Extract protocol with an oracle O,4ams msi(-) polynomially many
times, where on any input id # id" in Z, the oracle returns sk,;, and on any other
input, the oracle returns an error message.

4. A outputs two messages mg, m; € M where |mg| = |my|. Select a random bit b and
give A the challenge ciphertext ¢* «— Encrypt(params,id*,my).

5The canonical definition of IBE [BF0I] specifies an extraction algorithm. Note however that given such
an algorithm, one can define a simple Extract protocol as: (1) U transmits id, (2) if id € Z, P runs the
extraction algorithm on (params, msk, id) to obtain sk;4 and returns this value (or an error), (3) user checks
the validity of sk;; by encrypting a polynomially-bounded number of random messages and verifying their
correct decryption.
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5. A may continue to query oracle Opqgms,msk(-) under the same conditions as before.
6. Aoutputs &' € {0,1}.

We define A’s advantage in the above game as |Pr[b' = b] — 1/2|.

On stronger notions of ciphertext security for IBE. A stronger notion of ciphertext secu-
rity for IBE schemes is adaptive-identity security (IND-ID-CPA) [BFO1]], which strength-
ens the IND-sID-CPA definition by allowing .4 to delay selecting the target identity id*
until the start of step (4) in the above game. In we show blind IBE schemes satis-
fying both IND-sID-CPA and IND-ID-CPA security. Fortunately, our oblivious transfer
applications in require only IND-sID-CPA-security (because the “identities” will be

fixed integers from 1 to poly(k)), some additional applications in require the stronger
IND-ID-CPA-security.
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Chapter 4

Fully Simulatable Oblivious Transfer
from Blind IBE

This chapter is based on joint work with Susan Hohenberger. An extended abstract was
originally published in Kaoru Kurosawa (Ed.): Advances in Cryptology - ASIACRYPT
2007, volume 4833 of Lecture Notes in Computer Science, pages 265282, Springer-Verlag,
2007 [GHOSb].

cols using techniques from the field of Identity-Based Encryption (IBE). Our tech-
niques will be both efficient and secure under a strong fully-simulatable defini-
tion. While Camenisch et al. also proposed efficient and fully-simulatable protocols for
Ochvxl, realizing those protocols securely requires either interactive or strong dynamic p-
based assumptions such as p-Power Decisional Diffie-Hellman (i.e., in a bilinear setting
e: G x G — Gy, given (g,¢%, ¢*,...,¢*", H) where g «— G and H «— G, distinguish
(H*, H @ H @*) from random values) and p-Strong Diffie-Hellman (p-SDH) [BB04b].
Given the complexity of these assumptions, it is interesting to develop new protocols
that achieve the same properties using static assumptions. In the following chapter we
propose, to our knowledge, the first efficient and fully-simulatable OT schemes secure
under static complexity assumptions (e.g., DBDH, where given (g, g%, ¢°, ¢°), it is hard to
distinguish e(g, g)%*° from random). We summarize our results as follows.

IN this chapter we will investigate an approach to constructing OT7 and OT? , proto-

Intuition behind the Constructions. Oblivious Transfer protocols can be roughly divided
into two categories. Let’s restrict our attention to non-adaptive OT2" for the moment. In
approach (1), which is used by [Rab81}, [EGL82) Lin08, PVYWO08], the Receiver transmits a
collection of specially-formed encryption keys to the Sender, who encrypts each message
and returns the N ciphertexts to the Receiver. The protocol is secure provided that the
encryption keys are formed such that a Receiver is able to decrypt at most one of the
resulting ciphertexts. In approach (2), which is used by [[CTO0S, [FIPROS, (CNs07, (GHO8b]]
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and this work, the Sender encrypts the message collection under keys of her own choosing,
and— in some interactive protocol with the Receiver— helps to decrypt one ciphertext.

While both approaches can be used to implement adaptive OT in theory, the first ap-
proach requires that the Sender generate a new set of ciphertexts at each transfer stage (for
each receiver), requiring at least O(N - k) cost. Even worse, the Sender might be able
to maliciously change the database between transfers and present different versions of the
database to different receivers.

The latter approach is much better suited for the adaptive case. A single database can
be committed to and then each decryption can be performed in constant computational
and communication cost, for a total O(/N + k) cost. This approach is taken by the fully-
simulatable protocols of [CNsO7], which both use rewinding in their simulations to (1)
simulate proofs and (2) extract knowledgeﬂ

Our Approach. First, we introduce a building block, which is of independent interest. In
identity-based encryption (IBE) [Sha84], there is an extraction protocol where a user sub-
mits an identity string to a master authority who then returns the corresponding decryption
key for that identity. We formalize the notion of blindly executing this protocol, in a strong
sense; where the authority does not learn the identity nor can she cause failures dependent
on the identity, and the user learns nothing beyond the normal extraction protocol. This
concept has similarities to recent work by Goyal [[Goy07], in which a user wishes to hide
certain characteristics of an extracted IBE key from the authority. We call IBE schemes
supporting efficient blind extraction protocols: blind IBE, for short.

Second, we will present an efficient and fully-simulatable OT protocol that can be
constructed from any blind IBE scheme meeting our definitions (with the additional as-
sumption of a secure commitment scheme). When implemented with the concrete Blind
IBE schemes of our constructions will be secure under only DBDH. Intuitively, con-
sider the following OT{CV construction. The Sender runs the IBE setup algorithm and sends
the corresponding public parameters to the Receiver. Next, for « = 1 to N, the Sender
encrypts M; under identity “2” and sends this ciphertext to the Receiver. To obtain k£ mes-
sages, the Receiver blindly extracts k& decryption keys for identities of his choice and uses
these keys to decrypt and recover the corresponding messages. While this simple protocol
does not appear to be simulatable, we are able to appropriately modify it. (Indeed, one must
also be cautious of possibly malformed ciphertexts, as we discuss later.) Our constructions
from blind IBE are inspired by the Camenisch et al. [CNsO7|] generic construction from
unique blind signatures. Indeed, recall that the secret keys sk;; of any fully-secure IBE
can be viewed as signatures by the authority on the message “id” [BFO1]. Camenisch et
al. [CNsQ7] require unique blind signatures, whereas we do not; however, where they re-
quire unforgeability, we require that our “blind key extraction” protocol does not jeopardize

! Along the same lines, the half-simulation protocols of [NP99b, [FIPR03] use a form of oblivious pseudo-
random function evaluation (OPRF) to encrypt and obliviously decrypt the message database. Unfortunately,
the evaluation protocols described in those works appear vulnerable to selective-failure attacks, and the mod-
ifications necessary to achieve UC security (or full simulation) seem substantial.
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the semantic security of the IBE.

Third, we present an efficient and fully-simulatable OT} , protocol constructed from
blind IBE in the random oracle model. We discuss how to remove these oracles at an ad-
ditional cost. This improves on the complexity assumptions required by the comparable
random-oracle scheme in Camenisch et al. [CNsO7]], although we leave the same improve-
ment for their adaptive construction without random oracles as an open problem.

Finally, in we will describe efficient blind extraction protocols satisfying this defi-
nition for several concrete IBE schemes, including those due to Boneh and Boyen [BB04a]
and Waters [Wat05]] (using a generalization proposed independently by Naccache [Nac05l]
and Chatterjee and Sarkar [CS05)]). The latter protocol is similar to a blind signature
scheme proposed by Okamoto [Oka06]. In section we will also discuss the inde-
pendent usefulness of blind IBE to other applications, such as blind signatures, anonymous
email, and encrypted keyword search.

4.1 Blind Identity-Based Encryption

In an identity-based encryption (IBE) scheme, senders encrypt messages using the re-
cipient’s identity as the public key. The concept was first proposed by Shamir [Sha84[]; how-
ever, the first IBE schemes were realized several years later by Boneh and Franklin [BFO1]]
and by Cocks [CocO1]]. Beyond encryption applications, IBE has also led to the develop-
ment of a variety of novel cryptographic protocols, such as secret handshakes [BDS™03]],
public-key searchable encryption [BCOPO04, WBDS04], CCA-secure public-key encryp-
tion [CHKO4], and digital signatures [BLSO1]].

In §3.7|we described a traditional IBE scheme. A blind IBE scheme consists of the same
players, together with the same algorithms Setup, Encrypt, Decrypt and yet we replace the
protocol Extract with a new protocol BlindExtract which differs only in the authority’s
output:

- In the BlindExtract(P(params, msk),U (params,id)) — (nothing, sk;;) protocol,
an honest user I/ with identity id € 7 obtains the corresponding secret key sk,; from
the master authority P or outputs an error message. The master authority’s output is
nothing or an error message.

We now define security for blind IBE, which informally is any IND-sID-CPA-secure (or
IND-ID-CPA-secure) IBE scheme with a BlindExtract protocol that satisfies two properties:

1. Leak-free Extract: a potentially malicious user cannot learn anything by executing the
BlindExtract protocol with an honest authority which she could not have learned by
executing the Extract protocol with an honest authority; moreover, as in Extract, the
user must know the identity for which she is extracting a key.

2. Selective-failure Blindness: a potentially malicious authority cannot learn anything
about the user’s choice of identity during the BlindExtract protocol; moreover, the
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authority cannot cause the BlindExtract protocol to fail in a manner dependent on the
user’s choice.

Of course, a protocol realizing the functionality BlindExtract (in a fashion that satisfies
the properties above) is a special case of secure two-party computation [Yao86, GMWS87,
Kil88]. However, using generic tools may be inefficient, so as in the case of blind signature
protocols, we seek to optimize this specific computation. Indeed, recall that sk;; in an
adaptive-identity secure IBE can be viewed as a signature by the authority on message
id (see §6.2). Thus, our BlindExtract protocol (for an adaptive-identity secure IBE) is a
blind signature scheme, but the converse implication is not necessarily true. Our leak-free
extraction property is much stronger than the common one-more unforgeability requirement
of blind signatures. Moreover, we will not require adaptive-identity security for the IBE in
our OT applications. Let us now formally state these properties.

Definition 4.1.1 (Leak-Free Extract) A protocol BlindExtract = (P,U) associated with
an IBE scheme I1 = (Setup, Extract, Encrypt, Decrypt) is leak free if for all efficient adver-
saries .4, there exists an efficient simulator S such that for every value x and polynomial
¢(+), no efficient distinguisher D can distinguish the output of Game Real from Game Ideal
with non-negligible advantage:

Game Real: Run (params, msk) < Setup(1”*, c¢(x)) and publish params. Each time D
requests it, A chooses an identity id and atomically executes the BlindExtract pro-
tocol with P: BlindExtract(P(params, msk), A(params, id)). A’s output (which is
the output of the game) includes the list of identities and extracted keys.

Game Ideal: A trusted party runs (params,msk) <« Setup(1%,¢(k)) and publishes
params. Each time D’s requests it, S chooses an identity ¢d and queries the trusted
party to obtain the output of Extract(params, msk, id), if id € Z and L otherwise.
S’s output (which is the output of the game) includes the list of identities and ex-
tracted keys.

In the games above, BlindExtract and Extract are treated as atomic operations. Hence D
and A (or §) may communicate at any time except during the execution of those protocols.
Additionally, while we do not explicitly specify that auxiliary information is given to the
parties, this information must be provided in order to achieve the sequential composition
property required by our OT protocols in

This definition implies that the identity ¢d (for the key being extracted) is extractable
from the BlindExtract protocol— with all but negligible probability— since for every ad-
versary there exists a S that must be able to interact with a black-box A to learn which
identities to submit to the trusted party. We will make use of this observation later. Another
nice property of this definition is that any key extraction protocol with leak-freeness (re-
gardless of whether blindness holds or not) composes into the existing security definitions
for IBE. (This would not necessarily be true of a blind signature protocol for the same type
of signatures.) We state this formally below.
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Lemma4.1.2 If II = (Setup, Extract, Encrypt, Decrypt) is an IND-sID-CPA-secure
(resp., IND-ID-CPA) IBE scheme and BlindExtract associated with 11 is leak-free, then
IT" = (Setup, BlindExtract, Encrypt, Decrypt) is an IND-sID-CPA-secure (resp., IND-ID-
CPA) IBE scheme.

Next, we define the second property of blindness. We use a strong notion of blindness
called selective-failure blindness proposed recently by Camenisch et al. [CNsQ7]], ensuring
that even a malicious authority is unable to induce BlindExtract protocol failures that are
dependent on the identity being extracted.

Definition 4.1.3 (Selective-Failure Blindness (SFB) [CNsQ7]) A

protocol P(A(-), U(-,-)) is said to be selective-failure blind if every p.p.t. adversary A
has a negligible advantage in the following game: First, A outputs params and a pair of
identities idy, id, € Z. A random b € {0, 1} is chosen. A is given black-box access to two
oracles U(params, idy) and U(params, idy_1). The U algorithms produce local output sk,
and sky_y respectively. If sk, # L and sky_1 # L then A receives (sko, ski). If sky = L
and sky_1 # L then A receives (L, ¢). If sky # L and sk, = L then A receives (g, L).
If sky = L and sk, = L then A receives (L, 1). Finally, A outputs its guess b/. We
define A’s advantage in the above game as |Pr [t/ = b] — 1/2

We thus arrive at the following definition.

Definition 4.1.4 (Secure Blind IBE) A blind IBE 11 = (Setup, BlindExtract, Encrypt,
Decrypt) is called IND-sID-CPA-secure (resp. IND-ID-CPA) if and only if: (1) 11 is
IND-sID-CPA-secure (resp. IND-ID-CPA), and (2) BlindExtract is leak free and selective-
failure blind.

4.1.1 Additional Properties for a Blind IBE Scheme

Our constructions for OT; and OT},, in will require a blind IBE scheme with
two additional properties, which we describe below.

Efficient PoK of master secret key. Our OT contructions will make use of an effi-
cient zero-knowledge proof of knowledge protocol for the statement ZKPoK {(msk) :
(params, msk) € Setup(1%, ¢(k))}. If we were not concerned about efficiency, we could
accomplish this proof using general techniques [Yao86, GMW&7, Kil88]]. Fortunately, in
we show that this proof can be conducted efficiently for a number of Blind IBE con-
structions.

Committing IBE. To construct our OT protocols, we will require that our blind IBE
schemes be committing. This property is related to committing encryption [CFGN96, but
deals with the fact that IBE decryption keys may be extracted from malicious parties. In-
tuitively, we want to ensure that a given ciphertext C;; always decrypts to the “correct”
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plaintext, even when we are using decryption keys that have been extracted from a mali-
cious PKG.

Somewhat more formally, we require that an adversary playing the role of the
PKG is unable to generate an identity/ciphertext pair (id,C') and— by conducting
the extraction protocol with an honest party— any two keys sk;q, ski; such that
Decrypt(params, id, sk;q, C) # Decrypt(params,id, sk.,;, C)). We observe that this prop-
erty holds trivially for any IBE scheme where identity keys are “unique” (there is at most
one decryption key per identity). However, in certain schemes (e.g., the Boneh-Boyen
scheme [BB04al]), there are many valid decryption keys for a given identity. This may lead
to a condition where some incorrectly-formed ciphertexts will decrypt to different values
depending on which secret key is used.

To address schemes with this property, we will define a publicly-computable ciphertext
correctness checking algorithm, which we denote by IsValid(params, id, C'). The correct-
ness property for the IsValid algorithm is that it outputs 1 for all honestly-generated param-
eters and ciphertexts. The algorithm’s behavior in the case of maliciously-generated input
is implicitly contained within the following definition:

Definition 4.1.5 (Committing IBE) An IBE scheme (resp., blind IBE) is committing if and
only if: (1) it is IND-sID-CPA-secure (resp., secure in the sense of definition and (2)
every p.p.t. adversary A has an advantage negligible in r for the following game: First,
A outputs params,id € T and a ciphertext C. If I1sValid(params,id,C) # 1 then abort.
Otherwise, the challenger, on input (params,id), runs the Extract (resp., BlindExtract)
protocol with A twice to obtain purported keys sk;q, sk.;. A’s advantage is defined as:

|Pr [Decrypt(params, id, skiq, C) # Decrypt(params, id, sk.,;, C]|

4.2 OT Constructions

We now turn our attention to constructing efficient and fully-simulatable oblivious
transfer protocols. Our constructions may be instantiated with any efficient blind IBE
that satisfies Definition 4.1.5] (provided that there is an efficient proof of knowledge for
the IBE master secret). In particular, we focus on building (non-adaptive) OTkN and (adap-
tive) OTy,, protocols, in which a Sender and Receiver transfer up to k messages out of
an N-message set. In the non-adaptive model [BCR86, NP99a], the Receiver requests all
k messages simultaneously. In the adaptive model [NP99b], the Receiver may request the
messages one at a time, using the result of previous transfers to inform successive requests.
Intuitively, the Receiver should learn only the messages it requests (and nothing about the
remaining messages), while the Sender should gain no information about which messages
the Receiver selected.

Full-simulation vs. half-simulation security. Security for oblivious transfer is defined us-
ing the real-world/ideal-world paradigm. In the real world, a Sender and Receiver interact
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directly according to the protocol, while in the ideal world, the parties interact via a trusted
party. Informally, a protocol is secure if, for every real-world cheating Sender (resp., Re-
ceiver) we can describe an ideal-world counterpart who gains as much information from
the ideal-world interaction as from the real protocol. Much of the oblivious transfer litera-
ture uses the simulation-based definition only to show Sender security, choosing to define
Receiver security by a simpler game-based definition. Naor and Pinkas demonstrated that
this weaker “half-simulation” approach permits selective-failure attacks, in which a mali-
cious Sender induces transfer failures that are dependent on the message that the Receiver
requests [NP99b]. Recently, Camenisch et al. [CNsO7] proposed several practical OT{CVXl
protocols that are secure under a “full-simulation” definition, using adaptive (e.g., ¢-PDDH)
or interactive (e.g., one-more-inversion RSA) assumptions. We now enhance their results
by demonstrating efficient full-simulation OTkN and Ongvxl protocols secure under static
complexity assumptions (e.g., DBDH).

4.2.1 Non-adaptive OT; in the Standard Model

Given a committing blind IBE scheme I, it is tempting to consider the following “in-
tuitive” protocol: First, the Sender runs the IBE Setup algorithm and sends params to the
Receiver. Next, for ¢ = 1,..., N the Sender transmits an encryption of message M; un-
der identity “2”. To obtain k messages, the Receiver extracts decryption keys for identities
(01, ...,0%) via k distinct executions of BlindExtract, and uses these keys to decrypt the
corresponding ciphertexts. If IT is a blind IBE secure in the sense of definition4.1.3] then a
cheating Receiver gains no information about the messages corresponding to secret keys he
did not extract. Similarly, with additional precautions, a cheating Sender does not learn the
identities extracted. However, it seems difficult to show this protocol is fully-simulatable,
because the ideal Sender would have to form the N ciphertexts before learning the mes-
sages that k& of them must decrypt to!

Fortunately, we are able to convert this simple idea into the fully-simulatable OT]k,V pro-
tocol shown in Figure 4.1 We require only the following modifications: first, we have the
Sender prove knowledge of the value msk using appropriate zero-knowledge techniques
Then, rather than transmitting the ciphertext vector during the first phase of the protocol,
the Sender transmits only a commitment to the ciphertext vector[| and sends the actual
ciphertexts at the end of the k" round together with a proof that she can open the commit-
ment to the ciphertext vector. (She does not open the commitment; she only proves that she
knows how to do so.)

Note that when using a commitment scheme it is important to specify how the com-
mitment parameters will be generated. In this case, the commitment scheme must be at

’In we describe how to conduct these proofs efficiently for the practical blind IBE constructions
we consider.

3In practice, it is sufficient to commit to a collision-resistant hash of the ciphertext vector, which will
improve efficiency.
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S|(M1,...,MN>,ST(> R|(>,RT(O'1,...,O'k)

Sender and Receiver agree on parameters for a commitment scheme.

1. Generate (params, msk) < Setup(1”, ¢(k)).
2.Forj=1,...,N,setC; — Encrypt(params, j, M;).
3. Compute (C, D) < Commit (H(C4,...,Cx)).
4. Send (params, C) to Receiver.
5. Conduct Z K PoK{(msk) : (params, msk) € Setup(1”, ¢(k))}.
6. If the proof does not verify, abort.

For i = 1, ..., k, run BlindExtract(P(params, msk),U(params, o;)) — (-, sky,).

Following the k" extraction:
1. Send the ciphertexts (C1, ..., Cy) to the Receiver.
2. Conduct ZK PoK{(D) : Decommit ((C,...,Cy),C,D) = 1}.
3. If the proof does not verify, or for any %
the output of IsValid(params, i, C;) # 1,
then abort and output L.
4. For 7 = 1 to k: If BlindExtract on o; failed,
set ]\4(’7 «— 1;else, set Mc’, to the value
Decrypt(params, o;, sky,, Cy, ).

Output (msk, D) Output (params,C,Cy,...,Cy, M ..., M} ).

ERE

Figure 4.1: OTY from any committing blind IBE, with input messages Mj, ..., My € M.
We present the S, Ry, St, Rt algorithms in a single protocol flow.

least computationally binding (against an adversarial Sender), and also hiding (against an
adversarial Receiver). Thus, these parameters may be generated by a trusted party, or by
one of the parties in the protocol. For instance, when using the Pedersen commitment
scheme [Ped92]], it is sufficient to have the Receiver generate the commitment parameters
at the start of the protocol.

4.2.1.1 Security Analysis

Theorem 4.2.1 (Full-simulation Security of the OT. Scheme) If II is a committing
blind IBE scheme secure in the sense of definition and (CSetup, Commit, Decommit)
is a secure commitment scheme, then the OT]kV protocol of figure is sender-secure and
receiver-secure in the full-simulation model.

We now prove Theorem Note that when I1 is instantiated using the blind IBE schemes
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from section and the Pedersen commitment scheme [Ped92]], we obtain a OT{CV scheme
secure under the Decisional Bilinear Diffie Hellman (DBDH) assumptionﬂ The proof is
divided into two parts, one to show that the OT scheme meets the sender security property,
and a second to show receiver security.

Proof of Sender Security (Theorem . For any real-world cheating receiver R we can
construct an ideal-world receiver R’ such that the “real” and “ideal” experiments are compu-
tationally indistinguishable. More formally, define some set of negligible functions where
V,(+) indicates the n'* function. Then V p.p.t. D:

Pr[D(Realgg(N,k, My, ..., My, %)) =1] —
Pr [ D(Idealg, g (N, k, My, ..., My, %)) = 1] < 11(k)

To describe the construction of R’ we will begin with the real-world experiment, and modify
elements via a series of games until we arrive at the ideal-world experiment. For notational
convenience, let Adv [ Game i] be D’s advantage in distinguishing the output of Game i
from the Real distribution.

Game 0. In this game the honest real-world sender S(Mjy, ..., My) interacts with
the real-world cheating receiver R. Clearly Adv [ Game 0] = 0.

Game 1. In this game, we employ the knowledge extractor for BlindExtract to
extract from R each of the identities (01,...,0%) from the k sequential executions
of the BlindExtract protocolE] If the knowledge extractor fails for any execution, set
R"s output to L. Let Pr[error| be the probability that the knowledge extractor
fails during any given execution, then Adv [Game 1] — Adv [Game 0] < (k -
Pr [error]). Since Il is leak-free, it must hold that k- Pr [error ] < v,(k), and thus,
Adv[Game 1] < (k).

Game 2. In this game, we replace the proof-of-knowledge:

PoK{(D) : Decommit (H(C4,...,Cy),C, D) = 1}

with a simulated proof of the same statement. By the zero-knowledge property of
this proof, D’s advantage in distinguishing the simulated proof from a correctly-
generated proof must be at most negligible in x. Therefore, Adv [ Game 2] —
Adv[Game 1] < v3(k).

4The Pedersen scheme is secure under the Discrete Logarithm Assumption, which is implied by DBDH.

®Note that the leak-freeness definition implies that for every adversary adversary A, there exists a simu-
lator that queries the trusted party and produces indistinguishable output (including the extracted identities).
We can use this simulator as a black box to construct our extractor, which must fail with at most negligible
probability.
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Game 3. In this game, the commitment C is replaced with a commitment to a
random value. We define the probability that D distinguishes this condition as
Adv [dec], and note that Adv [dec| < vy(k) by the hiding property of a secure
commitment scheme. Therefore, Adv [ Game 3] — Adv | Game 2] < vy(k).

Game 4. In the final game, we alter the ciphertext vector (C, ..., Cy) to produce a
new vector (C1,...,CYy) as follows: forj =1,..., Nif j & (01,...,04), set C

Encrypt(params, j, M’ & M), and otherwise set C’; « C;. By Lemma|5.2.9|below,
the security properties of IT imply that Adv [ Game 3| — Adv [Game 2| < v5(k).

Summing the differences between the above games, it is clear that Adv | Game 4] is neg-
ligible, and therefore no p.p.t. algorithm can distinguish the distribution of Game 4 from
Game 0. The ideal-world receiver R’ is an algorithm that runs R, and (1) issues it a random
commitment, (2) extracts the values (o7, ..., 0}) from R’s executions of the BlindExtract
protocol, (3) transmits these values to the trusted party T to receive (M,,, ..., M,, ). Next,
(4) fori = 1,...,k, R sets C!. = Encrypt(params,o;, M,,) and each of the remaining
ciphertexts to encryptions of a random message, and (5) sends (C1,...,C}y) to R along
with a simulated proof of knowledge of the opening of the commitment.

Lemma 4.2.2 (Indistinguishability of Ciphertexts)
Adv[Game 4| — Adv [Game 3] < v5(k) if IT is a blind IBE scheme secure in the
sense of definition (or definition 4.1.5)).

Proof sketch. We show, via a series of hybrids, that no p.p.t. D distinguishes Game 4
from Game 3 except with negligible probability, as long as (1) the PoK of msk is zero-
knowledge, and (2) II is both leak-free and IND-sID-CPA-secure.

Zero-Knowledge and Leak-freeness. Consider a pair of hybrid games. Hybrid 0 is iden-
tical to Game 3, except that S simulates the PoK of msk. Clearly the zero-knowledge
property of II ensures that this hybrid is indistinguishable from Game 3. Hybrid 1 ex-
tends the previous hybrid as follows: S does not run Setup, but is instead given params
and an oracle Opgams,msk(-) With which it may run the Extract protocol. Each time R’s
initiates the BlindExtract protocol with S, use the knowledge extractor for BlindExtract to
obtain the identity 7d that Ris attempting to extract, then use O g ams, msk t0 €xtract sk;q and
simulate a correct response to R. Note that by the definition of Leak-freeness, this hybrid
must be indistinguishable from Game 3.

IND-sID-CPA security. Now assume by contradiction that some D distinguishes hybrid
1 from Game 4. If this is the case, then we show how to construct an adversary A that
wins the IND-sID-CPA game against IT with non-negligible advantage. This proof is just
a standard hybrid argument, but we provide it for completeness. Beginning with hybrid 1
from above, we describe an additional (N — k) hybrids, where the final hybrid is Game 4.
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Each hybrid j is identical to hybrid (j — 1) except that the distribution of the ciphertext
vector is different at some position which we denote by ¢. Specifically, in hybrid (7 —1), the
ciphertext C, encrypts M,, while in hybrid j the ciphertext C;, encrypts a random message.
If D distinguishes the first and last hybrids with non-negligible probability, then clearly
there must exist a D’ that distinguishes some pair of consecutive hybrids (j,j — 1) with
non-negligible probability.

Consider these two hybrids, and let ¢ be the position at which the ciphertext vectors
differ. The IND-sID-CPA adversary A outputs id* = ¢ and receives params. It then runs
D’ (which controls f%) and conducts the initial stage of the OT protocol as in hybrid 1 (this

involves queries to a key extraction oracle as in the IND-sID-CPA game). Select M * &M
and output (M,, M*) to obtain the challenge ciphertext C*. Construct a ciphertext vector
C with the correct distribution for hybrid (j — 1) (by encrypting either a real message
or a random message at each position as appropriate)— however, at the /" position, set
Cy «— C*. Send C to R and complete the protocol. Let &’ be D’’s output. Output &'

Note that when C* encrypts M, D’s view is that of hybrid j — 1, and when C* encrypts
M, D’s view is that of hybrid j. Thus, if D outputs 1 with probability « in the first, case,
and probability /3 in the second, then A wins the IND-sID-CPA game with non-negligible
advantage @

By the hybrid argument, therefore, I’s advantage must be negligible for each
of the hybrids, and thus by summation of all hybrids we obtain Adv|[Game 4] —
Adv[Game 3| < v5(k).

O

O

Proof of Receiver Security (Theorem . For any real-world cheating sender § we can
construct an ideal-world sender &’ such that no p.p-t. algorithm D can distinguish the distri-
butions Realg g (N, k, My, ..., My, ) and Idealg, o, (N, k, My, ..., My, ). We arrive
at the ideal-world sender via a series of games. Again let Adv [Game i] be D’s advan-
tage in distinguishing the output of Game i from the Real distribution.

Game 0. In this game the honest real-world receiver R interacts with the real-world
cheating sender S. Clearly Adv [ Game 0] = 0.

Game 1. In this game, the simulator uses the knowledge extractor for PoK {msk :
(params, msk) € Setup(1”, ¢(k))} to extract msk. If the extractor fails or outputs an
invalid msk, set R’s output to _L. Since this extractor fails with probability negligible
in k, then Adv [Game 1| — Adv[Game 0] < v;(k).

Game 2. In this game, the simulator replaces the k executions of BlindExtract with
executions on random identities (o7, . . ., 0},). If the i’ execution fails, record b; «— 0,
otherwise set b; < 1. By Lemma Adv[Game 2] — Adv[Game 1] <
(k - vo(rk)) if 1 is selective-failure blind.
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Game 3. In this game, this simulator verifies that for all j € (o1,...,0%),
the condition Decrypt(sk,,;,C,,) = Decrypt(Extract(msk,o;),C,;) holds. If this
does not hold, then set R’s output to L. By Lemma Adv|[Game 2] —
Adv[Game 1| < v3(k) if I1 is a committing blind IBE.

Summing the differences beteen the above games, it is clear that Adv [Game 3| —
Adv [Game 0] is negligible, and therefore no p.p.t. algorithm can distinguish the distri-
bution of Game 3 from Game 0. The ideal-world sender &' is an algorithm that performs
all of the changes between the games above, and on learning (M, ..., My, by, ..., b)
transmits these values to the trusted party T.

Lemma 4.2.3 (Blindness of Extractions)
Adv[Game 2| — Adv[Game 1] < (k-1»(k)) if II is selective-failure blind in the
sense of definition 4.1.4

Proof sketch. By contradiction, let D be a p.p.t. distinguisher that controls § and dis-
tinguishes the distributions of Game 2 and Game 1 with advantage > & - v5(x). This
implies that D can distinguish two experiments that differ only in the distribution of ex-
tracted identities. We conduct our proof using a standard hybrid argument: beginning with
Game 1 define a series of k intermediate hybrids during each of which a single execution

of BlindExtract is altered from using a “real” identity o; to some random ¢ & [1, N].
The last hybrid is equivalent to Game 2. If D successfully distinguishes the first and last
hybrids, then 3D, j such that D’ distinguishes hybrid (j — 1) from hybrid j with maximal
probability > 1,(x). We use D’ to construct an adversary .4 with non-negligible advantage
in winning the selective-failure blindness game against I1.

A runs D’ and conducts the protocol with § as in Game 1 up to the point where R
initiates the BlindExtract protocol. At all but the /** execution of BlindExtract, A selects
the appropriate identity distribution (o, or ¢7,) for hybrid (j — 1). At the ¢*" execution,

A selects oy & [1, N] and outputs (params, oy, o)) as the first move of the selective-
failure blindness game. Now .4 forwards the messages from the first oracle, U, directly
to S, returning S’s responses until the BlindExtract protocol run is complete. When D’
ultimately outputs a bit ¢/, A outputs b’ as its guess.

Note that when b = 0, the ¢*" extraction is conducted on oy, and thus the game has
the correct distribution for hybrid (j — 1). When b = 1, the extraction is conducted on
random o, and thus the game has the correct distribution for hybrid j. If D" outputs 1
with probability o when presented with hybrid (j — 1) and probability 5 when presented
with hybrid j, then A guesses correctly and wins the selective-failure blindness game with
probability @ If we assume that |5 — a| > (k) then A wins with non-negligible
advantage. Since contradicts our assumption about II, then D’ succeeds with probability

< 1»(k) and thus D succeeds with probability < k - v5(k).
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We conclude our sketch by observing that § commits to the ciphertext vector in the
first stage of the protocol. Assuming that H (-) is collision resistant, and the commitment
scheme is binding, then §°s choice of (C1, ..., Cy) is independent of all subsequent actions
including executions of BlindExtract. g

Lemma 4.2.4 (Committing IBE) Adv |[Game 3] — Adv [Game 2] < v3(k) if I is
committing in the sense of definition 4.1.

Proof sketch. Let D be a p.p.t. distinguisher that distinguishes the distributions of Game 3
and Game 2 with non-negligible advantage. This implies that for some j it is the case that
with non-negligible probability S (in cooperation with D) outputs at least one ciphertext
Cs, such that Decrypt(sk,,, Cy,) # Decrypt(Extract(msk, 0;), Cs, ), while simultaneously
the statement IsValid(params, 0, Cy;) = 1 (since this condition is ensured by the proto-
col). Thus, by definition the algorithm § must succeed in the game of definition with
non-negligible probability. Since II is a committing IBE scheme, then we can bound D’s

advantage as < v3(k). O
|

4.2.2 Adaptive OT; , in the Random Oracle Model

While our first protocol is efficient and full-simulation secure, it permits only non-
adaptive queries. For many practical applications (e.g., oblivious retrieval from a large
database), we desire a protocol that supports an adaptive query pattern. We approach this
goal by first proposing an efficient OT,]CVXl protocol secure in the random oracle model.
The protocol, which we present in Figure requires an IBE scheme with a super-
polynomial message space (as in the constructions of §4.3), and has approximately the
same efficiency as the construction with random oracles of Camenisch et al. [[CNsO7].
However, their construction requires unique blind signatures and the two known options
due to Chaum [[Cha82]] and Boldyreva [BolO3]] both require interactive complexity assump-
tions. When instantiated using the blind IBE schemes in our protocols can be based
on the DBDH assumption.

4.2.2.1 Security Analysis

Theorem 4.2.5 (Full-simulation Security of the OT , Scheme) If II is a committing
blind IBE scheme secure in the sense of#.1.5] and H(-) is modeled as a random oracle, then
the OTfCV «1 Protocol of figure is sender-secure and receiver-secure in the full-simulation
model.

We now sketch a proof of theorem 4.2.5] A nice feature of this proof is our ability to use
the random oracle H(-) in place of the extractor for BlindExtract. We also note that when
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Sl(Ml,---,MN) RI()

1. Select (params, msk) < Setup(1%, ¢(k)).

2. Select random Wy, ... Wy € M,andfor j =1,..., N set:
— A; «— Encrypt(params, j, W)

— Bj — H(j[|W;) & M;

— C; = (4;, B;)
3. Conduct ZK PoK{(msk) : (params, msk) € Setup(1*, ¢(k))}.
4. Send (params, C1, ..., Cy) to Receiver.
5. If the proof fails to verify or for any ¢
IsValid(params, i, C;) # 1, abort and
set M7 ..., M} « L.
Output Sy = (params, msk) Output Ry = (params, Cy,...,Cy)
St(8i-1) Rr(Ri-1,0i)

In the ' transfer, R runs BlindExtract on identity o;, to obtain Sk,.

1. If BlindExtract fails, then set M(’, to L.
2. Else set t < Decrypt(params, o;, sk,,, As,)
and set M« B,, @ H (il[t).

Output Sl = Si—l Output Rl = (Ri—la Mtlh)

Figure 4.2: Adaptive OT}.; from any committing blind IBE, with M, ..., My € {0, 1}".
We model H : M — {0, 1}" as a random oracle.

implemented with one of the IBE schemes in the OT protocol is secure under the
DBDH assumption.

Proof sketch. Sender Security. For any real-world cheating receiver R we can construct

an ideal-world receiver R’ such that no p.p-t. algorithm D can distinguish the distributions
Realg (N, k, My, ..., My, %) and Idealg, o (N, k, Mi, ..., My, ¥). R interacts with R
and the trusted party as follows. R’ first runs Setup(1*, ¢(x)) to generate the scheme param-
eters, proves knowledge of msk, and sends (C1, ..., Cy) formed by setting (Bj, ..., By)
to be random bitstrings and computing (Al, ..., Ay) as usual. R’ now simulates the ran-
dom oracle H : M — {0, 1}|M1| observing R’s queries. Whenever R calls H (-) on a value
W, (for some i € [1, N]), R’ queries the trusted party to obtain M,,. If the trusted party
outputs 1, then R’ causes the BlindExtract protocol to fail. Otherw1se R’ now programs
the random oracle so that H (i||W,,) = B,, ® M,,. If ap.p.t. D can distinguish the real and
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ideal-world distributions then it must be the case that either (a) D breaks the IND-sID-CPA
or Leak-Free security of the IBE scheme II, or (b) the proof-of-knowledge on msk is not
zero knowledge.

Receiver Security. Our proof of receiver security is almost identical to that of the
non-adaptive OT protocol above. For any real-world cheating sender § we can con-
struct an ideal-world sender §' such that no p.p.t. D can distinguish the distributions
Reals i (N, k, M, ..., My, %) and Idealg, (N, k, M, ..., My,%). § interacts with S
and the trusted party as follows. When S proves knowledge of the value msk, use the
appropriate knowledge extractor to obtain msk. Use msk to decrypt the ciphertext vector
(C4,...,Cy) as per the protocol, and transmit the resulting messages (M7, ..., My) to the
trusted party 7". At the i protocol round, run BlindExtract on a random identity o/. If
BlindExtract fails, send b; = 0 to T', otherwise send b; — 1. Based on the selective-failure
blindness property of the IBE scheme 11, any failures in the BlindExtract protocol are inde-
pendent of the values (o7, . . ., 0y ) actually extracted by an ideal-world honest receiver. If a
p-p-t. D can distinguish the real and ideal-world distributions then it must be the case that
either (a) R breaks the selective-failure blindness property of II, (b) II is not committing,
or (c) the extractor for msk failed.

O

4.2.3 A Note on Adaptive OT; , in the Standard Model

The random-oracle O T}, , presented above is reasonably efficient both in terms of com-
munication cost and round-efficiency. Ideally, we would like to construct a protocol of
comparable efficiency in the standard model. We could construct an OT/,JCVXl protocol by
compiling % instances of the non-adaptive OT; from Each protocol round would
consist of a 1-out-of- NV instance of the protocol, with new IBE parameters and new a vec-
tor of ciphertexts (C1, ..., Cy). To ensure that each round is consistent with the previous
rounds, the Sender would need to prove that the underlying plaintexts remain the same from
round to round. This can be achieved using standard proof techniques, but is impractical
for large values of k or V.

A better approach would be to modify the OT]kV above to perform blind decryption of
ciphertexts, rather than blindly extracting keys. Given such a protocol, we might be able
to simulate the correct decryption of a ciphertext, opening it to the value of our choice.
Unfortunately, the existing schemes are either CPA-secure (which is insufficient for or pur-
poses) or secure under unreasonable assumptions about the plaintext distribution. However,
we might achieve blind decryption by adapting some of our IBE-based techniques. In fact,
several efficient transformations exist that allow for the conversion of IND-sID-CPA-secure
IBE schemes into CCA-secure Public Key Encryption [CHKO04, BMWO0S]. However, it
seems quite difficult to produce blind decryption protocols from these schemes. Thus, we
leave the development of an appropriate blind decryption protocol as an open problem.
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Fortunately, there are alternative approaches to achieving Ochvxl in the standard model.
In the next chapter, we will propose an very different approach to this problem that achieves
universally-composable security without random oracles, under relatively stronger assump-
tions than those used in this chapter.

4.3 Efficient Instantiations of Blind IBE

In this section, we describe efficient BlindExtract protocols for: (1) the IND-sID-CPA-
secure IBE due to Boneh and Boyen [BB04a], (2) the IND-ID-CPA-secure IBE proposed
independently by Naccache [NacOS]] and Chatterjee-Sarkar [CSOS] which is a generalized
version of Waters’ IBE [Wat05]], and (3) the anonymous IND-ID-CPAscheme of Boyen
and Waters. Note that in we will be adding some additional features to these IBE
schemes; these are needed by the oblivious transfer protocols in

4.3.1 BlindExtract protocols for the Boneh-Boyen and Wa-
ters schemes

Since these two of these schemes share a similar structure, we’ll begin by describing
their common elements.

Setup(1%,¢(k)): Let v = (q,9,G,Gr,e) be the output of BMsetup(1¥). Choose
random elements £, go € G and a random value o € Z,. Set g; = g*. Finally,
select a function F' : 7 — G that maps identities to group elements. (The
descriptions of F' and Z will be defined specific to the schemes below.) Output
params = (7, g, g1, g2, h, F') and msk = ¢

Extract: Identity secret keys are of the form: sk;; = (do,d;) = (g% - F(id)", g"),
where r € Z, is randomly chosen by the master authority. Note that the cor-

rectness of these keys can be publicly verified using a test described below.

Encrypt(params,id, M): Given an identity id € Z, and a message M € G, select
arandom s € Z, and output the ciphertext C' = (e(g1, g2)° - M, ¢°, F(id)*).

Decrypt(params, id, sk;q, ciq): On input a decryption key sk;q = (do, d;) € G* and
a ciphertext C' = (X,Y, Z) € Gy x G?, output M = X - e(Z, dy)/e(Y, dy).

Next, we’ll describe the precise format of the secret keys sk;; and corresponding
BlindExtract protocols for particular IBEs.
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4.3.1.1 A BlindExtract Protocol for the Boneh-Boyen scheme

In the Boneh-Boyen IBE [BB04a], Z C Z, and the function F' : 7 — G is defined as
F(id) = h- gi®. A secret key for identity id, where r € Z, is random, is:

skiq = (d(bdl) = (gg‘ : F(id)ragr) = (93 ) (h : gid)ragr)-

The protocol BlindExtract(P(params, msk),U(params, id)) is described in Figure
Recall that ¢/ wants to obtain sk,;; without revealing id, and P wants to reveal no more
than sk;;. Let IIgg be the blind IBE that combines algorithms Setup, Encrypt, Decrypt
with the protocol BlindExtract in Figure

P (params, msk) U (params, id)

1. Choose y & Lyq.

2. Compute i/ « ¢¥gi¢ and send A’ to P.

3. Execute WIPoK {(y,id) : ' = g¥gi%}.
4. If the proof fails to verify, abort.

5. Choose 7 <~ Lq.
6. Compute djy < g5 - (h'h)".
7. Compute dy < g".
8. Send (dj,, d}) tolUd.
9. Check that e(gy, g) - e(d}, B'h) = e(dy, g).

10. If the check passes, choose 2 & Lg;
otherwise, output | and abort.

11. Compute dy < (dy/(dy)Y) - F(id)?
and d; < d] - ¢°.

12. Output sk;q = (do, dy).

Figure 4.3: A BlindExtract protocol for the Boneh-Boyen IBE.

Theorem 4.3.1 Under the DBDH assumption, blind IBE 1lgg is secure (according to Def-
inition.1.4)); i.e., BlindExtract is leak-free, selective-failure blind, and committing.

Proof.We will first address the properties of IND-sID-CPA and selective-failure blindness.
Further below, we will show that the proposed scheme meets the definition of Committing
IBE.

We begin by observing that the Setup, Encrypt, Decrypt algorithms of I1gg are identical
to the original Boneh-Boyen (H)IBE [BB04a] instantiated with only one level. Thus, when
I1gg is considered with the key extraction algorithm of [BB04al, it is IND-sID-CPA-secure
by the original proof of security. To prove the remaining properties, we must show that
the BlindExtract protocol in Figure is both leak free and selective-failure blind. We
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begin with leak freeness, which requires the existence of an efficient simulator S such that
no efficient distinguisher D can distinguish Game Real (where A is interacting with an
honest P running the BlindExtract protocol) from Game Ideal (where the ideal adversary
S is given access to a trusted party executing the ideal Extract protocol).

We describe the ideal adversary S as follows:

1. On input params from the trusted party, S hands params to a copy of A it runs
internally.

2. Each time A engages S in a BlindExtract protocol, S behaves as follows. In the first
message of the protocol, A must send to S a value i’ and prove knowledge of values
(y,id) such that b’ = g¥ - gie. If the proof fails to verify, S aborts. Since this proof
of knowledge is implemented using the extractable techniques mentioned in S
can efficiently extract the values (y, id).

3. Next, S submits id to the trusted party, who returns the valid secret key for this
identity sk;q = (do,d1) = (9% - F'(id)", g") for some random r € Z,.

4. Finally, S computes the pair (dy, d;) = (do - dY, d;) and returns these values to A.

Observe that the responses of S are always correctly formed (as A can verify) and
drawn from the same distribution as those of P. Thus, Game Real and Game Ideal are
indistinguishable to both A and D. We also note (as above) that the identity id being
requested by A is efficiently extractable (by an extractor with special rewind capabilities
not available to P).

Next, we turn out attention to selective-failure blindness for protocol BlindExtract =
(P,U). Here A outputs params and two identities idy,id; € Z. Then a random
bit b is chosen. Next, A is given black-box access to two oracles U (params,id,) and
U (params,idy,_1). The U algorithms conduct the BlindExtract protocol (with A playing the
role of P), and produce local output sk, and sk;,_; respectively. If sk, # L and sk # L
then A receives (sko, sk1). If sk, = L and sk,_; # L then A receives (L, ). If sk, # L
and sk,_; = L then A receives (¢, ). If sk, = L and sk,_; = L then A receives
(L, L). A then tries to predict b, which we want to argue he cannot do with non-negligible
advantage over guessing.

First, we observe that in this protocol, U speaks first and sends to A a value h’ uniformly
distributed in G and then performs a zero-knowledge proof of knowledge PoK{(y,id) :
h' = g¥-gi4}. Suppose that A runs one or both of his oracles up to this point. Now, it is A’s
turn to speak, and at this point, his views so far are computationally indistinguishable. Let’s
assume that .4 must now return two values (dy, d}) € G? to the first oracle. Suppose A
chooses this pair using any strategy he wishes. At the point .4 fixes on two values, he is able
to predict the output sk, of these oracles U (params, id,) with non-negligible advantage as
follows:

1. Achecksife(g, go) - e(d), h' - h) = e(dy, g) holds. If the test fails, record skq < L.
2. Next, A choses any two values (df), d}) € G? for the second oracle, performs the
same check and, in the event of failure, records sk, «— L.
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3. If either test failed, then: if sky = L and sk; # L, output (L,¢e). If sky # L and
skq = L, output (¢, L). If both tests failed, output (L, L ).

4. If both test succeeded, then: 4 initiates BlindExtract with itself on (idy, id;) (playing
the roles of ¢/ and P). If either protocol run fails, abortﬁ Otherwise output the
returned keys (sko, sk1).

This prediction is correct, because A is performing the same check as the honest
U, and when both tests succeed, outputting a pair of valid secret keys obtained via
BlindExtract(params, id), as does Y. But at a higher-level, note that if A is able to
predict the final output of its oracles accurately, then A’s advantage in distinguishing
U (params, id,) and U(params, id,—,) is the same without this final output. Thus, all of
A’s advantage must come from distinguishing the earlier messages of the oracles. Since
these oracles only send one uniformly random value 2’ € G and then perform a zero-
knowledge proof of knowledge about the representation of ' with respect to public values,
we know from the security of the underlying proof that A cannot distinguish between them
with non-negligible probability.
O

4.3.1.2 A BlindExtract Protocol for the Waters scheme

In the generalized version of Waters’ IBE [Wat03]], proposed independently by Nac-
cache [Nac(O3]] and Chatterjee and Sarkar [[CSOS], the identity space Z is the set of bit
strings of length /N, where N is polynomial in k, represented by n blocks of ¢ bits each.
The function F : {0,1}" — G is defined as F(id) = h - []}_, u}’, where each u; € G is
randomly selected by the master authority and each a; is an ¢-bit segment of id. Naccache
discusses practical IBE deployment with N = 160 and ¢ = 32 [Nac05]]. A secret key for

identity id, where r € Z, is random, is:

skiq = (d07 dl) = (gg ) F(2d>r7gr> = (gg ’ (h ’ Hu?j)rmgr)‘
j=1
The protocol BlindExtract(P (params, msk),U(params, id)) is described in Figure
Line 4 of the protocol uses a range proof (e.g., 0 < a; < 2°) that can be performed
exactly or, by shortening each a; by a few bits, can be done at almost no additional
cost [CET98, ICM99, BouO0]]. Let ITyy,ters be the blind IBE that combines Setup, Encrypt,
Decrypt with the BlindExtract protocol described above.

Theorem 4.3.2 Under the DBDH assumption, blind IBE 1l\y.iers is secure (according to
Definition[d.1.4)); i.e., BlindExtract is both leak-free and selective-failure blind.

6Note that A only reaches this step if ¢’s two previous executions of the protocol have succeeded. If
that event occurs with non-negligible probability, then A successfully obtains (skg, sk1) with non-negligible
probability.
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P (params, msk) U(params, id)
1. Parse id into ¢-bit chunks (aq, ..., a,).

2. Choose y & Lg.
3. Compute 7’ — g¥ - []7_, u}’. Send ' to P.
4. Execute WIPoK{(y,ay,...,a,):
h’:gy-H;.lzlu?j A0<a <2
fori = 1ton}

5. If the proof fails to verify, abort.

6. Choose r < Lg.
7. Compute djy < g5 - (h'h)".
8. Compute d} < g".
9. Send (dj, d) toU.
10. Check that e(g1, g2) - e(d}, h'h) = e(dj, g).

11. If the check passes, choose 2 & Lg;
otherwise, output | and abort.

12. Compute dy < (dg,/(d})Y) - F(id)?
and d; «— d] - g°.

13. Output Skid = (do, dl)

Figure 4.4: A BlindExtract protocol for the generalized Waters IBE.

Proof sketch. This proof follows the outline of the proof of Theorem [.3.1] almost iden-
tically. Again we observe that IND-ID-CPA security can be shown via the original proof
by Naccache [Nac05]. To satisfy leak freeness, the simulator S operates exactly as before:
starting up an internal copy of A in step (1), extracting the values (y, id) from A in step
(2), querying the trusted party for sk, = (do,d;) < Extract(msk, id) in step (3), and
returning the pair (dj, d}) = (do - d},d;) to A in step (4). Although the internal structure
of the secret keys in the Naccache-Waters IBE differ from those of the Boneh-Boyen IBE,
the key observation here is that S doesn’t need to know anything about this structure to
compute the correct response in step (4).

To satisfy selective-failure blindness, we first observe that the prediction of U/’s final
output is done exactly as before. Thus, A must be able to distinguish the oracles after
seeing only a value A’ again uniformly distributed in G and a zero-knowledge proof of
knowledge about the representation of A’ with respect to public values. We conclude that
this advantage must be negligible.

We conclude by noting that the argument from above can be used (unchanged) to show
that this scheme is a committing IBE. |
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The Committing property. In the case of blind IBE schemes Ilgg and Ilwaters, We can
implement the check IsValid(params,id, C') by first verifying the group parameters -y are
valid (see [[CCS07]]), then verifying that for any params and C' = (X, Y, Z), all the values
are in the correct groups and the following relation holds:

e(Y, F(id)) = e(Z, 9)

Recall that the correctness property for the IsValid algorithm is that it outputs 1 for all
honestly-generated parameters and ciphertexts. From the description of IIgg and IIwaters,
it is easy to see that IsValid is correct.

Theorem 4.3.3 Combined with the IsValid algorithm defined above, both 1lgg and I\ aters
are committing blind IBE schemes (in the sense of definitiond.1.5)).

Proof sketch. For the purposes of this sketch, we will assume that all key extraction
is performed via the BlindExtract protocol. Recall that in both schemes params =
(7,9, 91, g2, h, F'), msk = g&. Then for any message M € Gr, identity id € Z it holds that
ds,r € Zq such that well-formed ciphertexts and keys can be expressed as follows:

Cid = <X7Y’7 Z) = (€(glug2)s ' M7 gS7F<Zd)S) (41)
skiq = (do,dy) = (g5 - F(id)", g") 4.2)

In both I[Igg and Ilyya.ters, the BlindExtract protocol includes a correctness check on the
returned secret key. When the group parameters v are valid, this check ensures that the
user’s output will either be L, or a key of the form shown in equation 4.2]above[] Similarly,
the Decrypt algorithm includes a validity check to ensure that (a) the group parameters
~ are correct (this check may be probabilistic, but is inaccurate with at most negligible
probability), and (b) ciphertexts are of the form shown in equation A failure in the
BlindExtract check causes that protocol to output L, and a failed ciphertext check will
cause Decrypt to output ¢ regardless of which secret key is used.

Now consider a malicious master authority .4 with non-negligible advantage in the
game of For A to succeed, it must hold that neither execution of BlindExtract with A
outputs |, and Decrypt(params, id, skiq, C') # Decrypt(params, id, sk';, C). This implies
that the (possibly probabilistic) group parameter check was conducted twice on v, and
succeeded at least once (else both calls to Decrypt would output ¢). We denote by (3 the
probability that A succeeds when the parameters ~y are not valid.

In the event that the group parameters are valid and A succeeds, then by the ci-
phertext/key validity checks in BlindExtract and Decrypt, it must be the case that
C, skiq, skiq all have the correct form for (respectively) some values s, 1,7, € Z, and yet
Decrypt(params, id, sk;q, C) # Decrypt(params, id, sk, C'). Yet, by examining the math

"For some known y € Zg selected by the user, this test can be written as the comparison e(g1, g2) -
e(dy, F(id)g") = e(dog”", 9)-
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of the decryption algorithm we see that this cannot be the case. The following equation
must hold for every tuple s, 71,73 € Zg:

Decrypt(params, id, sk;q, C') = Decrypt(params, id, sk, C)

~_e(F(d)*,g™m) v, e(F(id)*, g") _ X
e(g®, g5 - F(id)™) e(g®, g5 - Fid)=) — e(g®, 95)
A’s advantage in the game as therefore bounded by /3, the probability that at least one

execution of the group parameter check incorrectly accepts v as valid. Since the definition
of the group parameter check ensures that /3 is negligible in x, we conclude our proof. O

X

4.3.2 Boyen-Waters Anonymous IBE

Some of the applications we propose — e.g., oblivious keyword search [OK04]] — re-
quire a blind IBE scheme with the additional property of anonymity. This property is the
identity-based equivalent of the more traditional “key privacy” [BBDPO1]]. In an anony-
mous IBE scheme, an adversary with access to a ciphertext cannot determine which iden-
tity the ciphertext was encrypted underﬂ This property is quite useful, especially as Boneh,
DiCrescenzo, Ostrovsky and Persiano [BCOPO4]] show that it is sufficient for constructing
public-key searchable encryption.

In 2006, Boyen and Waters [BWOG6] proposed an anonymous IBE secure under the
DBDH and Decision Linear assumptions in symmetric bilinear groups. While this scheme
is related to the the Boneh-Boyen construction, the key extraction protocol is quite differ-
ent. As a result, we must develop the BlindExtract from scratch. (Independently of this
work, Camenisch, Kohlweiss, Durdn and Sheedy proposed a second protocol for blindly
extracting keys in the Boyen-Waters scheme [[CKDS09]]. Their protocol differs from ours
in that it makes use of an additively-homomorphic encryption scheme and uses a greater
number of rounds.)

Let us now recall the basic elements of the Boyen-Waters IBE:

Setup(1%,¢(k)): Let v = (¢,9,G,Gr,e) be the output of BMsetup(1®). Choose
random generators ¢,¢o,¢1 € G and random w,ty,ts,t3,t4 € Z,  Out-
put params = [Q = e(g,9)""**, g, 90, 91,01 = g™, v2 = g",v3 = ¢'*,v4 = ¢"*] and
msk = [u),tl,t27t3,t4].

Extract: The master authority generates 1,1 & Z4 and for a given id outputs a secret
keys are of the form:

|:g7“1t1t2+7“2t3t47 g—wtz (gogid)—rﬁg 7 g—wtl (gogid)—rltl ’ (gogid)—’r‘gu’ (gogid)—’r‘gt;;}

8Naturally the adversary will be able to test the ciphertext against any identity secret keys it possesses.
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As before, the correctness of the key can be easily tested.

Encrypt(params,id, M): Given an identity id € Z, and a message M € Gr, select
random s, s1,$2 € Z, and output the ciphertext C' = [C',Cy, Cy, Cy, Cs,Cy] =
(M, (g0gi)*, v1 ™, v5', v5™ ™, v?].

Decrypt(params, id, sk;q, ¢;q): On input a decryption key sk;q = (do, dy,ds,ds, ds) and
a ciphertext C = (C',Cy, Cy,Cy, C5,Cy), output
M = 0/6(00, do)e(Cl, dl)e(Cg, d2)6(03, d3)€(C4, d4)

The BlindExtract Protocol. The blind extraction protocol for the Boyen-Waters scheme
differs from that of the previous schemes in two important ways:

1. It does not produce a “correctly”’-formed IBE decryption key. Nonetheless, it is
possible to perform decryption using the returned key. We specify the protocol as
well as the modified decryption algorithm.

2. The key returned from the protocol does not satisfy the strong definition of selective-
failure blindness proposed in the previous sections. Instead, we assume that keys
returned from this protocol will not be revealed to an adversary.

P(params, msk) U (params, id)

1. Choose v < Lyq.
2. Compute h' + (gogi¢)” and send ' to P.
3. Conduct WIPoK{(v,id) : b/ = g¥g?**}.

4. If the proof fails to verity, abort.

5. Choose 71,19 & Lg.

6. Set [dé)’ dlla d/2’ dgy dil] — [gT1t1t2+T'2t3t47 gfthhlletQ’ g*“’tl h/*TItl’ h17T2t4’ h/77‘2t3}
7. Send [d},, d', db, d}, d}] toU.

7. Unblind the returned value by computing:
[d07 d17 d27 d37 d4] —
|:d6 dll/v d/l/v dll/v d/l/v:|

8. Test the key by encrypting a random message

and using the modified Decrypt algorithm.
9. Output Skid = [do, dl, dg, d3, d4:| .

Figure 4.5: A BlindExtract protocol for the Boyen-Waters anonymous IBE.

Modified Decryption. The extracted key [do, di,ds, ds, d4] is not correctly formed as in
standard extractlon The dlfference 1s 1solated to the components d; and dy which can be
written as d; = g 2(gogi?) "2 and dy = g~ 1 (gogid) .
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Note that this key can still be used to decrypt. However, we must slightly alter the
decryption process. Given a ciphertext [C’, Cy, Cy, Cy, C3, Cy], a key, and the value v, the
revised Decrypt algorithm is simply:

= O’ (6(00, do)e(C’l, cil)e((]g, Ci2>€(03, d3>€(04, d4))v

We can show that correctness still holds by expanding the terms. Define the value K € G
as:

K=c¢e ((gog ) T1t1t2+r2t3t4)

s—s1 2t —rita
‘€< yg v

|
o)

-e (vél,g " (g0g1")
_6(552 991 r2t4
(U4 , (90 91
wtqtgs

=elg:9)

)
T’2t3)

Then by definition M’ = C'K".

Theorem 4.3.4 Under the DBDH assumption, the above blind IBE is secure in the IND-
ID-CPA sense, and BlindExtract is leak-free.

We sketch a partial proof of Theorem [4.3.4] in Appendix [C.I] which uses standard tech-
niques.

4.3.3 On Other IBEs and HIBEs

We have not considered hierarchical IBE schemes [GS02, BB04a, Wat05, |(CS06)
GHO8a] in this work, since we do not need this capability for the OT protocols described
here. Nonetheless, it is worth pointing out that Boneh and Boyen [BB04a]], Waters [Wat03]]
and Chatterjee and Sarkar [CS06] do admit hierarchical delegation. In these constructions,
the number of elements comprising an identity secret key grow with the depth of the hierar-
chy, but each piece is similar in format to the original keys and our same techniques would
apply.

Let us briefly summarize what we know about efficient BlindExtract protocols for other
IBE schemes. First, random oracle based IBEs [BFO1, |(CocOl] appear to be less suited
to developing efficient BlindExtract protocols than their standard model successors. This
is in part due to the fact that the identity string is hashed into an element in G in these
schemes, instead of represented as an integer exponent, which makes our proof of knowl-
edge techniques unwieldy. We were not able to find BlindExtract protocols for the Boneh
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and Franklin [BFO1], Cocks [CocO1]], or the recent Boneh-Gentry-Hamburg [BGHO/] IBEs
with running time better than O(|Z|), where Z is the identity space. Additionally, we did
not consider the efficient IBE of Gentry [Gen06], as our focus was on developing schemes
secure under static complexity assumptions.

On other committing blind IBE schemes.. We note that several existing IBE schemes,
e.g., that of Gentry [Gen06] seem incompatible with the notion of a committing IBE, since
keys come in multiple forms which may not be easily distinguished. However, this might
be rectified by adding zero-knowledge proofs of correctness to the key extraction protocol.
We conclude with a general observation: that any “unique” secure blind IBE is implicitly
committing. Borrowing from the language of signatures, we define a unique IBE as having
one valid identity secret key for each identity in the system. Since the schemes presented
herein are not unique, we might simplify our constructions by looking for such schemes.

4.4 Other Applications of Blind IBE

Privacy-preserving delegated keyword search. Several works use IBE as a building-
block for public-key searchable encryption [BCOP04, WBDS04]]. These schemes permit
a keyholder to delegate search capability to other parties. For example, Waters, Balfanz,
Durfee and Smetters [WBDSO04] describe a searchable encrypted audit log in which a third
party auditor is granted the ability to independently search the encrypted log for specific
keywords. To enable this function, a central authority generates “trapdoors” for the key-
words that the auditor wishes to search on. In this scenario, the trapdoor generation author-
ity necessarily learns each of the search terms. This may be problematic in circumstances
where the pattern of trapdoor requests reveals sensitive information (e.g., the name of a
user under suspicion). By using blind and partially-blind IBE, we permit the authority to
generate trapdoors, yet learn no information (or only partial information) about the search
terms [l

Blind and partially-blind signature schemes. Moni Naor observed that each adaptive-
identity secure IBE implies an existentially unforgeable signature scheme [BEFO1]. By
the same token, an adaptive-identity secure blind IBE scheme implies an unforgeable,
selective-failure blind signature scheme. This result applies to the adaptive-identity se-
cure I[lwaters protocol of and to the selective-identity secure protocol IIgg when
that scheme is instantiated with appropriately-sized parameters and a hash function (see §7
of [BB0O4a]). The efficient BlindExtract protocol for the adaptive-identity secure Ilwaters
scheme can also be used to construct a partially-blind signature, by allowing the signer
(the master authority) to supply a portion of the input string. Partially-blind signatures
have many applications, such as document timestamping and electronic cash [MS98]].

9Boneh et al. [BCOP04] note that keyword search schemes can be constructed from any key anonymous
IBE scheme. Thus, a practical implementation might use the Boyen-Waters scheme described above [BWO6].
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Temporary anonymous identities. In a typical IBE, the master authority can link users to
identities. For some applications, users may wish to remain anonymous or pseudonymous.
By employing (partially-)blind IBE, an authority can grant temporary credentials without
linking identities to users or even learning which identities are in use.
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Chapter 5

Universally Composable Adaptive

Oblivious Transfer

This chapter is based on joint work with Susan Hohenberger that appears in Josef Pieprzyk
(Ed.): Advances in Cryptology - ASIACRYPT 2008, Volume 5350 of Lecture Notes in Com-
puter Science, pages 179-197, Springer-Verlag, 2008 [GHOSc].

IN the previous chapter, we proposed an efficient adaptive OT/{XXl protocol based on IBE

techniques. To our knowledge, this protocol and those of Camenisch et al. [[CNsO7]

represent the only efficient adaptive OT protocols secure in a strong, full-simulation
definition. Unfortunately, the adaptive protocols of the previous chapter and the “generic”
protocol of Camenisch ef al. are proven secure in the Random Oracle model, which has
been shown to admit proofs of security for demonstrably insecure protocols [CGHO4]]. At
the same time, the standard-model protocols of Camenisch et al. use interactive zero-
knowledge protocols which rely on rewinding for their security proofs. Thus, these pro-
tocols are secure only under sequential composition, and cannot be proven secure under
current composition.

In this chapter, we take a different approach to constructing OT protocols, which al-
lows them to be simultaneously efficient, adaptive, universally composable and globally
consistent. This is, to our knowledge, the first such practical adaptive OT secure in the UC
security model.

Intuition behind the Construction. An appealing naive approach to realizing UC-secure
adaptive OT would be to modify the protocols of Chapter[d, or the standard of Camenisch,
Neven and shelat [CNsQ7]— e.g., by simply replacing rewinding-based proofs with the
non-interactive proof techniques of Groth and Sahai [GS08]]. Unfortunately, this is non-
trivial for two reasons. First, the Groth-Sahai techniques provide broad support for non-
interactive, witness indistinguishable proofs of algebraic assertions in bilinear groups, but
only provide non-interactive, zero-knowledge proofs for a restricted class of algebraic as-
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sertions. Unfortunately, the proof statements required by [[CNsQ7] fall outside of this class,
and it does not seem easy to rectify this problem. Secondly, the protocols mentioned above
require some form of extraction (e.g., extracting the chosen index from the adversarial Re-
ceiver or extracting the secret encryption keys from the adversarial Sender) for proofs con-
taining elements of Z,; unfortunately, Groth-Sahai proofs of knowledge are f-extractable
(but not fully extractable), where only some one-way function of the witness, f(w), can
be extracted (e.g., ¢g*) and not the witness w itself. Dealing with this limitation would
necessitate substantial changes to the protocols.

Instead, our construction starts from scratch. While we follow the “assisted decryption”
framework used throughout this work, we are able to do so without the need for strong p-
based decisional assumptions. We instead base the security of the ciphertexts in our scheme
on the Decision Linear assumption [BBS04]. Finally, since the Groth-Sahai proofs have
not yet been shown to be either simulation-sound or UC in general, we develop techniques
that permit UC simulation (even in the advanced case where multiple receivers interact with
a single sender).

5.1 Building Blocks

We now describe several of the building blocks that will be used in our construction.

Groth-Sahai Proofs. Our constructions will make use of the Groth-Sahai proof system,
which is described in detail in §3.4.2]

Modified CL Signatures. Our constructions use a weak variant of the Camenisch-
Lysanskyaya signature scheme [CLO4], altered to operate on messages in ;. Whereas
CL signatures rely on the interactive oracle LRSW assumption to achieve security against
adaptive chosen-message attacks, in the context of our construction we will require only a
non-interactive p-Hidden LRSW assumption to achieve a weaker property (unforgeability
given a set of signatures on random messages).

CLNKeyGen(v,g,g). On input v = (p, Gy, Gy, Gr,e,...) and generators (g, §), select
s, t & Z, and set S — g5, T « §'. Output vk = (v,9,3,5,T), and sk = (vk,s,t).

CLNSign,,(m). On input a message m € Gy, select w & Z4 and output the signature
sig = (g¥, m", g m™st m** g*) € G} x Gy.

CLNVerify . (sig, m). On input the value m € G, and sig = (a1, as, as, a4, as), verify that

e(g,as) = e(ar,g) N e(m,as) = e(a, §) N elag,T) = e(as,g) N elas, g) =

e(ajay, S).

Note that the verification algorithm can be represented as a set of pairing product equations,
and thus it is possible to prove knowledge of a pair (m, sig) using the GS proof system. To

prove knowledge of m, sig, first select y & Z,, compute sig' = (a},ah,as,a),at) =
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(ay,a¥,a},al,ay) and release the pair a},as along with the following witness indistin-
guishable proof:

= NIWIgs{(m,ay, ay, a}) :
e(m,ay)e(ay, §~') =1 A e(ay, T)e(ay,§~') =1 A e(ay, ge(ay ", S) = e(a}, S)}
The verifier checks both the proof and the fact that e(a}, §) = e(g, as).

Selective-message Secure Boneh-Boyen Signatures. Our constructions also make use of
a weak signature scheme built from the Boneh-Boyen selective-ID IBE scheme [BB04al]

(84).

BBKeyGen(v, g1,91). On input v = (p,Gy,Gs,Gr,e,...) and bases (g1, §1), select
0z & Zyg = g’ g — 3% g — ¢ G — F. h & Gi Output
vk = (7,9,9, 91, 92, b, §2), and sk = (vk, g3).

BBSign,,(m). On input a message m € Gy, select r & Z4 and output the signature
sig = ((mh)'g5.9",9") € G} X Ga.

BBVerify,,(sig,m). On input m € G; and sig = (s1,389,53), verify that
e(s1,4)/e(mh,33) = e(g1,g2) and e(g, $2) = e(ss, §)-

We can prove knowledge of a pair (m,sig) as follows. Select y & Z, and set sig’ =
(57,85, s5) = (s1(mh)¥, 32GY, s3g¥). Output 8}, s5 and the witness indistinguishable proof:

m = NIWIgs{(m,s}) : e(s},g)e(m, 55 ") = e(h, 5y)e(g1, G2) }
The verifier checks the proof and the fact that e(g, 5}) = e(s}, §).

Double-Trapdoor BBS Encryption. Boneh, Boyen and Shacham [BBS04] describe a
semantically-secure encryption scheme based on the Decision Linear (DLIN) assumption.
We extend their scheme into a two-key (double-trapdoor) encryption scheme with a public
consistency check. In this system, we can encrypt a message under two distinct public keys
pkq, pko, such that either of the corresponding secret keys sk, sko will decrypt the cipher-
text. For every well-formed ciphertext, it must be the case that decryption will produce the
same message regardless of which secret key 1s used. To satisfy this requirement, we also
define a publicly-computable check for ciphertext well-formedness (i.e., the check does not
require knowledge of either secret key).

Let BMsetup(1®) — ~ = (p,G1,Go,Gr,e,9,G). Define global parameters h, h
such that e(g,h) = e(§,h), and for i € [1,2] select sk; «— (z;,4; €r Z,) and
pk; — (hVei hMvi Ve plvio e G2 x G2). To encrypt a message m € G under
pky = (u1,v1),pky = (ug,vs), first select random values 7, s € Z, and output the ci-
phertext (ul, vs, ub, v5, h"*m). To decrypt a message (ci, ..., cs) under sky = (z1,y1),
output ¢5/(ci* - ¢3'). To decrypt under ska = (x2,yz), output c5/(c5? - ¢§?). Note that
the structure of a ciphertext can be verified using the bilinear map, by checking that
e(c1, ) = e(uy, é3) A e(ce,U2) = e(vy, &) It is straightforward to show that the scheme
above is semantically-secure under the DLIN assumption.
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Protocol OTA

OTA is parameterized by the algorithms
(OTGenCRS, OTlnitialize, OTRequest, OTRespond, OTComplete).

When S is activated with (sid, sender, (M, ..., My)):

1. S queries Fors with (sid, S, R) and receives (sid, crs). R then queries Fcgs
with (sid, S, R) and receives (sid, crs). Forg responds to these queries with
crs < OTGenCRS(17).

2. S computes (T, sk) < OTlnitialize(crs, My, ..., My), sends (sid, T') to R and
stores (sid, T', sk).

When R is activated with (sid, receiver, ), and R has previously received (sid, T")
and (sid, crs):

1. If S was not previously activated with (sid, sender, My, ..., My), do nothing.

2. R runs (@, Qpriv) < OTRequest(crs, T, o), sends (sid, () to S and stores
(Sida Qpriv)-

3. S gets (sid, @) from R, runs R < OTRespond(crs, T, sk, (), and sends
(sid, R) to R.

4. R receives (sid, R) from S, and outputs (sid, OT Complete(crs, T', R, Qpriv))-

Figure 5.1: A high-level outline of the OT}, , protocol, with details of each algorithm
described in Section We make no explicit mention of the value k, the total transfers
permitted by the Sender, because our protocol does not depend on it. The Sender may
choose to stop answering the Receiver’s queries at any point, in which case OTRespond
outputs “reject” and OT Complete accepts this as the message 1.

5.2 Construction

Our adaptive oblivious transfer protocol, OT% , follows the framework described in
Figure This work provides two possible instantiations of the algorithms (OTGenCRS,
OTlnitialize, OTRequest, OTRespond, OT Complete). We present our main construction
below (and also present the alternative realization in Appendex [A.I).

OTGenCRS(1%). Given security parameter x, generate parameters for a bilinear map-
ping v = (p,G1,Go,Gr,e,g,7) < BMsetup(17). Compute GSg < GSSetup(7)
and GSg < GSSetup(y). Choose a,b,c & Zq, and set (g1, g2, h, 1, Go, h)
— (ga’gb’gc7§a7§b7§c). ()Utput Crs = (77 GSS> GSRa g1, 92, h’7 gla g?a h‘) (At the
end of this chapter, we describe how this common reference string can be replaced
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by a common random string.)

OTlnitialize(crs, my, ..., my). This algorithm is executed by the Sender. On input a col-
lection of /N messages and the crs, it outputs a commitment to the database, 7', for
publication to the Receiver, as well as a Sender secret key, sk. We treat messages as
elements of G, since there exist efficient mappings between strings in {0, 1}* and
elements in G, (e.g., [BFO1,/ACAMO3])).

1. Parse crs to obtain GSs, g1, g2, h, 1, G2, h and .

2. Choose random values x1, z2 € Zj.

3. Set (U,l, Ug) — (hl/x17 hl/xz)’ (fbl, ag) — (}Nll/xl, iLl/x2).

4. Set (vky, skq1) < CLNKeyGen(~,uy, 1), (vka, ska) < CLNKeyGen(y, us, Uz)
and (vks, sk3) < BBKeyGen(vy, uy, ).

5. Set pk) — (ul, Ug, 'ZLl, "ELQ, Uk)l, 'ng, 'ng).

6. For j =1,..., N encrypt each message m; as:

(a) Selectrandom 7, s,t € Z,.
(b) Compute sig; < CLNSign,, (u}), sig, «+ CLNSign, (u3), and sig; «
BBSign, (ujus).
(c) Set Cj «— (uf, u3, gi, g5, m; - h"*°, sigy, sig,, sigs).
7. SetT — (pk,C4,...,Cy) and sk < (z1,x2). Output (7, sk).

Each ciphertext C; above can be thought of as a signcryption where it is the random-
ness for each ciphertext that is signed, rather than the plaintext itself. Each plaintext
m; is encrypted under S’s public key u1, ug, as well as a “key” g1, g» drawn from
crs. This “double-trapdoor” encryption is necessary for the security proof of the OT
scheme.

To verify the format of each ciphertext C; = (cy,...,cs, sig;, Sigy, Sigs)
in 7', anyone can check that CLNVerify,, (ci,sig;), CLNVerify,, (cs,sig,), and
BBVerify,. (cic2,sigs) each succeed, and that e(cy, §1) = e(cs, @) A e(co, §2) =
6(047Z~L2).

OTRequest(crs, T, o). This algorithm is executed by a Receiver. On input 7" generated by
the Sender, along with an item index o, generates a query () for transmission to the
Sender.

1. Parse T as (pk,C1, ..., Cy), and ensure that it is correctly formed (see above).
If T" is not correctly formed, abort the protocol. (This is only necessary on the
first transfer.)

2. Parse crs to obtain (G Sk, iz), and parse pk as (uq,ug, Uy, U, vk, vk, vk3).

Parse the o' ciphertext C, as (cy, . . ., s, Sig; , Sigy, Sig3).

. Select random vy, vy € Z,.

4. Setd; «— (c1-ui'),dy «— (g - u3?), t1 < h"', ty «— h'2.

98]
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5.

6.

Use the Groth-Sahai techniques and reference string G'Si to compute a Witness
Indistinguishable proof 7 that the values d;, d» pertaining to the ciphertext C,,
(which the Receiver wishes to have the Sender help him open) have the correct
structure:

7= NIWlgs. {(c1,ca,t1,1t2,sig;, Sigy, Sigs) :
6(01, ﬁ)e(tl, Z~L1) == e(dl, iL) VAN 6(027 E)e(tg,ﬂg) = €(d2, iL) A
CLNVerify,, (c1,sig;) =1 A CLNVerify,; (c2,sigy) = 1 A

BBVerify ., (cic2,sig3) = 1}

Set request () «— (dy,da, ), and private state Qi «— (Q, 0, v1,v2). Output

(Qa Qpriv)-

To explain what is happening in the statement of step (), first observe that the sig-
nature proofs of knowledge ensure that the values ¢, ¢, and the product (cic;) each
correspond to a valid signature held by the Receiver. The remaining equations en-
sure that the values d;, dy correspond to “blinded” versions of the elements ¢y, cs.
These checks guarantee that the witness used by the Receiver, and thus the decryp-
tion request being made, corresponds to one of the N ciphertexts published by the
Sender.

OTRespond(crs, T', sk, ). This algorithm is executed by the Sender. If the Sender does
not wish to answer any more requests for the Receiver, then the Sender outputs the
message “reject”’. Otherwise, the Sender processes the Receiver’s request () as:

1.

ARSI

Parse crs to obtain (GSg, g,h), and parse T as (pk,C4,...,Cy), and sk as
(1, T2).

Parse pk (from T') as (uy, ug, Uy, Ug, vk1, vka, vk3).

Parse @) as (d1, do, m) and verify proof 7 using GSg. Abort if check fails.
Seta; « di', as «— d52, and s < a; - as.

Use the Groth-Sahai techniques and reference string G.Sg to formulate a zero-
knowledge proofﬂ that the decryption value s is properly computed:

6 = NIZK s {(a1,as) : e(ay, y)e(dyt h) =1
A e(aQ,ﬁg)e(dgl, ;L) =1 A e(ajas, ﬁ)e(s’l, ;L) =1}

The third equation ensures that s = a; - as, while the first two, since the values

(u1, dy, us, dg, h) are known to both parties, ensure that a; = di* and ay = d52.

1We present a simplified version of this proof above. However, to permit simulation, we must add
a third variable @3 = h and re-write the proof as NIZKgs.{(a1,as,a3) : e(al,ﬂl)e(dfl,dg) =
1 A e(ag,iz)e(dy "t as) = 1 A e(ajag,ds)e(s™ ' as) = 1 A e(uy,as) = e(ur,h)}. See the full
version for details.
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6. Output R «— (s,0).

OTComplete(crs, T, R, Q) yir). This algorithm is executed by the Receiver. On input R
generated by the Sender in response to a request (), along with state (),,;,,, outputs a
message m or L. If R is the message “reject”, then the Receiver outputs L. Other-
wise, the Receiver does:

1. Parse crs to obtain (GSg, h). Parse T as (pk,Cy,...,Cy), R as (s,6), and
me‘v as (Q, g, U1, UQ)-

2. Verify proof 4 using GSj. If verification fails, output L.

3. Parse C,, to obtain the first five elements (cy, ..., c;) and output m = c5/(s -
h=v1 - h="2). Map this element to a value in {0, 1} [ACAMO3].

5.2.1 Efficiency Analysis

When the protocol in Figure [5.1}is implemented using the algorithms described above,
we obtain a (k + 1/2)-round protocol with communications cost O(N + k), where k <
N. More concretely, the crs is comprised of 7 elements in G; and 7 elements of Go,
the Sender’s public key contains 5 elements in (; and 6 elements in Gy. Each of the NV
ciphertexts in 7" requires 15 elements in G; and 3 elements in G,. Moreover, each item
transfer involves transmission of 68 elements of G; and 38 elements of G, from Receiver
to Sender, and then 20 elements of G; and 18 elements of Gy from Sender to Receiver.
The message space of our OT protocol is elements in G, which will be sufficient for
transferring a symmetric encryption key to unlock a file of arbitrary size.

5.2.2 Security Analysis

Theorem 5.2.1 Instantiated with the above algorithms, OTA securely realizes the func-
tionality F5 in the Fops-hybrid model under the DLIN, and p-Hidden LRSW assump-
tions.

5.2.2.1 Intuition

Let us now provide some intuition behind this proof, with the full proof directly below.
When either the Sender or the Receiver is corrupted, we wish to describe a simulator S
such that it can interact with the ideal functionality ]—"gfl (which we’ll denote simply as

JF) and the environment Z appropriately; i.e., IDEALz s z ~ EXECota A 2.

Simulating the case where only S is corrupted. We first consider the case where the real-
world adversary A corrupts the Sender, and thus S must interact with F as the ideal Sender
and with (an internal copy of) A as a real-world Receiver. Here S does the following:
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1. Ask A to begin an OT protocol, and set the crs for these two parties by run-
ning v = (p,Gy,Ge,Gr,e,9 € G1,§ € Gg) «— BMsetup(1¥), GSs
GSSetup(7y), GSg « GSSetup(7), selecting random elements a1, as € Z,, and
setting ¢i* = ¢5> = h (and a corresponding relationship for gy, g, h). Set crs =
(v,GSs,GSR, g1, 92, I, 1, Go, ﬁ) When the parties query Fcgg, return (sid, crs).

2. Obtain the database commitment 7" from 4. Verify that 7" is well-formed, abort if not.
Otherwise, Vi € [1, N] use ay, as to decrypt each ciphertext C; = (¢, ..., ¢5, ...)
as m; = cs/(c3'c}?). Map each element m; € G; to a string in {0, 1}* [ACAMO3].
Send (sid, S, myq,...,my) to F.

3. Upon receiving (sid, request) from F, return OTRequest(crs, T, 1) to .A. This re-
sponse includes two random values d;, d; and a non-interactive witness indistinguish-
able proof 7 with respect to GSg € crs that dy, ds are “blinded” values corresponding
to ciphertext C'. This proof can be performed honestly and without rewinding.

4. If Aissues a “reject” message or responds with anything other than a value in G, and
a valid NIZK proof, then S tells F to fail the request by sending message (sid, 0).
Otherwise, S sends the message (sid, 1) to F.

The indistinguishability argument here follows from the indistinguishability of the crs
(which is identically distributed to a real crs), the perfect extraction of the messages in step
(2)E] and the Witness Indistinguishability of the GS proof 7 issued during each request
phase, which guarantees that A (the corrupt Sender) cannot distinguish a request to decrypt
(' from a request to decrypt any other valid ciphertext. Thus, S can adequately mimic its
response pattern.

Simulating the case where only R is corrupted. Next, we consider the case where the
real world adversary A corrupts the Receiver, and thus S must interact with F as the ideal
Receiver and with (and internal copy of) A as real-world Receiver. This case requires that
the p = N for the p-Hidden LRSW assumption. Here S does the following:

1. Ask A to begin an OT protocol, and set the crs for these two parties by run-
ning v = (p,G1,Gy,Gr,e,9 € Gy,5 € Gs) «— BMsetup(17), (GSs, tdsim) —
GSSimulateSetup(y) and (GSg, td..:) < GSExtractSetup(y). Select random ele-
ments for g, go, b, G1, G2, h. Set crs — (v,GSs,GSR, g1, 92, h, §1, Ga, l~z). When the
parties query Fors, return (sid, crs).

2. § must commit to a database of messages for A without knowing the messages
mq,...,my. Thus, & simply commits to random junk messages, and sends the cor-
responding 7" to A.

3. When A makes a transfer request, S uses td.,; to extract the witness I correspond-
ing to A’s decryption request from the NIWI proof. (This extraction is done via open-
ing perfectly-binding commitments which are included in the WI proof and does not

2Note that a ciphertext that passes the validity check can be represented as C =
(uf,us, g5, g5, h"t*m,...) for some r,s € Z,, and when (g1, g2, h) have the relationship described
above, decryption using a1, as always produces m.
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require any rewinding.) This witness includes the first two elements (cy, c2) of the
ciphertext that A is requesting to decrypt, and from these it is possible to determine
the index o’ of the ciphertext that A has requested to open.

4. S now sends (sid, R, ¢’) to F to obtain the real m,, message.

S. Finally, S returns a response to .4 which opens C, to m,, and then uses tdy;,, to
simulate an NIZK proof that this opening is correct. The NIZK proof here is designed
in such a way that simulation is always possible and no rewinding is necessary.

The indistinguishability argument here follows from the indistinguishability of the crs
(from a real crs), the indistinguishability of the “fake” database 7', the ability to extract
witnesses from the NIWI proofs, and the zero-knowledge property of “fake” NIZK proofs.
In particular, note that the N-Hidden LRSW assumption ensures that any decryption re-
quest made by the receiver corresponds to a valid ciphertext from the database 7' (if A
produces a proof m embedding invalid ciphertext values, we can use .A to solve N-Hidden
LRSW or the co-CDH problem [BLSO1], which is implied by N-Hidden LRSW) Unlike
the protocol of [CNs(O7] we are able to base the semantic security of the ciphertexts on a
standard decisional assumption (the Decision Linear assumption). This is possible because
the full ciphertext can be constructed using only the DLIN input (see the note on Cipher-
text security below). Notice that S is never both simulating and extracting via the same
(subsection of the) common reference string; indeed, we do not require that the proofs be
simulation-sound.

Simulating the remaining cases. When both the Receiver and Sender are corrupted, S
knows the inputs to S and R and can simulate a protocol execution by generating the real
messages exchanged between the two parties. In the case where neither party is corrupted,
then: when S receives messages of the form (sid, b;) indicating that transfers have occurred,
S generates a simulated transcript between the honest S and R.. In this case, S runs the
protocol as specified, using as S’s input a random database (11, ..., my), and (for each
transfer), R’s input o’ = 1. If in the ** transfer b; = 0 then S’s responds with an invalid R
(the empty string). Else, S returns a valid response as in the protocol.

Ciphertext security. We briefly elaborate on the security of the ciphertexts in our scheme.
To prove security when Receiver is corrupted, we must show that a ciphertext vector
encrypting random messages is indistinguishable from a vector encrypting the real mes-
sage database. We argue that this is the case under the Decision Linear assumption. Let
D = (9,4, f, f h, h, g%, f®, z4) be a candidate Decision Linear tuple. We consider a simu-
lation that behaves as follows:

1. Set u; = g,us = f,uy = g,Uy = f Select random y,y> € Z,, and set g; =

3Note that we are using both an existentially unforgeable signature scheme, as well as a selective-ID
IBE scheme that has been “retasked” as signature scheme. The latter leads to a signature that is only secure
for a polynomial-sized, fixed message space. In the full version, we show that this limitation is acceptable
given that we are signing the product of other messages which have been signed using the stronger signature
scheme. Since there are at most a polynomial number of such products, the construction is secure.
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uf", go = uy’ (and similarly for g1, g»). Fix crs « (v, GSs, GS%, 91, 92, h, 1, Go,
h).
2. Generate (vky, skq), (vko, sks), (vks, sk3) as in normal operation. Set pk =
(Ul, Ua, ﬂl, ’212, ’U/{]l, 7}]{)2, ng).
3. Fori = 1to N, choose fresh random s, 1, ty € Z, and set ¢; = g g5 cy = fb° f5t2.
Set C;:
Ci = (c1,¢o, ¢, e, 25h* 2 m s sig) sig,, sigs)

where sig,, sig,, sigs are generated normally using the proper secret keys.

4. SetT (pk, Cl, ceey CN)

5. The simulation answers requests from the malicious Receiver by extracting from its
proof and simulating correct responses (as described above.)

Note that in the above, if z; = h%’, then the above simulation perfectly encrypts
(mq,...,my). However, when z; is a random element of G, then the ciphertexts cor-
respond to encryptions of random elements in G;. Now, suppose for the sake of contradic-
tion, that there exists an environment Z who can distinguish case one from case two with
non-negligible probability €. Then, it is easy to see that we can use Z to decide Decision
Linear.

We will now present the full security proof.

5.2.2.2 Security Proof

Proof of Theorem[5.2.1] Let A be a static adversary that interacts with parties S, R running
protocol OTA parameterized with the algorithms of section We construct an adversary
S for the ideal functionality ngXI. S begins by invoking a copy of A and running a simu-
lated interaction with the environment Z and the parties running the protocol. S proceeds

as follows.

Simulating the communication with Z. Every input value that S receives from Z is
written into the adversary .A’s input tape. Similarly, every output value written by .4 on its
output tape is copied to S’s own output tape (to be read by S’s environment 2).

Simulating the case where only R is corrupted. Let 7 < BMsetup(1”), then compute
(GS%, tdgip,) < GSSimulateSetup(y) and (G S%, tde,t) < GSExtractSetup(y). Generate
the remaining elements of crs normally, and set crs < (v, GS§, GS%, g1, 92, h, G1, Go, 71)
When the parties query F¢gg, return (sid, crs).

S initiates the communication with 4 by generating a random message database
mi,...,my & G, computing 7' < OTlnitialize(crs, 71, . ..,y ) and sending (sid, T')
to A as if from S. Next, whenever .4 outputs (sid, )), S performs as follows. First, it parses
Q as (dy, ds, m) and (if 7 is valid) computes GSExtract(crs, tde.¢, 7) to extract a satisfying
witness W = (w1, wq,ws,wy, ... ). Parse T as (pk,Cy,...,Cy), and for each ciphertext
C; = (c1, ca, . .. ) determine whether (w1, ws) = (c1, ¢2). If no matching ciphertext is found
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(or multiple ciphertexts match), then S aborts the simulation and gives no further messages
to A.

Otherwise, let o’ be the index of the matching ciphertext: S sends (sid, receiver, o”)
to F5t. When FJ* outputs (sid, m,) for m, # 1, S formulates the response s =
(cswswsg) /My and— using the simulation trapdoor ¢d;,,— simulates the zero-knowledge
proof ¢’ indicating that s is correctly formed according to the statement defined in the
OTRespond algorithm (see Lemma[5.2.8| for details on simulating this proof). S then sends
R« (s,0') to A as if from S. S repeats this process for each request received from A.

Simulating the case where only S is corrupted. Our simulation proceeds as follows. Let
v < BMsetup(1*), then compute GSg «— GSSetup(y) and GSg <« GSSetup(y). Select
91,92, h, G1, §a, h such that ¢¥' = ¢¥ = h (and ¢ = §¥* = h) for (y1,1s) known to
the simulator. Set crs < (v, GSs, GSR, g1, g2, h, §1, Go, iz) When the parties query Fors,
return (sid, crs).

S activates A and receives the message (sid, 7") that would be A’s first move in a real
execution with R.. S verifies that T is correctly-structured, using the public check described
in (If T does not pass this check, S will instruct ng“ to fail on all message requests
from R.) Otherwise, S parses 1" as (pk,Cy,...,Cy) and for i = 1 to N first parses

ciphertext C; into (cy, ¢o, 3, C4, C5, . . . ), then computes m;, < ¢5/(c4'cy?). S decodes each
m/,...,my toavalue in {0, 1}* and sends (sid, sender,m/, ..., m/y) to F ;.

Whenever 27! outputs (sid) to the dummy S (indicating that R has initiated a transfer
request), S computes (@, Qpriv) < OTRequest(crs, 7', 1) and hands (sid, ()) to A as if from
R. When S returns (sid, R), S checks whether OT Complete(crs, T, R, Qi) = L. If so0,
then S sets b < 0, and b — 1 otherwise. S returns (sid, b) to F)".

Simulating the case where neither party is corrupted. When S receives k& messages of
the form (sid, b;) indicating that transfers have occurred, S generates a simulated transcript
between the honest S and R.. In this case, S runs the protocol as specified, using as S’s
input the random database (1, . .., My ), and (for each transfer), R’s input 0 = 1. If in the
i" transfer b; = 0 then S’s responds with an invalid R (the empty string). Else, S returns a
valid response as in the protocol.

Simulating the case where both parties are corrupted. In this case S knows the inputs to
S and R and can simulate a protocol execution by generating the real messages exchanged
between the two parties.

We now address the environment’s ability to distinguish the ideal execution from the real
protocol execution. This is shown via the following claims.

Claim 5.2.2 When A corrupts only R, then IDEAL]_—JOV%Q’ 5.2 ~ EXECota, 4,z under the
Decision Linear and N-Hidden LRSW assumptions.

Proof. Consider the simulation described above. We will begin with the real-world proto-
col execution, where R interacts with an honest S that knows the message database. We
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will then show via a series of hybrids that the real execution transcript is computation-
ally indistinguishable from the simulated transcript. For notational convenience, we define
Pr [ Game i] as the probability that environment Z distinguishes the transcript of Game
1 from that of the real execution. We now describe the cases:

Game 0. This is the real-world protocol execution, where R interacts with an
honest S running protocol OTA on message database (my,...,my). Clearly
Pr[Game 0] = 0.

Game 1 (Parameter switching). This execution proceeds as above, except that we
compute (GS§, tdg,) € GSSimulateSetup(y), (GS%, tdert) € GSExtractSetup(7y),
and substitute GS%, GSY%, in place of the honestly-generated parameters GSg, GSg
(tdsim, tde,y are not revealed). When the parties query Forg, return crs =
(v, GS%, GS%, 91,92, b, G1, G2, h).  Note that if the SXDH assumption holds in
Gy, Gy, then (GSy, GSy) = (GSs, GSR) (Lemma and thus |Pr[Game 1] —
Pr[Game 0]| < vi(k).

Game 2 (Extracting R’s selections). This execution proceeds as above, except
that for transfer phase ¢ = 1 to k, we compute a candidate for R’s selection o, by
extracting from its PoK 7. Parse R’s 1" request (sid, ;) to obtain (dy,ds, ) and
(provided that 7 is valid) run GSExtract(crs, td.,;, 7) to extract a satisfying witness
W = (w,ws,ws,wy,...). Parse T as (pk,C},...,Cx), and for each ciphertext
C; = (¢1,...,¢o) determine whether (wy,ws) = (c1,¢2). Let o) be the index of
the matching ciphertext. If no matching ciphertext is found (or multiple ciphertexts
match), then output EXTRACT-FAIL to Z and send no further messages to R. By
Lemma this event will occur with negligible probability under the N-Hidden
LRSW assumption; thus |Pr[Game 2| — Pr[Game 1| < 15(k).

Game 3 (Simulating S’s responses). This execution proceeds as above, except that
we will formulate each of S’s transfer responses independently of sk. We parse
Cy: to obtain (c1,...,c5) and compute 8" = (cswswy)/ m,. Let S be the statement
proved by the Sender during the OTRespond algorithm: we compute a simulated
PoK ¢ «— GSSimProve(GSs, tdgim, S) and set R «— (s,0’). Note that in order
to simulate a response during transfer 7, it is only necessary to know the subset of
messages, (Mg, - - ., Mg ). By Lernma the transcript including these responses
is computationally indistinguishable from the distribution with valid PoKs. Thus
|Pr[Game 3| — Pr[Game 2 || < v3(k).

Game 4 (Substituting the ciphertexts). This execution proceeds as above,
except that we replace S’s first message with (sid,7") where T’ €

OTlnitialize(crs, my, ..., my) for my,... My & G;. Fori = 1 to k, we also
modify the i*" transfer phase such that S’s response is (sid, R}) for R, = (s',d')
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computed as in Game 3, except that we must now compute the PoK ¢ on a pos-
sibly invalid statement S. By Lemma the hardness of the Decision Lin-
ear problem implies that the distribution of messages is indistinguishable from the
real execution, even though s’ may be incorrectly formed with respect to .S. Thus
|Pr[Game 4] — Pr[Game 3]| < vy(k).

Notice that the distribution produced in Game 4 is identical to that of our simulation. By
summation, we have that Pr | Game 4] < vs () and thus IDEAL 1 ¢ » ~ EXECota 4 2

under the N-Hidden LRSW and Decision Linear assumptions.
(I

Claim 5.2.3 When A corrupts only S, then IDEALfg%17 5.2 ~ EXECota 4 2z under the
N-Hidden LRSW assumptions.

Proof. Consider the simulation described above. Again we begin with the real-world pro-
tocol execution, where S interacts with an honest R that chooses messages according to an
arbitrary selection strategy >.. We then show via a series of hybrids that the real execution
transcript is computationally indistinguishable from the simulated transcript.

Game 0. This is the real-world protocol execution, where S interacts with an honest
R running protocol OTA using selection strategy ¥.. Clearly Pr[Game 0] = 0.

Game 1 (Parameter generation). This execution proceeds as above, except that
we select elements of crs such that g* = g¥ = h (and §* = §J = h) for known
(x,y). When the parties query F¢gs, return crs = (v, GSs, GSg, g1, g2, I, 41, g2, h).
Note that the distribution of crs is identical to the normal distribution. Thus
|Pr[Game 1] — Pr[Game 0]| = 0.

Game 2 (Substituting R’s queries). Next, during transfer « = 1 to k£, we mod-
ify the transcript by generating % < OTRequest(7’,1) and replacing R’s request
with (sid, Q). Let ' = (d},d,,n’). Observe that for any ¢ € [1, N], where
C; = (c1,...,¢5,...), we can express dy, d, as clulfll, cyféé for some v}, v5. Thus
for every C; there exists a witness (cq, g, R, h”é,sigl,sng, sig;) that satisfies the
pairing product equation S;. By the Witness-Indistinguishability property of the
Groth-Sahai proof system, the value ()} is indistinguishable from a request formed
on a different o; € [1, N]. Thus |Pr | Game 2| — Pr[Game 1]| < v4(k).

Game 2 has an identical distribution to our simulation, and Pr [ Game 2] < v(k). It
remains to show that the in our simulation the distribution of messages obtained by an

ideal R interacting with Fgfl are identical to the messages recovered by an honest R
running the protocol directly with S. This implies that for every set of indices (o7, .. ., o%)

!/
o)

the plaintexts (m .,m, ) obtained by S— which decrypts the ciphertexts in 7" with
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the trapdoor (z, y)— are identical to the messages recovered by an honest R running the
protocol with S.

S’s initial output 7" embeds pk = (uj,us,...). Let (a,b) be S’s secret key, which is
implicitly defined by u¢ = ub = h. We observe that if T' passes the validity check run
by honest R, then each ciphertext C; can be expressed as (uf, u3, g, g5, m;h" ", ...) for
some 7, s € Z, and m; € G;. Since the simulator constructed gy, g» such that g7 = g5 = h
then it necessarily holds that (p}%ps?) = (¢7%g5”) = h™**. Let us consider an honest R that
requests index ¢ from S. It selects vy, vy € Z, and sets dy = ujuy', d2 = ujuy’, sending
request Q) = (dy,dy, 7). Let R = (s, ) be the response from S. If PoK § verifies, then (by
the soundness property of the proof system) with all but negligible probability s = d¢d5 and
the honest R computes the message as (m;h**")/(did5h=""h="2) = m;. This is identical
to the decryption obtained by S using the trapdoor (z, y), which produces h**" /(g]*g5") =
m; . Thus, the distribution of messages given to }"gfl by S is indistinguishable from the

distribution of messages obtained by running the protocol directly with S.

O

Claim 5.2.4 When A corrupts neither S nor R, then lDEALfJOV;I,S,Z ~ EXECoTa A2
under the Decision Linear and N-Hidden LRSW assumptions.

We omit a formal proof of this claim, but note that it re-uses techniques identical to those
of the previous claims. Specifically, we replace the Sender’s initial message 1" with a
commitment to a random database, and show that this random database is indistinguishable
from a real database under the Decision Linear assumption (as in Claim [5.2.2)). We then
argue that by the Witness-Indistinguishability property of the Groth-Sahai proof system,
the extractions on message index 1 are indistinguishable from extractions on other message
indices (as in Claim[5.2.3).

Claim 5.2.5 When A corrupts both S and R, then |DEALFg%<17S7Z ~ EXECota A z.

We omit a formal proof of this claim.

Lemma 5.2.6 Under the SXDH assumption (implied by N-Hidden LRSW, the parameters
generated by GSSetup (and GSExtractSetup) are computationally indistinguishable from
those produced by GSSimulateSetup.

We refer the reader to the work of Groth and Sahai [GS08]| for a proof of this theorem.

Lemma 5.2.7 Under the N-Hidden LRSW and co—CDHF_f] assumptions, the probability that
S outputs EXTRACT-FAIL in Game 3 is negligible.

4Computational co-Diffie-Hellman (CDH) is implied by N-Hidden LRSW; thus, no new assumptions are
being introduced here.
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Proof sketch. Let T = (pk,C1,...,Cy) be honestly-generated as in Game 3. Consider
A’s request (sid, ;) at transfer ¢ € [1, k], and parse Q; as (dy, ds, m) where 7 is a PoK (of
the statement described in the definition of OTRequest) using parameters GS%. Note that
the simulator knows the trapdoor td.,; corresponding to GS%, and can therefore extract
a satisfying witness W' = (wy, ws, ... ) < GSExtract(GSg, td.., 7) (in the general case,
extraction succeeds with probability > 1 — v(k) by the Soundess property of the Groth-
Sahai proof system)E] Since extraction fails with at most negligible probability, then if S
outputs EXTRACT-FAIL with non-negligible probability, then it must be that that for j €
[1, N] there is either (a) no single ciphertext C; = (¢j1,...,¢js, ... ) such that (wy, ws) =
(¢;1,¢j2), or (b) there are multiple ciphertexts for which the relation holds.

We can easily dispose of case (b): since T is honestly generated, then for each ciphertext
(Cjas---,Cj5,Si81,Sigy, Sigs), the values ¢; 1, ¢; » are uniformly distributed in G;. Therefore,
the probability is negligible that any two distinct ciphertexts are identical in the first two
elements. This it remains only to address case (a) where there is no ciphertext C; such that
(¢;1,¢j2) = (w1, ws). This condition can be further divided into two sub-cases:

1. Where for ¢ # j there exists some pair of ciphertexts C;, C; such that w; = ¢;; and
W = Cj 2.

2. Where there is no pair of ciphertexts such that the above condition holds, i.e., either
w7 Or wy is not contained within any ciphertext in 7.

We now show that if A outputs a PoK satisfying condition (1) then we can use its
response to solve the co-CDH problem, and if A satisfies condition (2) we can solve N-
Hidden LRSW. We now describe each of the two simulations:

Case 1: co-CDH. We consider the case where A produces (wq,w2) = (¢;1,¢j2) fori # j,
and show that an A that produces such a query can be used to solve the Computational
co-Diffie-Hellman problem in Gy, G, i.e., given (g, ¢% ¢°, §,3% §°) for a,b € Z,, solve
for g?°. The intuition behind this argument is that the final component sig; is a signature on
the product (c;cy). This signature is built from the Boneh-Boyen selective-ID IBE scheme
from [BB04a] (§4), and a forger of this scheme can be used to solve the co-CDH problem
in asymmetric bilinear groupsﬂ Our reduction is based on the one given by Boneh and
Boyen, although we reduce to co-CDH. Since the N-Hidden LRSW assumption implies the
hardness of co-CDH, we are not introducing a new assumption.

Given an input (g, g% g%, §,3% §°) to the co-CDH problem: select random values
U, V, W, Y & Zg. Set (uy,uz) < (9%, ¢™), (41, a2) < (g%, §**) and b’ «— (¢g*)""¢". Gen-
erate (vky, sk1), (vka, sko) as in the normal scheme, but set vks = (v, 9, g, 9%, ¢°, 1/, §°).

°In fact, for parameters GS}, € GSExtractSetup(), Groth-Sahai proofs are perfectly extractable [GS08].

6Note that a selective-ID IBE scheme implies a secure signature scheme only if the message space is
polynomial in x. Since in this case A succeeds by proving knowledge of a signature on message (¢; 1¢;,2)
for some i # j, we have naturally restricted the total number of valid messages to N2 — N.
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Set pk «— (uy, ug, Uy, Us, vk, vky, vks). Randomly select two ciphertext indices i*, 7* such
that 7* #£ j*.

Now for ¢+ = 1 to N, choose r;,s;,y; uniformly from Z, with the restric-
tion that (r++wus;«) = w© mod p. Set z, = (r;+us;) mod p.  Gen-
erate sigy <«  CLNSign, (u}),sig, <« CLNSigng, (u3), and set sig; <«

T (gP)Egw Y (§0) 5 Y (gb) %o g% ). Construct the it ciphertext as:
(g")= ((g")g")¥, (g") =7 g%, (¢") =g p

Ci= (u§i7uaiaQ;iaggiamjh”Jrsi,Sigl,sng, sigg)
(Note that the sig; has the correct distribution. Let ¢; = y; — b/(2; — v), and re-write
( §b) = g¥t = f]y“b/ (zi—v) — g% (and similarly for the third element). We can then express
the first element (g") 77 ((g%)%"g®)¥ as (g") ((g")"g™)" 70 = (g%) (g"h)¥ =
gt ((g®)rtussh)o)
Now set T' «— (pk,Ci,...,Cy) and send T to A. Whenever A submits a request

@ = (di,ds, m) where 7 verifies correctly, use the extraction trapdoor to obtain the val-
ues (w1, we, w3, wy) and the values s/, ), s corresponding to sig;. Now:

1. If, for some j € [1, N, the pair (w;,ws) = (u}’,u;’): then output a valid response to
A by selecting s’ = (h"i"%iwsw,), constructing the proof ¢’, and sending R = (', ")
to Al] Continue the simulation.

2. If (wi,ws) = (U}, uy’"), then compute s /s4 as the solution to the co-CDH prob-
lem.

3. In all other cases, abort the simulation.

Observe that in case (2)) the soundness of the G-S proof system ensures that for some
y we can represent (5,55, 55) = ((¢%)’h)Y' g?, G¥,¢¥). By substitution we obtain
((9")°(9") " 9") 9", 3", ") = (9" 9™, 3, ¢"), and thus s /s}* = ¢*. In this case,
we can obtain the value ¢®° and output a correct solution to the co-CDH problem.

Note that the distribution of the messages sent to .4 is identical to that of the real attack,
and are independent of i*, j* in A’s view. Therefore, if .4 produces (wy,ws2) = (¢i.1,¢jr 2)
for i/ # j’ with some non-negligible probability €, then the approach above solves co-CDH
with probability approximately ", i.e., the probability that that (', j') = (%, j*).

Case 2: N-Hidden LRSW. In the case where either w; or w, is not contained
within any ciphertext in 7', then we will construct a solver for the N-Hidden LRSW
problem. Our simulation proceeds as follows: given the N-Hidden LRSW instance
(9,9,5, T, {by, b3t 59 632 g by}, ..., {by, by ™, bg?, bg"", g%, b,}), randomly se-
lect s € {1, 2} representing one of the following two strategies.

"Note that we can simulate the proof ¢’, but this is not even necessary, since we can construct a valid
witness to the statement.
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Strategy 1. Select a secret key sk = (x1, ) & Zg for the OT scheme and

select ul,ug,ulqu,h,ﬁ such that uy = ¢, 43 = ¢, uj* = uy> = h and
' = ay? = h. Select values (g1, go, §1,g2) for crs such that g; = u} for ran-

dom t € Z,, and g, is a random element. Generate (vkq, sks), (vks, sk3) as in
the normal scheme, and set vk; = (v, g,7,S5,7). To compute each ciphertext, set
sig; — (b;, b, bjﬂ”“, b?jt, b;) and compute sig,, sig; normally. Select a random
y; € Z, and set C; «— (g%, uy’ , g%*, gy’ , g%* h¥%m;, sig,, sig,, Sigs).-

Strategy 2. Similar to the previous strategy, but formulate vk, and embed g% in the
second position of C}.

Observe that since the values aq, . .., ay from the N-Hidden LRSW instance are uniformly
distributed, then 7" has the correct distribution. Next, answer A’s queries using the key sk,
extracting a witness W = (wy,wy, ... ) from the proof 7. Note that from the witness W it
is possible to obtain the full value of sig,. If ever A outputs a PoK 7 such that for Strategy
s € {1,2} the extracted witness w does not match any c; ; € C}, then extract the witness
values for the proof of signature s— and output these as (a}, a}, a4, a}, as. Otherwise abort.
This tuple represents a valid solution to the N-Hidden LRSW problem. Since all values are
correctly distributed and s is outside of .A’s view, then we select the correct strategy with
probability 1/2.

To conclude our sketch, note that we have covered all cases where event EXTRACT-
FAIL can occur. Thus if the event occurs with probability non-negligible in x then we have
an algorithm that solves N-Hidden LRSW or CDH with non-negligible probability.

O

Lemma 5.2.8 Replacing S’s honestly-generated responses (as in Game 2) with simulated
responses (as in Game 3) results in a simulation that is computationally indistinguishable
from that of Game 2.

Proof sketch. Consider a transcript where each response (sid, R) is replaced with a sim-
ulated response (sid, R'). Let R = (s,0) be the honestly-generated response, and let
R = (¢',¢) be the simulated response. To complete our argument, we must show that
for any given reponse: (1) with probability at most v(k), the value s # ', and (2) the PoK

§ A §'. This must hold for all A Z.

Recall that pk embeds u;, us such that ui' = uy®> = h for some 21,25 € Z,. A
initiates the transfer by sending a message (sid, ()) containing the values (dy, ds, 7). Us-
ing the extraction algorithm, we obtain a witness W = (wy, ws, w3, wy, ... ) to the state-
ment S,. Note that a correctly-formed response will have the form s = (d7'd3?), and for
Cy = (C1,...,C5,...) asimulated response has the form s’ = (cswswy)/m,s, which we
expand to s’ = (c]'c3?myh" h"?)/m, for some (v1,v2). We omit a detailed expansion,
but observe that by the statement .S it holds that d; = ¢; hvt/#1 and dy = coh¥2/*2 and thus
our simulated ¢’ is identical to the correct response s.
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Paraphrasing the composable zero-knowledge property of the Groth-Sahai proof
system, when (GS%,tds,m) € GSSimulateSetup() we can simulate a PoK 0" «
GSSimProve(GS§, Ss) such that no adversary can distinguish ¢’ from a valid PoK. It is
easy to show that we can simulate the statement Ss5. Recall that the J is defined as:

(5 = NIZKGSS{<G1,CL2, C~L3) . e(al,ﬂl)e(dfl,&g) = 1 A\
e(ag, lp)e(dyt as) =1 A e(ayay, ds)e(s ™ ag) =1 A e(uy,ds) = e(ug, h)}

To simulate the proof, we must select commitments to represent aq, as, a3, and we then
compute opening values such that each statement is satisfied. Note that using the simulation
trapdoor td;,, we may open the commitment differently in each statement. To simulate a
proof ¢/, set a; = a; = az = h" and generate commitments to each value. In the first
three statements, we open the third commitment to h°. In the final statement, we use the
simulation trapdoor to open the third commitment to ~'. Thus, all statements are satisfied.

O

Lemma 5.2.9 Let my,...,my € Gy be any message database, and my,..., My €g
Gy be a set of random messages. Also let all of S’s responses be computed as in
Game 3. Under the Decision Linear assumption, no environment Z will distinguish
the transcript where T' = OTlnitialize(crs, mq, ..., my) from the transcript where T =
OTlnitialize(crs, 1y, . . ., My ) (except with negligible probability).

Proof sketch. Let D = (g,9, f, f ,h, l~z, g%, f zq) be a candidate Decision Linear tuple.
Next, consider a simulation that behaves as follows:

1. Set u; = g,us = f,ii; = g,y = f. Select random v, ys € Zy, and set g; =
ud', g2 = u¥’ (and similarly for g, §2). Fix crs «— (v, GS§, GSk, 91, 92, b, 41, G2, h).

2. Generate (vkq, skq),(vko, sks), (vks, sk3) as in normal operation. Set pk =
(Ul, Usg, al) ﬂ?a /U]fh Uk?) Uk?))'

3. Fori = 1to N, choose fresh random s, t1, 1y € Z, and set ¢; = g1, cg = fb5 fot2,
Set C:

hs(t1+t2)

- v Y2 s . . .
Ci - (Clﬂ C2,C1 ,Cy7, 24 mj, S8y, S8, SIgS)

where sig, , sig,, sig; are generated normally using the appropriate secret keys.
4. SetT' (pk, Cl, ceey CN)
5. The simulation proceeds as in Game 3 at answer transfer requests.

Note that in the above, if z; = h%’, then the above simulation perfectly encrypts
(mq,...,my). However, when z, is a random element of G, then the ciphertexts cor-
respond to encryptions of random elements in G;. Now, suppose for the sake of contradic-
tion, that there exists a Z who can distinguish case one from case two with non-negligible
probability e. Then, it is easy to see that we can use Z to decide Decision Linear. a

O
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5.2.3 Sampling from a Common Random String

We briefly note that by the same arguments used above, the Reference String used in
our construction can be replaced with a Common Random String. Note that crs embeds
(v,GSs,GSRr, g1, 92, I, G1, G2, h), for GSR, GSs € GSSetup(7y) and g1, g2, h, §1, G2, b €r
G? x G3. Each set of Groth-Sahai commitment parameters embeds a tuple in G (resp.
Gs5). When GSSetup is used, the parameters are generated such that the parameters are a
DDH tuple in the respective group, and when GSSimulateSetup is used, they are uniformly
random. Under SXDH, the latter distribution is indistinguishable from the correct one, and
thus we may sample the components of GSg, GSr uniformly. Since the parameters y can
be sampled from a random string [GOS06], then all elements of crs can therefore be derived
from a uniformly random string when a source of common randomness is available.

5.3 On Multiple Receivers

Since we are motivated by the application of OT to database systems, we would also
like to support applications where multiple users share a single database. Naively this can
be accomplished by requiring the database to run separate OT protocol instances with each
user. However, this approach can be quite inefficient, and moreover does not ensure con-
sistency in the database viewed by individual Receivers. Consider a strengthening of the
security definition of ]-"gfl (in Figure to include the additional requirement that all
Receivers “view” the same database, i.e., the database owner cannot selectively alter the
messages in the database when interacting with different receivers — on query o from any
receiver, he must return a value in {m,, L }. Fortunately, consistency is easy and inexpen-
sive to achieve in our construction — simply alter }"g ],%1—; to return the same values (g, g2, h)
as part of the crs to all receivers and have the Sender publish one database commitment
T to everyone, handling joint state via [[CRO3]]. Intuitively, this captures consistency be-
cause the simulator can set the values (gi, g2, h) and then trapdoor decrypt all messages in
T’ (see the description of BBS encryption above). Given the soundness of the GS proofs,
all of the Sender’s responses to any Receiver must be consistent with 7', even if the other
parts of their common reference strings are distinct. Note that it is not at all clear how
consistency can be achieved efficiently even in the non-adaptive setting using prior UC re-
sults [PVYWOS]], since there each Receiver provides her own encryption key for the Sender
to bundle the messages in.
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Chapter 6

Access Controls

This chapter is based on joint work with Scott Coull and Susan Hohenberger that will ap-
pear in Stanislaw Jarecki and Gene Tsudik (Ed.): The International Conference on Theory
and Practice of Public-Key Cryptography - PKC 2009, Lecture Notes in Computer Science,
Springer-Verlag, 2009 [CGHO09].

access controls. Content providers have long been in the habit of restricting how they
hand out their data. Unfortunately, this requirement may seem to conflict with the
privacy goals that we require from an Oblivious Database.

In previous chapters we have proposed several protocols for adaptive Oblivious
Transfer, and promoted this primitive as a natural candidate for constructing Oblivious
Databases. However, while OT4. , provides a limited form of access control (a Receiver
can obtain at most k£ out of N database records), such policies seem insufficient for prac-
tical applications. This raises further questions when we consider the problem of hiding a
user’s identity in a multi-user database (see §5.3)).

Thus, to realize an anonymous and oblivious database for our users, we must couple it
with some manner of enforceable access controls for the provider. We make two design
choices that act as guiding principles for the design of our system. Our first is to maintain
the strongest possible anonymity or privacy guarantees. We reject any solutions that use
pseudonyms or allow for some form of transaction linking, since it is too difficult to infer
what compromise to privacy might result.

IT 1s a universal truth that where there is valuable information there will be a need for

Contributions. Our approach is to combine Oblivious Transfer with another important
privacy-preserving primitive. Anonymous Credentials [Lys02, (CL0O2,(CLO4], first proposed
by Chaum, allow a user to prove certain attributes about themselves in zero-knowledge. In
our protocols we will show how to embed the user’s identity and a history-dependent access
policy into her anonymous credential so that for each Database she can prove (in zero-
knowledge) that she has the right to access the record that she is obliviously requesting.
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Beyond integrating these systems, we present an extension to traditional anonymous
credential systems which embeds the user’s current state into the credential, and dynam-
ically updates that state according to well-defined policies governing the user’s actions.
These stateful anonymous credentials are built on top of well-known signatures with effi-
cient protocols [Lys02, (CL0O2, (CL04, BB04bl]. Our constructions are secure in the standard
model under basic assumptions, such as Strong RSA. Additionally, we introduce a tech-
nique for efficiently proving that a committed value lies in a hidden range that is unknown
to the verifier, which may be of independent interest.

More importantly, we show how these components can be used to efficiently pro-
vide non-trivial, real-world access controls for oblivious databases. These access con-
trols include the Brewer-Nash (Chinese Wall) [[BN89] and Bell-LaPadula (Multilevel Se-
curity) [BL88|] access control model, which are used in a number of settings, including
financial institutions and classified government systems. In addition, we also show how
to combine our anonymous credential system with several other anonymous and oblivious
protocols, like blind signing protocols [CLO2, (CLO4,/(GHO8b]| and searches over encrypted
data [WBDSO04]. We provide simulation-based security definitions for our stateful anony-
mous credentials, as well as an anonymous and oblivious database system with access
controls.

Related Work. Several previous works sought to limit anonymous user actions, either
directly within an existing protocol or through the use of anonymous credentials. Aiello,
Ishai, and Reingold [AIRO1] proposed priced oblivious transfer, in which each user is
given a declining balance that is “spent” on each transfer. However, here user anonymity
is not protected, and the protocol is also vulnerable to selective-failure attacks in which
a malicious server induces faults to deduce the user’s selections [NP99b, [CNsOQ7]]. The
more general concept of conditional oblivious transfer was proposed by Di Crescenzo,
Ostrovsky, and Rajagopolan [[COR99] and subsequently strengthened by Blake and
Kolesnikov [[BKO4]. In conditional oblivious transfer, the sender and receiver maintain
private inputs (z and y, respectively) to some publicly known predicate ¢(-,-) (e.g., the
greater than equal to relation on integers). The items in the oblivious transfer scheme are
encrypted such that the receiver can complete the oblivious transfer and recover her data
if and only if ¢(z,y) = 1. In addition, techniques from e-cash and anonymous creden-
tials have been used to place simple limitations on an anonymous user’s actions, such as
preventing a user from logging in more than once in a given time period [CHK™06], au-
thenticating anonymously at most k& times [TESO4], or preventing a user from exchanging
too much money with a single merchant [CHLOG6]. Rather than providing a specific type of
limitation or restricting the limitation to a particular protocol, our proposed system instead
provides a general method by which arbitrary access control policies can be implemented
to a wide variety of anonymous and oblivious protocols.
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6.1 Stateful Anonymous Credentials

The goal of typical anonymous credential systems is to provide users with a way of
proving certain attributes about themselves (e.g.,age, or height) without revealing their
identity. Users conduct this proof by obtaining a credential from some organization, and
subsequently “showing” the credential without revealing their identity. A stateful anony-
mous credential system adds the additional notion of credential state, which the user may
update over the lifetime of the credential. State updates are restricted to some well-defined
policy dictated by the credential provider. In practice, this may limit the user to a finite
number of states, or a particular ordering of states that must be arrived at in succession.
The update protocol for a stateful credential must oblivious. In other words, it does not
leak information about the credential’s current state beyond what the user chooses to re-
veal. As with typical anonymous credential systems, the user’s state and other attributes
can be proved without revealing her identity.

At a high level, the stateful anonymous credential system, which is defined by the tuple
of algorithms (Setup, ObtainCred, UpdateCred, ProveCred), operates as follows. First, the
user and credential provider negotiate the use of a specified policy using the ObtainCred
protocol. The negotiated policy determines the way in which the user will be allowed
to update her credential. After the protocol completes, the user receives an anonymous
credential that embeds her initial state in the policy, in addition to any other user attributes.
Next, the user can prove (in zero-knowledge) that the credential she holds embeds a given
state, or attribute, just as she would in other anonymous credential systems by using the
ProveCred protocol. This allows the anonymous access to some service, while the entity
checking the credential is assured of the user’s attributes, as well as her state in the specified
policy — in some cases, as we will show later, these proof can be done in such a way that
the verifying entity learns nothing about the user’s state or attributes. Finally, when the
user wishes to update her credential to reflect a change in her state, she interacts with
the credential provider using the UpdateCred protocol, during which she proves (again, in
zero-knowledge) her current state and the existence of a transition in the policy from her
current state to her intended next state. As with the ProveCred protocol, the provider learns
nothing about the user other than the fact that her state change is allowed by the policy that
was previously negotiated within the ObtainCred protocol.

Policy Model. To represent the policies for our stateful anonymous credential system,
we use directed graphs, which can be thought of as a state machine that describes the
user’s behavior over time. We describe the policy graph 11,4 as the set of tags of the form
(id, S — T), where id is the identity of the policy and S — T represents a directed edge
from state S to state 7. Thus, the user’s credential embeds the identity of the policy id
and the user’s current state in the policy graph. When the user updates her credential, she
chooses a tag, then proves that the policy id she is following is the same as what is provided
in the tag and that the tag encodes an edge from her current state to her desired next state.
These policy graphs can be created in such a way that the users may reach a terminal
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state, and therefore would be unable to continue updating (and consequently using) their
credential. In this case, it may be possible for an adversary to perform traffic analysis
to infer the policy that the user is following. To prevent this, we consider the use of null
transitions in the graph. The null transitions occur as self-loops on the terminal states of the
policy graph, and allow the user to update her credential as often as she wishes to prevent
such traffic analysis attacks. However, the updates performed on these credentials only
allow the user access to a predefined null resource. The specifics of this null resource are
dependent on the anonymous protocol that the credential system is coupled with, and we
describe an implementation for them in oblivious databases in Section [6.2]

While these policy graphs are rather simplistic, they can represent complicated policies.
For instance, a policy graph can encode the user’s history with respect to accessing certain
resources up to the largest cycle in the graph. Moreover, we can extend the policy graph
tags to include auxiliary information about the actions that the user is allowed to perform at
each state. By doing so, we allow the graph to dynamically control the user’s access to var-
1ous resources according to her behavior and history, as well as her other attributes. In Sec-
tion we examine how to extend these policy graphs to provide non-trivial, real-world
access control policies for oblivious databases, as well as a variety of other anonymous and
oblivious application.

6.1.1 Protocol Descriptions and Definitions for Stateful
Anonymous Credentials

A stateful anonymous credential scheme consists of four protocols: Setup, ObtainCred,
UpdateCred, and ProveCred. We will now describe their input/output behavior and in-
tended functionality.

Setup(U(1%), P(1*,11;,...,11,): The provider P generates parameters params and a
keypair (pkp, skp) for the credential scheme. For each graph II to be enforced, P
also generates a cryptographic representation II and publishes this value via an au-
thenticated channel. Each user I/ generates a keypair and requests that it be certified
by a trusted CA.

ObtainCred(U (pkp, sku, Ic), P(pky, skp, ¢, S)): U identifies herself to PP and then re-
ceives her credential Cred which binds her to a policy graph II and starting state

S.

UpdateCred (U (pkp, sky, Cred, Ile, T'), P(skp, e, D)): U and P interact such that Cred
is updated from its current state to state 7', but only if this transition is permitted by
the policy II. Simultaneously, P should not learn {/’s identity, attributes, or current
state. To prevent replay attacks, P maintains a database D, which it updates as a
result of the protocol.
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ProveCred(U (pkp, sky, Cred), P(pkp, E')): U proves possession of a credential Cred in
a particular state. To prevent re-use of credentials, P maintains a database £, which
it updates as a result of the protocol.

A note on our model: In a traditional anonymous credential scheme (e.g., [CLO1]), the
user may “show” its credential to many different organizations. We have simplified our
protocol descriptions to reflect the assumption that a user need only show its credential to
the original credential issuer. This model is sufficient for the applications we consider. We
note that our credentials also function in the multi-organization model.

Security Definitions. Security definitions for anonymous credentials have traditionally
been game-based. Unfortunately, the existing definitions may be insufficient for the appli-
cations considered in this work, as these definitions do not necessarily capture correctness.
This can lead to problems when we integrate our credential system with oblivious trans-
fer protocols (see e.g., [NP99b, (CNsQ7]). To capture the security requirements needed
for our applications, we instead use a simulation-based definition, in which security of our
protocols is analyzed with respect to an “ideal world” instantiation. We do not require
security under concurrent executions, but rather restrict our analysis to atomic, sequential
execution of each protocol. We do so because our constructions, which employ standard
zero-knowledge techniques, require rewinding in their proof of security and thus are not
concurrently secure. An advantage of the simulation paradigm is that our definitions will
inherently capture correctness (i.e., if parties honestly follow the protocols then they will
each receive their expected outputs). Informally, the security of our system is encompassed
by the following two definitions:

Provider Security: A malicious user (or set of colluding users) must not be able to falsely
prove possession of a credential without first obtaining that credential, or arriving at it
via an admissable sequence of credential updates. For our purposes, we require that the
malicious user(s) cannot provide a proof of being in a state if that state is not present in her
credential.

User Security: A malicious provider controlling some collection of corrupted users cannot
learn any information about a user’s identity or her state in the policy graph beyond what
is available through auxiliary information from the environment.

Formalizing Definitions. Security for our protocols will be defined using the real-
world/ideal-world paradigm, following the approach of [CNsO7]. In the real world, a
collection of (possibly cheating) users interact directly with a provider according to the
protocol, while in the ideal world the parties interact via a trusted party. Informally, a pro-
tocol is secure if, for every real-world cheating combination of parties we can describe an
ideal-world counterpart (“simulator””) who gains as much information from the ideal-world
interaction as from the real protocol. We note that our definitions will naturally enforce
both privacy and correctness, but not necessarily fairness. It is possible that P will abort
the protocol before the user has completed updating her credential or accessing a resource.
This is unfortunately unavoidable in a two-party protocol.
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Definition 6.1.1 (Security for a Stateful Anonymous Credential Scheme)
Full-simulation security for stateful anonymous credentials is defined according to the fol-
lowing experiments. Note that we do not explicitly specify auxiliary input to the parties,
but this information can be provided in order to achieve sequential composition.

Real experiment. The real-world experiment Realy ;- (77, k,I1y,...,11,,%) is mod-

eled as k rounds of communication between a possibly cheatmg pr0v1der P and a collection
of 1 possibly cheating users {2/11, U ,}. In this experiment, Pis given the policy graph
for each user II;, ..., II,, and the users are given an adaptive strategy > that, on input of
the user’s identity and current graph state, outputs the next action to be taken by the user.

At the beginning of the experiment, all users and the provider conduct the Setup pro-
cedure. At the end of this step, P outputs an initial state P;, and each user U output state
Uy ;. For each subsequent round j € |2, k], each user may interact with P to update their
credential as required by the strategy >. Following each round, P outputs P}, and the
users output (U j,...,U, ;). At the end of the k" round the output of the experiment is
(P, Ur ey - Up i)

We will define the honest provider P as one that honestly runs its portion of Setup
in the first round, honestly runs its side of the ObtainCred and ProveCred protocols when
requested by a user at round 5 > 1, and outputs P, = params. Similarly, an honest user U4;
runs the Setup protocol honestly in the first round, and executes the user’s side of the Setup,
ObtainCred and ProveCred protocols, and eventually outputs the received value Cred along
with all messages received.

Ideal experiment. In experiment Idealy, @ (n,k, 11, ...,1In, 3) the possibly cheat-

ing provider P’ sends the policy graphs to the trusted party 7. In each round j € [1, k],
every user Z;IZ’ (following strategy ¥.) may send a message to 7 of the form (update, i, S;, T;)
to update her credential using the UpdateCred protocol, or (prove, i, .S;) to prove her state
using the ProveCred protocol.

e When 7 receives an update message, it checks Z]{ ’s current state and policy 1I; to
determine whether the requested transition is allowed, setting a bit by = 1 to so
indicate. 7 sends (update, b7) to P’, who responds with a bit bs € {0,1} to 7T that
indicates whether the update should succeed or fail. 7 returns (bp, A br) to Z] {

e For a prove message, 7 checks that L{’ (setting b7 to so indicate), and relays
(prove, S, br) to P’ who responds with a bit by, and returns (bs, A br) to U’ I Fol-
lowing each round, P’ outputs P;, and the users output (U, ;,...,U, ;). Atthe end
of the £ round the output of the experiment is (P, Vi, Ui g,y - Up ).

Let ¢(-), c(-) be polynomially-bounded functions. We now define provider and user security
in terms of the experiments above.

INote that this reveals the current state S to P’. In section we discuss techniques that also hide this
information.

80



CHAPTER 6. ACCESS CONTROLS

Provider Security. A stateful anonymous credential scheme is provider secure if for every
collection of possibly cheating real-world p.p.t. receivers Ui, ... ,Z]n there exists a collec-
tion of p.p.t. ideal-world receivers /] . . . ,2;{7’7 such that Vn = ¢(k), k € ¢(k), X, and every
p.p-t. distinguisher:

Realy;; (0, k, 10, .. 11, %) = Idealp ;... U)(n, k.11, 11, X)

User Security. A stateful anonymous credential scheme provides Receiver security if for
every real-world p.p.t. provider P who colludes with some collection of corrupted users,
there exists a p.p.t. ideal-world provider P’ and users ¢’ such that V) = ((k), k € ¢(k), ,
and every p.p.t. distinguisher:

u, (0K, T, T, 8) & Tdealys,

-y,

o (0 k0, T, )

..........

6.1.2 Hidden Range Proofs

Standard techniques [CET98, ICM99, [CM99, Bou00] allow us to efficiently prove that
a committed value lies in a public integer interval (i.e.,where the interval is known to both
the prover and verifier). In our protocols, we sometimes need to hide this interval from the
verifier, and instead have the prover show that a committed value lies between the openings
of two other commitments.

Fortunately, this can be done efficiently as follows. Suppose we wish to show that
a < j < b, for positive numbers a, j, b without revealing them. This is equivalent to
showing that 0 < (j —a) and 0 < (b— j). We only need to get these two sums reliably into
commitments, and can then employ the standard techniques since the range (> 0) is now
public. Using a group G = (g), where n is a special RSA modulus, g is a quadratic residue
modulo n and h € G. The prover commits to these values as A = g®h", J = g/h’s, and
B = g’h™, for random values r,,7;,7, € {0,1} where / is a security parameter. The
verifier next computes a commitment to (j — a) as J/A and to (b — j) as B/J. The prover
and verifier then proceed with the standard public interval proofs with respect to these
commitments, which for technical reasons require groups where Strong RSA holds.

6.1.3 Preliminaries

We now describe how to realize stateful credentials. The state records information
about the user’s attributes as well as her prior access history. We will consider two separate
modes for “showing” a credential. In the first mode, the user exposes her portions of her
state during the ProveCred protocol. This is useful for, say, a DRM application where the
user’s goal is to prove that her software is in a “licensed” state without revealing her name.
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In mode two, the user uses her credential to gain access to resources without revealing her
state. Specifically, we show how to tie this credential system to a number of protocols,
such as adaptive oblivious transfer and blind signatures, where the user wants to hide both
her name and the item she is requesting, while simultaneously proving that she has the
credentials to obtain the item.

Camenisch-Lysyanskaya Signatures. Our constructions may be implemented with
the Strong RSA signature scheme of Camenisch and Lysyanskaya [CL0O2], or with
the LRSW-based signatures of [CLO4]. Both schemes consist of the algorithms
(CLKeyGen, CLSign, CLVerify) as well as two protocols, which we describe below. We
first define the algorithms:

CLKeyGen(1%). On input a security parameter, outputs a keypair (pk, sk).

CLSign(sk, My, ..., M,). On input one or more messages and a secret signing key, out-
puts the signature o.

CLVerify(pk, o, My, ..., M,). On input a signature, message(s) and public verification
key, outputs 1 if the signature verifies, 0 otherwise.

Additionally, the scheme consists of two protocols: (1) a protocol for a user to obtain a
signature on the value(s) in a Pedersen (or Fujisaki-Okamoto) commitment [Ped92, [FO97]
without the signer learning anything about the message(s), and (2) a proof of knowledge of
a signature.

In we will use RSA-based CL signatures in conjunction with bilinear groups,
e.g.,to prove knowledge of a CL signature on a commitment set in a bilinear group. These
proofs can be conducted efficiently using techniques described in [CHLOS].

6.1.4 Basic Construction

Our construction begins with the anonymous credentials of Camenisch and Lysyan-
skaya [Lys02, (CL02, [CLO4]], where the state is embedded as a field in the signature. The
core innovation here is a protocol for performing state updates, and a technique for “trans-
lating” a history-dependent update policy into a cryptographic representation that can be
used as an input to this protocol.

The setup, credential granting, and credential update protocols are presented in Figure [6.1]
We will now briefly describe the intuition behind them.

Setup. First, the credential provider P generates its keypair and identifies one or more
access policies it wishes to enforce. Each policy — encoded as a graph — may be applied
to one or more users. The provider next “translates” the graph into a cryptographic rep-
resentation which consists of the graph description, in addition to a separate CL signature
corresponding to each tag in the graph, embedding the graph id, start, and end states. The
files are distributed to users via an authenticated broadcast channel (e.g., by signing and
publishing them on a website).
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A Note on Efficiency. It is important to emphasize that the “translation” of policy graphs
may be conducted offline, and thus the cost of the online protocols (executed between user
and provider) is constant and independent of the size of the policy. Furthermore, if many
users share the same policy, this will further amortize the cost. Thus, our scheme is practical
even for extremely complex policies containing thousands of distinct states and transition
rules.

Obtaining a Credential. When a user I/ wishes to obtain a credential, he first generates
a keypair that the CA certifies. He then negotiates with the provider to select an update
policy to which the credential will be bound, as well the credential’s initial state. The user
next engages in a protocol to blindly extract a CL signature— under the provider’s secret
key— binding the user’s public key, the initial state, policy id, and two random nonces
chosen by the user: an update nonce N, and a usage nonce Ns. The update nonce is
revealed when the user updates the credential and the usage nonce is revealed when the
user show’s her credential. This signature, as well as the nonce and state information, form
the credential. While the protocol for obtaining a credential, as currently described, reveals
the user’s identity through the use of her public key, we can apply the techniques found
in [[CLO1, ICLO2]| to provide a randomized pseudonym rather than the public key.

Updating the Credential’s State. When the user wishes to update a credential, she first
identifies a valid tag within the credential’s access policy. She then generates a new pair
of nonces and a commitment embedding these values, as well as the new state. Next, the
user sends the update nonce along with the commitment. The provider records this nonce
and the commitment into a database — however, if the nonce is already in the database but
associated with a different commitment, the provider aborts the protocol, which prevents the
user from re-using an old version of a credential. By recording the nonce and commitment
together, we allow the user to restart the protocol if it has failed as long as she uses the same
commitment. Otherwise, the user and provider then interact to conduct zero-knowledge
proof that: (1) the remainder of this information is identical to the current credential, (2)
the user has knowledge of the secret key corresponding to this credential, and (3) the policy
graph contains a signature on a tag from the previous to the new state. If these conditions
are met, the user obtains a new credential embedding the new state.

Showing (or Privately Proving Possession of) a Credential. The approach to using a
single-show credential (Figure [6.2)) follows [CL02, [CLO4]. When a user wishes to prove
possession of a P credential to P, he first reveals the credential usage nonce and the current
state of the credential. P must check that this nonce has not been used before. The user
then proves knowledge of: (1) a CL signature embedding this state value and nonce formed
under P’s public key, and (2) a secret key that is consistent with the CL signature.

Single-show vs. multi-show. This is an example of a “single-show” credential. It can
be shown only once, or the verifier will recognize the repeated usage nonce. To restore
its anonymity, the user may return to P and execute the update protocol to replace the
usage nonce. This update policy gives users a way to use a single credential multiple
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Setup(U(1%), P(1%,11y,...,11,)): The provider P generates parameters for the CL
signature, as well as for the Pedersen commitment scheme.

Party P runs CLKeyGen twice, to create the CL signature keypairs (spkp, sskp) and

(9pkp, gskp). It retains (pkp, skp) = ((spkp, gpkp), (sskp, gskp)) as its keypair.
The provider’s public key pk, must be certified by a trusted CA.

Each party U selects u & Z, and computes the keypair (pk;,, sky) = (9", u). The
user’s public key pk;, must be certified by a trusted CA.

Next, for each policy graph II, P generates a cryptographic representation Il.

1. P parses 11 to obtain a unique policy identifier pid.

2. For each tag t = (pid,S,T) in II, P computes a signature og . <
CLSign(gskp, (pid, S, T)).

3. P sets II¢ < (II,Vt : 05_1) and publishes this value via an authenticated chan-
nel.

ObtainCred(U (pkp, sky, e), P(pky, skp,1le,S)): On input a graph II and initial
state S, U first obtains Ilz. ¢ and P then conduct the following protocol:

1. U picks random show and update nonces Ny, N,, € Z, and computes
A «— PedCom(sky, Ns, N,).

2. U conducts an interactive proof to convince P that A correlates to pk;,.

3. U and P run the CL signing protocol on committed values so that ¢/ obtains
the state signature ogare < CLSign(sskp, (sky, Ns, Ny, pid, S)) with pid, S con-
tributed by P.

4. U stores the credential Cred = (Il¢, S, 0state, Ns, Nu)-

Figure 6.1: Protocols for obtaining a stateful anonymous credential.

times. One can adapt this scheme to support k-times anonymous use by using the Dodis-
Yampolskiy [DY0S] pseudorandom function to generate the nonces from a common seed,
as shown in [CHK™06].

Theorem 6.1.2 When instantiated with the RSA (resp., bilinear) variant of CL signatures,
the anonymous credential scheme above achieves user, provider, and verifier security (def-
inition[6.1.1) under the strong RSA (resp., LRSW) assumption.

Due to space constraints, we omit the proof of Theorem [6.1.2l However, the proof of
Theorem[6.2.2] naturally includes the security of our credential system.
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ProveCred (U (pkp, sky, Cred), P(pkp, E)): User U proves knowledge of the Cred as
follows:

1. U parses Cred as (Il¢, S, 0gate, Ns, V., ), and sends its usage nonce Ny to P (who
aborts if N, € F).
2. Otherwise, U continues with either:

e (mode one) Sending her current credential state .S to P in the clear.
e (mode two) Sending a commitment to .S.

3. U then conducts an interactive proof to convince P that it possesses a CL signa-
ture og:ate embedding Ny, S, and that it has knowledge of the secret key sky,.
4. P adds N, to E.

UpdateCred(U (pkp, sky, Cred, Ile, T), P(skp,Ile, D)): Given a credential Cred cur-
rently in state S, U/ and P interact to update the credential to state 7™:

1. U parses Cred = (Il¢, S, Ostate, Ns, IV,,) and identifies a signature og_7 in Il¢
that corresponds to a transition from state S to 7" (if none exists, I/ aborts).

2. U selects N., N/ & Z, and computes A «— PedCom(sky, N., N!,pid, T).

3. U sends (N, A) to P. P looks in the database D for a pair (N,, A’ # A). If no
such pair is found, then P adds (V,, A) to D. Otherwise P aborts.

4. U proves to P knowledge of values (sky, pid, S, T, N., N! | Ny, 0sate, 05—1) such
that:

(a) A= PedCom(sky, N., N.,pid, T).

(b) CLVerify(spkp, Ostate, (Skue, N, Ny, pid, S)) = 1.
(c) CLVerify(gpkp,os—r,(pid, S, T)) =1

5. If these proofs do not verify, P aborts. Otherwise ¢/ and P run the CL signing

protocol on committed values to provide U with o.,.,. < CLSign(sskp, A).

6. U stores the updated credential Cred’ = (Il¢, T, 0l 1o, Ni, N.).

» 7 state?

Figure 6.2: Protocol for proving knowledge of and updating a single-show anonymous
credential.

6.2 Oblivious Database Access Control

In this section we show how stateful anonymous credentials can be used to control
access to oblivious databases. Recall that an oblivious database permits users to request
data items without revealing their item choices to the database operator (e.g., where the
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item choices are sensitive as in a medical databases).

Although we possess efficient building blocks such as k-out-of-N Oblivious Trans-
fer (OT), little progress has been made towards the deployment of practical oblivious
databases. In part, this is due to a fundamental tension with the requirements of a database
operator to provide some form of access control. In this section, we show that it is possi-
ble to embed flexible, history dependent access controls into an oblivious database, with-
out compromising the user’s privacy. Specifically, we show how to combine our stateful
anonymous credential system with an adaptive Oblivious Transfer protocol to construct a
multi-user oblivious database that supports complex access control policies. We show how
to efficiently couple stateful credentials with the recent standard-model adaptive OT con-
struction due to Camenisch, Neven and shelat [CNsO7]]. Our stateful credentials can also
be efficiently coupled with the adaptive OT of Green and Hohenberger [GHO8b].

Linking Policies to Database Items. To support oblivious database access, we extend
our policy graphs to incorporate tags of the form (id, S — T,i), where id is the policy,
S — T is the edge, and 7 is the message index that is allowed by that tag. Each edge in
the graph may be associated with one or more tags, which correspond to the items that can
be obtained from the database when traversing that edge. As described in Section we
place null transitions on each terminal state that allow the user to update her credential and
access a predefined null message. The set of all tags, both legitimate and null, are signed by
the database and published. Figure[6.3|shows an example policy for a small database. The
interested reader can view a complete discussion of some of the non-trivial access control
policies allowed by our credential system in Appendix

AN
%@S

Figure 6.3: Sample access policy for a small oblivious database. The labels on each tran-
sition correspond to the database item indices that can be requested when a user traverses
the edge, with null transitions represented by unlabeled edges.

6.2.1 Protocol Descriptions and Security Definitions for
Oblivious Databases

Our oblivious database protocols combine the scheme of Section [6.1.4] with a multi-
receiver oblivious transfer OT protocol. Each transaction is conducted between one of a
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collection of users and a single database server D. We now describe the protocol specifica-
tions.

Setup(U(1%), D(1%,11;, ... ,11,,): The database D generates parameters params for the
scheme. As in the basic credential scheme, it generates a cryptographic representa-
tion Il for each policy graph, and publishes those values via an authenticated chan-
nel. Each user U generates a keypair and requests that it be certified by a trusted
CA.

OTObtainCred(U (pkp, sky, c), D(pk,,, skp, ¢, S)): U registers with the system and
receives a credential Cred which binds her to a policy graph I1;; and starting state S.

OTAccessAndUpdateCred(U (pkp, sky, Cred, t), D(skp, E)): U requests an item at index
i in the database from state S by selecting a tag ¢t = (id, S — T, i) from the policy
graph. The user then updates her credential Cred, in such a way that D does not learn
her identity, her attributes, or her current state. Simultaneously, U/ obtains a message
from the database at index 7. At the end of a successful protocol, ¢/ updates the state
information in Cred, and D updates a local datastore F.

Security. We informally describe the security properties of an oblivious database system.
We then present the formal definition, which extends definition by incorporating the
concept of a message database M, ..., My held by the database D.

Database Security: No (possibly colluding) subset of corrupted users can obtain any col-
lection of items that is not specifically permitted by the users’ policies.

User Security: A malicious database controlling some collection of corrupted users cannot
learn any information about a user’s identity or her state in the policy graph, beyond what
is available through auxiliary information from the environment.

Definition 6.2.1 (Security for Oblivious Databases with Access Controls) Security is
defined according to the following experiments. As before, we do not explicitly specify
auxiliary input to the parties, but this information can be provided in order to achieve se-
quential composition.

Real experiment. The real-world experiment Realbvuh“m (n, N, k,IL,... 1L,
My, ..., My,Y) is modeled as k rounds of communication between a possibly cheating
database D and a collection of 7 possibly cheating users {L{l, ...,U,}. In this experiment,

Dis given the policy graph for each user II;, . . ., II,,, a message database M, ..., My and
the users are given an adaptive strategy . that, on input of the user’s identity and current
graph state, outputs the next action to be taken by the user.

At the beginning of the experiment, the database and users conduct the Setup and
OTObtainCred protocols. At the end of this step, D outputs an initial state S, and each
user U; output state Uy ;. For each subsequent round j € [2, k|, each user may interact with
D to request an item ¢ as required by the strategy >. Following each round, D outputs
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S;, and the users output (U j,...,U, ;). At the end of the k" round the output of the
experiment is (Sg, Uy g, - .., Uj k).

We will define the honest database D as one that honestly runs its portion of Setup in
the first round, honestly runs its side of the OTObtainCred and OTAccessAndUpdateCred
protocols when requested by a user at round j > 1, and outputs Sy = params. Similarly,
an honest user I/; runs the Setup protocol honestly in the first round, and executes the user’s
side of the OTObtainCred, OTAccessAndUpdateCred protocols, and eventually outputs the
received value Cred along with all messages received.

Ideal experiment. In experiment IdealD,u, a (n, N, k, 11y, ..., 1n, My, ..., My, X)

-----

the possibly cheating database D' sends the policy graphs to the trusted party 7. In each
round j € [1, k], every user I’ (following strategy X) selects a message index i € [1, N +1]
and sends a message containing the user’s identity and (¢, S,7') to 7. 7 then checks the
policy graph corresponding to that user to determine if the action is permitted, and sends
D’ a bit by indicating the outcome of this test. D’ then returns a bit by determining whether
the transaction should succeed. If by A by, then 7 returns M, to Z/I !, otherwise it returns L.
Following each round, D outputs P;, and the users output (Uy j,...,U, ;). At the end of
the k' round the output of the experiment is (Py, Uy , . - - Unie)-

Let ((-), c(-) be polynomially-bounded functions. We now define database and user security
in terms of the experiments above.

Database Security. A stateful anonymous credential scheme is database-secure if for every
collection of real-world p-p-t. receivers U, . . Z/{ there exists a collection of p.p.t. ideal-
world receivers U], . .. ,Z/{7’7 such that VN = E(ﬁ), N = d(k), k € c(k), PF, ¥, and every
p.p-t. distinguisher:

C

Realy;, g (0, Nk, I, My, My, 5) &
Ideal, (0, N, k,Iy,... T, My, ... My, %)
’ n

......

User Security. A stateful anonymous credential scheme provides Receiver security if for
every real-world p.p.t. database D and collection of dishonest users, there exists a p-p-t.
ideal-world sender D’ such that YN = {(k), n = d(k), k € ¢(x), PF, &, and every p.p.t.
distinguisher:

C

u, (1N BT, TL, My, My, B) &
Idealys, o oy (0, Nk, T, 10y, My, My, 3)

.....

.....

6.2.2 Constructions

In our model, many users share access to a single database. To construct our protocols,
we extend the basic credential scheme of Section by linking it to an adaptive OT
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protocol. The two protocols that we select for our constructions are (1) the random-oracle
OTy,, of 31, and (2) the standard-model OT}', , protocol of Camenisch et al. [CNs07].
In both cases, the database operator commits to a collection of N messages, along with a
special null message at index N + 1. It them distributes these commitments (e.g., via a
website). Each user then registers with the database using the OTObtainCred protocol, and
agrees to be bound by a policy that will control her ability to access the database.

To obtain items from the database, the user runs the OTAccessAndUpdateCred protocol,
which proves (in zero knowledge) that its request is consistent with its policy. Provided the
user does not violate policy, the user is assured that the database operator learns nothing
about its identity, or the nature of its request. Figures [6.4] and [6.5] describes the protocol
based on the Oblivious Transfer scheme of (we implicitly specify a blind IBE scheme
defined by SetuplBE, BlindExtract, Encrypt, Decrypt).

Figures [6.6] and [6.7] describe the protocol based on the Oblivious Transfer scheme of Ca-
menisch et al. [CNsO7]]. We will now provide a security argument for this protocol, noting
that the other protocol can be proven secure using the same arguments.

Theorem 6.2.2 The scheme described in Figures|6.6land|6.7]satisfies definition under
the q-PDDH, q-SDH, and Strong RSA assumptions.

We now sketch a proof of Theorem [6.2.2] Our sketch will refer substantially to the
original proof of Camenisch ef al. [[CNsO7]. We note that our proof will consider two
components: (1) the security of the underlying OT scheme (which is based on the proof
of [CNsO7]]), and a separate proof of the anonymous credential scheme.

Proof sketch. Our sketch separately considers User and Database security.

User Security. Let us assume that an adversary has corrupted a database D and some
subset of the users L{l, .. Z/{N In this model, corruptions will be static. We show that
for every such adversary, we can construct a simulator such that the output of the ideal
experiment conducted with the simulator will be indistinguishable from the output of the
real experiment.

Our simulator operates as follows. First, D outputs the parameters for the creden-
tial system, the cryptographic representation of each graph, and pk, CY, ..., Cy. If these
parameters are incorrectly formed, the simulator aborts. The simulator next generates a
credential key for each uncorrupted user and negotiates with D to join the system under an
appropriate policy. When D executes the proof of knowledge that H = ¢(g, h) with some
uncorrupted user, our simulator rewinds to extract the value h (this extraction succeeds with
all but negligible probability). For + = 1 to N, the simulator decrypts C; using A to obtain
M,;. This collection of plaintexts is sent to the trusted party 7.

Whenever an uncorrupted user queries 7 to obtain message ¢ (according to a state
transition defined in their policy), 7 verifies that this request is permitted by policy
and updates its view of the user’s state. Next, it notifies our simulator which runs the
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Setup(U(1%), D(1%)): When the database operator D is initialized with a database of
messages My, ..., My, it conducts the following steps:

1. D selects parameters for the OT scheme as (params,msk)
SetuplBE(1%,¢(k)). D generates two CL signing keypairs (spkp, sskp)
and (gpkp, gskp), and U generates her keypair (pk;, sky) as in the Setup
protocol of Figure[6.1]

2. Fori = 1to (N + 1), D computes a ciphertext C; = (A;, B;) as:

(b) If i < N, then A; < Encrypt(params, j,W;) and B; < H (i||W;) & M.
(c) Ifi = (N + 1), compute A; as above and set B; = H (i||IV;).

3. For every graph II to be enforced, D generates a cryptographic representation Il
as follows:

(a) D parses 11 to obtain a unique policy identifier pid.

(b) For each tag t = (pid, S,T,i) with ¢ € [1,N + 1], D computes the
signature og_r; <« CLSign(gskp, (pid, S,T,4)). Finally, D sets Il
(IL,Vt : og—14).

D and each U in the system generate and certify keys. For each graph II that D wishes
to enforce, D constructs and publishes a cryptographic representation Il¢.

OTObtainCred(U (pkp, sky, 11c), D(pky,, skp, ¢, S)): When user U wishes to join
the system, it negotiates with D to agree on a policy II and initial state .S, then:

1. U picks a random show nonce N, € Z, and computes
A «— PedCom(sky, Ng).

2. U conducts an interactive proof to convince D that A correlates to pk;,, and D
conducts an interactive proof of knowledge to convince U that it knows msk.

3. U and P run the CL signing protocol on committed values so that I/ obtains the
state signature ogare < CLSign(sskp, (sky, Ns, pid, S)) with pid, S contributed
by P.

4. U stores the credential Cred = (Il¢, S, Otate, Ns)-

Figure 6.4: The global setup and user-initialization protocols for an access-controlled obliv-
ious database based on the OT7}., | of

OTAccessAndUpdateCred protocol on an arbitrary (uncorrupted) user’s policy under index
N +1 (this is the “dummy” transition and is always permitted by the credential system). If

90



CHAPTER 6. ACCESS CONTROLS

6.

Once the Setup and OTObtainCred algorithms have been run, I/ can adaptively retrieve
items from the database using the following protocol.

OTAccessAndUpdateCred(U (pkyp, sky, Cred, t), D(pkp, E)): When U wishes to ob-
tain the message indexed by ¢ € [1, N] (or conduct a dummy transaction, for which it
sets ¢ = (IV + 1)), it first identifies a tag ¢ in Il such that t = (id, S — T,1).

1. U parses Cred = (Il¢, S, Ostate, Vs ), and further parses Il to find og_1;.

U selects N & Z, and computes A «— PedCom(sky,, N, pid, T').

s

. U then sends N, to D. D checks the database E for (Ng, A” # A), and if it finds

such an entry it aborts. Otherwise it adds (N, A) to E.

. U runs the BlindExtract protocol with D on input ¢, and proves knowledge of

(i, Sk, 0514, Ostate, 9d, S, T, N!) such that the following conditions hold:

(a) U’s input to BlindExtract is :.

(b) A = PedCom(sky, N.,pid, T).

(c) CLVerify(spkp, Ostate, (Sku, Ns, pid, S)) = 1.
(d) CLVerify(P,os_r1,, (pid, S,T,17)) = 1.

. If these proofs verify, ¢/ and D run the CL signing protocol on committed values

such that I/ obtains o.,.,. < CLSign(sskp, A). U stores the updated credential

Cred' = (Il¢, T, 0L 1o, N1).

) state? S

If the BlindExtract protocol succeeded, U/ obtains sk;.

At the conclusion of this protocol, U parses C; into (A;, B;) and outputs the message
M; =

H (i||Decrypt(params, i, sk;, A;)) & B;.

Figure 6.5: A protocol for an accessing data items based on the OT%, , of §4.2.2,

this protocol succeeds, the simulator sends a bit 1 to 7 which returns M; to the user.

Claim. The transcript produced by this simulator is indistinguishable from the transcript
produced by the real experiment. This is true for following reasons:

1. The probability that the simulator incorrectly extracts h (or fails to extract it) is neg-
ligible.

2. The probability that the adversary distinguishes a protocol executed on an arbitrary
user/dummy index is negligible: this is due to (a) the witness-indistinguishability
property of the credential proofs of knowledge, and () the element V' transmitted to
D during OTAccessAndUpdateCred is indistinguishable from a random element.

Note that the we need not argue the unforgeability of the anonymous credential scheme
here, since we consider only actions taken by the uncorrupted user.
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Database Security. Let us assume that an adversary has corrupted some subset of the users
Z;{l, o ,Z]N (corruptions are static). We show that for every such adversary, we can con-
struct a simulator such that the output of the ideal experiment conducted with the simulator
will be indistinguishable from the output of the real experiment.

Our simulator operates as follows. First, it generates the public and privacy parameters
for the credential scheme along with the cryptographic representation of the policies pro-
vided by 7. It generates the parameters for the OT scheme pk, sk as normal, but sets the
plaintext for each database element to a dummy value (the identity element) and produces
ciphertexts (', ..., Cy (and generates the dummy message C(y1) as normal). It sends
these parameters to each corrupted user, and to each user proves that H = e(g, h).

Whenever a corrupted user initiates the OTAccessAndUpdateCred protocol with D, the
simulator verifies that the user’s request (including ZK proofs) verifies, and that neither NV,
or Ny has been seen before. If so, it rewinds and uses the extractors for the ZK proofs to
learn the user’s identity, the index of the message ¢ being requested, the blinding factor v,
and the user’s current and previous credential state S, 7. The server transmits the user’s
identity values (i, S, T') to 7 which verifies that they satisfy the policy (updating the policy
state in the process). If 7 returns L, then D aborts the protocol with the user. Otherwise
if 7 returns M;, then the simulator parses C; = (A;, B;) and returns U = (B})/M,;.
The simulator uses rewinding to simulate the proof and convince the user that U has been
correctly formed.

Claim. The transcript produced by this simulator is indistinguishable from the transcript
produced by the real experiment. This claim rests on the following points:

1. The false message collection C, ..., C(y4) is indistinguishable from the real mes-
sage by the semantic security of the encryption scheme, which holds under the ¢-
PDDH assumption (see [[CNsQ7] for the full argument).

2. The simulated proof of U’s structure is indistinguishable from a correct real proof.

3. The simulator never queries 7 on a tuple (i,.5,7) that violates the user’s policy.
This reduces to the unforgeability of the CL signature (which is in turn based on
Strong RSA or LRSW). Specifically, to violate policy, a user must satisfy one of the
following conditions:

(a) Prove knowledge of a signature o5 that it was not given, or

(b) Prove knowledge of a signature og_,p that it was not given. In either case,
the simulator can use the extractor for the proof system to obtain the forged
signature and win the CL signature forgery game.

(c) Misuse the CL signing protocol such that it receives a signature that is not

equivalent to a signature on the commitment A (or mispresent the structure of
A).
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6.2.3 On Universal Composability

In this chapter, we have focused our applications on fully-simulatable OT schemes.
These are somewhat weaker than the UC-secure protocols of Chapter [5 since they do not
allow for generic composition. This is primarily due to the mechanics of the underly-
ing anonymous credential schemes, which depend on rewinding for their security proofs.
However, it might be possible to adapt the protocols of Chapter [5] given some UC-secure
credential scheme. We leave this as an open problem, noting that the recent non-interactive
credentials of Belenkiy, Chase, Kolweiss and Lysyanskaya [BCKLOS] might serve as a
starting point for a fully UC-secure solution.

6.2.4 Extensions to Compact Access Policies in Practice

Extension #1: Equivalence Classes. In the scheme presented thus far, a tag in the pol-
icy graph must be defined on every item index in the database. However, there are cases
where many items may have the same access rules applied, and therefore we can reduce
the number tags used by referring to the entire group with a single tag. A simple solution
is to replace specific item indices with general equivalence classes in the graph tags. The
OT database can be easily re-organized to support this concept by renumbering the item
indices (previously [1, N]) using values of the form (c||i) € Z, where c is the identity of the
item class, and || represents concatenation. During the O TAccessAndUpdateCred protocol,
U can obtain any item (c||i) by performing a zero-knowledge proof on the first half of the
selection index, which shows that the user’s selected tag contains the class c.

Extension #2: Encoding Contiguous Ranges. An alternative approach requires the
database operator to arrange the identities of objects in the same class so that they fall
in contiguous ranges. In this case, we will label the graph edges with ranges of items rather
than single values. The credentials will also replace the value ¢ with an upper and lower
bound for the range that the holder of the credential is permitted to access. We make a
slight change to the OTAccessAndUpdateCred protocol so that rather than proving equality
between the requested object and the object present in the tag, the user now proves that
the requested object lies in the range described in the user selected tag, as described by the
hidden range proof technique in Section[6.1.2] Notice that while this approach requires that
the database be reorganized such that classes of items remain in contiguous index ranges,
it can be used to represent more advanced data structures, such as hierarchical classes.

6.3 Other Applications of Stateful Anonymous
Credentials

Oblivious IBE Key Extraction. Identity-Based Encryption (e.g., [BFO1, (CocOll]) is a
form of public-key encryption where users can substitute an arbitrary string— for example,
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a name or email address— in place of a traditional public key. In an IBE deployment, the
corresponding decryption keys are generated by a trusted party known as the Private Key
Generator (PKG).

Under normal circumstances, the user cannot hide its identity from the PKG. Indeed,
this can be problematic, since the PKG must verify that a user is authorized to obtain a
key for a given identity. In some anonymous communication scenarios, however, it can be
desirable to anonymously grant temporary decryption keys to users without learning the
user’s identity.

Green and Hohenberger [GHOSb|| propose a means by which a user can blindly extract a
decryption key from a PKG, such that the PKG does not learn the identity extracted. These
techniques can also be extended to allow for partially-blind extraction, where a portion of
the identity is known to the PKG, which is useful when keys also embed some known,
restricted information, such as the time period during which they will be valid. Unfor-
tunately, these techniques deprive the PKG of the ability to control which keys are given
out. Using our stateful anonymous credential system, we can realize efficient solutions for
blind, yet controlled, access to the IBE keys for the Boneh-Boyen IBE [BB04al] and the
Waters IBE [Wat03]].

Oblivious (Blind) Signatures. As observed by Moni Naor, there is a connection between
decryption keys in IBE schemes and digital signatures Specifically, the decryption key
corresponding to an identity ¢d in any full-secure IBE scheme is a signature on the mes-
sage id where the signature verification key is the master public key of the IBE scheme.
Thus, the blind key extraction protocol for the Waters IBE [Wat03] is also a blind signature
scheme for the Waters signature. Fortunately, we can put efficient access controls on top of
this, as well.

Imagine several scenarios in which this is truly exciting: a signer can now specify a
policy under which he is willing to blindly sign messages, and then can enforce this policy
without violating any of the user’s privacy or even learning her identity. This leads to prac-
tical data timestamping services (e.g., [Ver0S, Surl]) that do not learn anything about what
a user is signing, or even who originated a specific request. Alternatively, blind signatures
can be useful for forensic purposes: a device can be required to obtain a signature each time
it undertakes a controversial action, and use these signatures to convince a later investigator
that each action was in fact allowed by policy. Additionally, our access controls can also
be placed onto the blind signing protocols of the Strong RSA [CLO02] and bilinear [[CL0O4]
signatures of Camenisch and Lysyanskaya, as well as the short bilinear signatures of Boneh
and Boyen [BB04b]. These are all schemes secure in the standard model.

Oblivious Keyword Search. IBE key extraction can also be used to implement public-key
searchable encryption [[OKO04, BCOP04, WBDSO04]], which permits users to search a col-
lection of encrypted files for those matching a particular keyword. For example, Waters
et al. [WBDSO04]] describe a searchable encrypted audit log in which a third party auditor

2This observation was credited to Naor by Boneh and Franklin [BFO1]].
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is granted the ability to independently search the encrypted log for specific keywords. In
these schemes, the scope of the user’s searches is generally limited by a trusted authority,
which generates “search trapdoors” for particular words at the searcher’s request. Unfor-
tunately, this trusted party necessarily learns the details of each search term, which may
be problematic in circumstances where the pattern of trapdoor requests reveals sensitive
information. Using the blind key extraction techniques described above, Green and Ho-
henberger [GHO8b] discuss how an authority can blindly deliver search trapdoors without
learning which terms are being monitored. Again, our techniques can help regulate which
key word searches are allowed.
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Setup(U4(1*), D(1%)): When the database operator D is initialized with a database of
messages My, ..., My, it conducts the following steps:

1. D selects parameters for the OT scheme as v = (¢, G, Gr, ¢, g) < BMsetup(1~),

hiG ol Zy, and H «— e(g,h). D generates two CL signing keypairs
(spkp, sskp) and (gpkp, gskp), and U generates her keypair (pk,,, sky) as in
the Setup protocol of Figure

2. Fori = 1to (N + 1), D computes a ciphertext C; = (4;, B;) as:

(a) If i < N, then A; = gz%i and B; = e(h, A;) - M;.
(b) Ifi = (N + 1), compute A; as above and set B; = e(h, A;).

3. For every graph II to be enforced, D generates a cryptographic representation Il
as follows:

(a) D parses 11 to obtain a unique policy identifier pid.

(b) For each tag t = (pid, S,T,i) with ¢ € [1,N + 1], D computes the
signature og_r; < CLSign(gskp, (pid, S,T,4)). Finally, D sets Il «
(H,‘v’t : US—>T,i>-

4. D sets pkp = (spkp, gpkp, 7, H, g, C4, ..., Cy) and skp = (sskp, gskp, h). D
then publishes each I1; and the OT parameters pk, via an authenticated channel.

D and each U/ in the system generate and certify keys. For each graph II that D wishes
to enforce, D constructs and publishes a cryptographic representation Il¢.

OTObtainCred(U (pkp, sky, 11c), D(pky,, skp, ¢, S)): When user U wishes to join
the system, it negotiates with D to agree on a policy II and initial state .S, then:

1. U picks a random show nonce N, € Z, and computes
A «— PedCom(sky, Ng).

2. U conducts an interactive proof to convince D that A correlates to pk;,, and D
conducts an interactive proof of knowledge to convince U that e(g, h) = H. (This
proof can be conducted efficiently in four rounds as in [CNsO7].).

3. U and P run the CL signing protocol on committed values so that I/ obtains the
state signature oge <— CLSign(sskp, (sky, N, pid, S)) with pid, S contributed
by P.

4. U stores the credential Cred = (Il¢, S, Otate, Ns)-

Figure 6.6: The global setup and user-initialization protocols for an access-controlled obliv-
ious database based on the OT} , of Camenisch, Neven and shelat [CNs(7].
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Once the Setup and OTObtainCred algorithms have been run, ¢/ can adaptively retrieve
items from the database using the following protocol.

OTAccessAndUpdateCred (U (pkp, sky, Cred, t), D(pkp, E)): When U wishes to ob-
tain the message indexed by ¢ € [1, N| (or conduct a dummy transaction, for which it
sets ¢ = (IV + 1)), it first identifies a tag ¢ in II such that t = (id, S — T,1).

1. U parses Cred = (Il¢, S, Ostate, Ns), and further parses Il¢ to find og_7;.
2. U selects N/ & Z, and computes A «— PedCom(sky, N., pid, T).

3. U then sends N, to D. D checks the database E for (/V;, A" # A), and if it finds
such an entry it aborts. Otherwise it adds (N, A) to E.

4. U parses C; = (A;, B;). It selects arandom v «— Z, and sets V'« (A;)". It sends
V' to D and proves knowledge of (i, v, sky, 05—14, Ostate, 9d, S, T, N!) such that

the following conditions hold:

(@) e(V,y) = e(g,9)"e(V,9)".
(b) A = PedCom(sky, N., pid, T).

(c) CLVerify(spkp, Ostate, (Sku, Ns, pid, S)) = 1.
(d) CLVerify(P,0s_14, (pid, S,T,7)) = 1.

5. If these proofs verify, U and D run the CL signing protocol on committed values
such that I/ obtains ol,,,. < CLSign(sskp, A). U stores the updated credential

state

Cred’ = (Il¢, T, 0o, N2)-

6. Finally, D returns U = e(V, h) to U and interactively proves that U is correctly
formed (this four-round proof is described in [CNsQ7]).

At the conclusion of this protocol, I/ obtains the message M; = B; /U"/".

Figure 6.7: A protocol for accessing data items based on the Camenisch, Neven and shelat
protocol [CNsO7].
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Chapter 7

Conclusion and Open Problems

ous databases. By combining these building blocks, we believe that it is possible

to construct highly efficient databases with strong security properties and flexible
access control capabilities. To illustrate this, we showed how to combine the OT protocols
of Chapter [ with the access control protocols of Chapter [6]

THIS work has proposed a number of building blocks constructing practical oblivi-

Open Problems. This work leaves some open problems, which we will now briefly enu-
merate.

1. Fully-simulatable OT}  , from weaker assumptions. In Chapter 4| we achieved a
very efficient non-adaptive OT]kV in the standard model using relatively weak security
assumptions (DBDH). Unfortunately, we were only able to achieve adaptive OT{CVXl
in the random oracle model. While the UC-secure protocol of Chapter [5 offers one
solution to that problem, it requires stronger, g-based security assumptions. Since we
believe that adaptive security is critical for a practical oblivious database, we would
like to achieve this under the weakest possible assumptions.

Thus an open problem is to develop an efficient fully-simulatable (or UC-secure)
OTY,, secure in the standard model under assumptions as weak as (or weaker than)
DBDH. One approach to this problem is to this problem would be to develop CCA-
secure blind decryption [SY96] using the IBE techniques of

2. UC-secure Anonymous Credentials. In Chapter [6] we used stateful anonymous
credentials to implement access controls for oblivious databases. Unfortunately, CL-
based credential schemes rely on rewinding for their proofs of security [CLO4]; thus
it was not possible to compose them with the UC-secure OT} , of Chapter |5, We
leave as an open problem the development of a fully UC-secure (stateful) credential
system that can be linked to our OT constructions.
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3. Committing and Unique Identity-Based Encryption Schemes. The IBE-based
protocols of Chapter ] require an IBE scheme that is committing — i.e., it is difficult
for a PKG to generate two valid keys that open a given ciphertext to different values.
As we noted in this property may not hold for some IBE schemes, e.g., that of
Gentry [Gen06]. Thus, we believe that it is an interesting problem to identify other
Blind IBE schemes that are either committing, or even unique (i.e., there is at most
one key per identity).

4. Keyword Searches and Complex Queries. The protocols in this work considered
a very basic model of database access where the user already knows the index of
the item to be requested. Practical databases applications typically require complex
queries e.g., keyword searches. In we noted that anonymous blind IBE can be
used to implement private searches on encrypted data. This is a first step. However,
we believe that it is an open question to permit even more complex query types.
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Appendix A

Additional Material

A.1 An Alternate UC-Secure Construction from
the Uniform Hidden ¢-SDH and ¢-SDLIN

Assumptions

In this section we describe a second adaptive UC-secure oblivious transfer construction,
which can be used as an alternative to the algorithms specified in This construction
uses an alternative set of assumptions in the symmetric bilinear map setting, including the
SXDH assumption (see §3.3)). The security of this second scheme is based on the following
additional hardness assumptions:

Definition A.1.1 (Uniform ¢-Hidden Strong Diffie-Hellman (¢-HSDH) [BW07, BCKL08])
Let BMsetup(1*) — (p,G,Gr,e,g) = ~. For all p.p.t. adversaries Adv, the following
probability is strictly less than 1/poly(k):
Pr[h & Gz, cq,... ¢ & Zy; (A, B,C) « Adv(v,g, g% h, (g T g h1) € G3,.. .,
(gt/@tea) gea pea) e G3) 1 (A, B,C) = (¢ ¢ h) Ae ¢ {ey, ... . Cqt]

Boyen and Waters did not specify the distribution for sampling the ¢; values in ¢-
HSDH [BWO7]]. Following Belenkiy et al. [BCKLOS|, we explicitly require that they be
sampled uniformly from Z,.

Definition A.1.2 (¢-Strong Decision Linear (¢-SDLIN)) Ler  BMsetup(1*) —
(p,G,Gr,e,g) = . Let u,v, h be random elements in G and x1, x5, 7;, s; be random val-
ues in Z,, then given the values (y,u, v, h,u™, u®, {u"i, v yl/ @) gt/ (@atsot, )
no p.p.t. adversary Adv can distinguish { k"> }ic(1 4 from q random values in G with non-
negligible advantage.

118



APPENDIX A. ADDITIONAL MATERIAL

A.1.1 The Construction

This OT}, fits within the framework described in Figure but uses an alternative set
of algorithms (OTGenCRS, OTlnitialize, OTRequest, OTRespond, OTComplete), which
we will now describe:

OTGenCRS(1%). Given security parameter ~, generate parameters for a bilinear map-
ping v = (p,G,Gr,e,g) «— BMsetup(1*). Compute GSg < GSSetup(y) and
GSgr < GSSetup(y). Choose random values g1, g2, h € G and output crs =
(7,GSs,GSRr, g1, 92, h).

OTlnitialize(crs, my, ..., my). This algorithm is executed by the Sender. On input a col-
lection of /N messages and the crs, it outputs a commitment to the database, 7', for
publication to the Receiver, together with a Sender secret key, sk. We treat messages
as elements of G, since there exist efficient mappings between strings in {0, 1} and
elements in G (e.g., [BFO1,/ACAMO3]).

1. Choose random values x;, 2, a1, (2, a3 € Zy.
2. Set (uy, ug) < (hY/=1 RY*2), and pk « (uy, ug, us*, us?, g5°).
3. Forj =1,..., N encrypt each message m; as:
(a) Selectrandom 7, s,t € Z,.
(b) Set C; —
(ug’ us, g, g5, mj - Rt u}L/(al—Hﬂ)v u;/(az-&-s)’ 937 (ugugh)tg?:s)'

4. SetT «— (pk,C4,...,Cn) and sk < (z1,x2). Output (7', sk).

Notice that the value 7" has a structure that can be publicly verified. Represent pk
as (p1, ..., ps). Parse each ciphertext C; as (cq, . . ., ¢9) and check that the following
conditions hold:

6(]91, 03) = 6(01791) ) 6’(p27 04) = 6(02,92)
€<CG7P3 : Cl) == e(phpl) ; 6(677])4 : 02) == e(p27p2>
) 6(92, 09)/6(087 C1-Co- h) = 6(917175)-

OTRequest(crs, T', o). This algorithm is executed by a Receiver. On input 7" generated by
the Sender, along with an item index o, generates a query () for transmission to the

Sender.
1. Parse T as (pk,C1,...,Cy), and ensure that it is correctly formed (see above).
If T" is not correctly formed, abort the protocol. This check need be done only
once.

2. Parse crs as (v, GSs, GSg, g1, 92, h), pk as (p1,...,ps), and C;, as (cq, ..., Co).
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3. Select random vy, vy € Z, and set dy «— (c1 - pi*),do «— (co - p3?), t1 «— A",
tQ «— h'2,

4. Use the Groth-Sahai techniques and reference string GSi to compute the
Witness-Indistinguishable proof of values pertaining to the ciphertext C,
(which the Receiver wishes to have the Sender help him open) and blinding
values:

7= NIWlgs,{(c1,co,c3,c4,C6,C1,C5,Co,t1,2)
e(co,ps - 1) = e(p1,p1) A e(pr,es)e(er, gr') =1 A
e(cr,pa - €2) = (P2, p2) A e(pa,ca)e(ca, g5 ) =1 A
e(dy- it hle(pr' t) =1 A e(dy- ¢y h)e(py ' t2) =1 A

e(ga, co)e(cs, c1 - o - h)_l =e(g1,p5)}

To explain what is happening in this statement, first observe that the second
and fourth equations ensure that (p, g1, ¢1, ¢3) and (pa, g2, ¢2, ¢4 ) are both DDH
tuples. Thus, for some values of r, s € Z,, we have that pi = ¢y, g] = ¢3, p5 =
¢y and g5 = c¢4. Under this characterization of (¢, ¢2) and with (py,...,ps)

all public, the first and third equations ensure that ¢ = p./“**") and ¢; =

py/ ™) where p; = p¢* and py = pS? for some values ap, an € Z,. The

next two equations guarantee that if we view d; = p?"™" and dy = pP>**,
for some values vy, vs € Zg, then t; = A" and t, = h"2. Finally, the last
equation ensures that if we represent cg = ¢4 and ps = ¢5° for some t, oz,
then cg = (c1e2h)! - g7, These checks guarantee that the witness used by the
Receiver, and thus the decryption request being made, corresponds to one of
the N ciphertexts published by the Sender.

5. Set request ) < (dy,ds, ), and private state Qi < (Q, 0, v1,v2). Output

(Qa Qpriv)-

OTRespond(crs, T', sk, Q). This algorithm is executed by the Sender. If the Sender does

not wish to answer any more requests for the Receiver, then the Sender outputs the
message “reject”. Otherwise, the Sender processes the Receiver’s request () as:

Parse crs as (v, GSs, GSR, g1, g2, h), T as (pk, C1, ..., Cn), and sk as (1, x9).
Parse pk (from T') as (p1, ..., ps)-

Parse @ as (d1, do, m) and verify proof 7 using G.Sg. Abort if verification fails.
Seta; < di', ay « d52, and s « a; - as.

Use the Groth-Sahai techniques and reference string G.Sg to formulate a zero-
knowledge proof that the decryption value s is properly computed:

NS

0= NIZKGSS{(al,az,ag) . e(al,pl)e(dfl,ag) =1A e(a2,p2)6(d2_1,a3) =1A

e(s,az)e(ar -ag, h™ ") =1 A e(g,a3) = e(g,h)}
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Observe that the last equation ensures that as = h. The third equation ensures
that s = ay - ao, while the first two, since the values (p1, dy, p2, da, h) are known
to both parties, ensure that a; = di' and ay = d3*. This guarantees that s is
correctly formed.

6. Output R «— (s,9).

OTComplete(crs, T, R, Q)pyiv). This algorithm is executed by the Receiver. On input R
generated by the Sender in response to a request (), along with state (),,;,,, outputs a
message m or L. If R is the message “reject”, then the Receiver outputs L. Other-
wise, the Receiver does:

1. Parse crs as (v,GSs, GSg, g1, 92, h), T as (pk,C1,...,Cn), R as (s,0), and
Qpriv as (Q7 0,1, U2>-

2. Verity proof ¢ using G Sg. If verification fails, output L.

3. Parse C, as (¢, ¢2, €3, ¢4, C5, ... ) and output m = ¢5 /(s - h=" - h="2).

A.1.2 Efficiency Analysis

When the protocol in Figure [5.1]is implemented using the algorithms described above,
we obtain a (k + 1/2)-round protocol with communications cost O(N + k), where &k < N.
More concretely, the crs is comprised of 15 elements in G, the Sender’s public key contains
5 elements in G, and each of the /V ciphertexts in 7" requires 9 elements in G. Moreover,
each item transfer involves transmission of 95 elements of G from Receiver to Sender, and
then 46 elements of G from Sender to Receiver.

The message space of our OT protocol is elements in G, which will be sufficient for
transferring a symmetric encryption key to unlock a file of arbitrary size.

A.1.3 Security Analysis

Theorem A.1.3 Instantiated with the above algorithms, OTA securely realizes the func-
tionality F5;* in the Fcrs-hybrid model under the q-Strong Decision Linear and uniform
q-HSDH assumptions.

Let us now provide some intuition behind this proof. When either the Sender or the
Receiver is corrupted, we wish to describe a simulator S such that it can interact with
the ideal functionality ]—"gTXI (which we’ll denote simply as F) and the environment Z
appropriately; i.e., IDEALf s = ~ EXECota A 2.

We begin with the case where the real world adversary A corrupts the Sender, and thus
S must interact with F as the ideal Sender and with (an internal copy of) A as a real-world
Receiver. Here S does the following:
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1.

Ask A to begin an OT protocol, and set the crs for these two parties by run-
ning v = (p,G,Gr,e,g9) «— BMsetup(1¥), GSg <« GSSetup(y), GSg
GSSetup(7), and selecting random elements » € G and ay,a2 € Z,. Set crs =
(v, GSs, GSR, h*, h*2 h). When the parties query Fcrs, return (sid, crs).

Obtain the database commitment 7" from A. Verify that 7" is well-formed, abort if
not. Otherwise, use aj,ay to decrypt each ciphertext C; = (cy,...,cq) as m; =
es/ (/™ - /). Map each element m; € G to a string in {0, 1}* [ACAMO3]. Send
(Sid, S,ml, ce ,mN) to F.

. Upon receiving (sid, request) from F, choose a random index o € [1, N| and return

OTRequest(crs, T, o) to A. This response includes two random values d;, dy and a
non-interactive witness indistinguishable proof with respect to GSg € crs that dy, ds
correspond to a ciphertext C,. This proof can be performed honestly and without
rewinding.

If A issues a “reject” message or responds with anything other than a value in G and
a valid NIZK proof, then S tells F to fail the request by sending message (sid, 0).
Otherwise, S sends the message (sid, 1) to F.

The indistinguishability argument here follows from the indistinguishability of the crs
(from a real crs), the perfect extraction of the messages m;, and the WI proof during each
request phase, which guarantees that A (the corrupt Sender) cannot be selectively choosing
to fail based on the Receiver’s choices. Thus, S can adequately mimic its response pattern.

Next, we consider the case where the real world adversary A corrupts the Receiver, and
thus S must interact with F as the ideal Receiver and with (and internal copy of) .4 as real-
world Receiver. This case requires that the ¢ = NV for the uniform ¢-HSDH assumption.
Here S does the following:

1.

Ask A to begin an OT protocol, and set the crs for these two parties by run-
ning v = (p,G,Gr,e,g) < BMsetup(1¥), (GSs, tdsim) «— GSSimulateSetup(~)
and (GSg,tde.;) < GSExtractSetup(vy). Select random g1,92,h € G. Set
crs <« (v,GSs, GSR, g1, g2, h). When the parties query Fcrs, return (sid, crs).

S must commit to a database of messages for A without knowing the messages
mq,...,my. Thus, & simply commits to arbitrary junk messages, and sends the
corresponding 7" to A.

. When A makes a transfer request, S uses td,,; to extract the witness corresponding

to the index o from the NIWI proof. (This extraction is done via opening perfectly-
binding commitments which are includes in the WI proof and does not require any
rewinding.)

S now sends (sid, R, o) to F to obtain the real m, message.

. Now, S returns a response to A which opens C, to m,, and then uses td,;,, to simulate

an NIZK proof that this opening is correct. The NIZK proof here is designed in such
a way that simulation is always possible and no rewinding is necessary.

The indistinguishability argument here follows from the indistinguishability of the crs
(from a real crs), the indistinguishability of the “fake” database 7', the ability to extract
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witnesses from the NIWI proofs, and the zero-knowledge property of “fake” NIZK proofs.
Notice that S is never both simulating and extracting via the same (subsection of the)
common reference string; indeed, we do not require that the proofs be simulation-sound.
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Appendix B

Access Control Models

A number of access control models can be used to describe access permissions for
resources through the use of our stateful credential system and its extensions. The most
widely used form of access controls are discretionary access control systems [DoD83],
where access permissions are applied arbitrarily as they are needed. For instance, a systems
administrator can describe a list of resources that a given user can access, otherwise known
as a capabilities list [Lam69]. Such an access model is trivially achieved in our credential
system as a separate graph for each user with a single state and a self loop with tags for
each of the contiguous ranges of resources that the user can access.

Mandatory access control models, however, are far more interesting because of their
use of the user’s access history to enforce an access policy. These history-dependent access
controls are difficult to capture with typical capabilities or access list implementations due
to their dynamic nature. Here, we describe two non-trivial access control models used
in real-world systems, the Brewer-Nash [BN89] and Bell-LaPadula [BL88] models, and
provide an example policy graph for each in Figures [B.1]and respectively.

w

w
C. --¢C
1 m

Class 1 I r

Figure B.1: Example access graphs for
the Brewer-Nash model. The user re-
ceives one access graph per class, where
each access graph allows access to at
most one of the datasets d; ; for the as-
sociated conflict of interest class 7.

Figure B.2: Example access graph for
a user with security level ¢ in the Bell-
LaPadula model. The graph allows
read access to all resources in classes ¢
through c] and write access to all objects
in classes ¢’ to c;y.
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Brewer-Nash Model. The Brewer-Nash model [BN89], otherwise known as the Chinese
Wall, is a mandatory access control model that is widely used in the financial services
industry to prevent an employee from working on the finances of two companies that are
in competition with one another. Intuitively, the resources in the system are first divided
into groups based on the company they are associated with, called datasets. These datasets
are further grouped into conflict of interest classes such that all of the companies that are
in competition with one another have their datasets in the same class. The model ensures
that once a user chooses an object from a dataset in a given class, that user has unrestricted
access to all objects in the selected dataset, but no access to objects in any other dataset in
that class. In Figure we denote the j* dataset in class i as d; j, which we can succinctly
represent in our access graphs using either the class label extension, or hidden range proof
extension from Section [6.2.4

Bell-LaPadula Model. Another well-known mandatory access control model is the Bell-
LaPadula model [BL8S]|, which is a Multilevel Security model. The Bell-LaPadula model is
designed with the intent of maintaining data confidentiality in a classified computer system,
and it is typically used in high security environments. In this security model, resources, and
users are labeled with a security level (e.g., top secret, secret, etc.). The security level labels
are strictly ordered and provide a hierarchy that describes the sensitivity of information.
The two basic properties of the Bell-LaPadula model state that a user cannot read a resource
with a security level greater than her own, and she cannot write to resources with a security
level less than her own. Therefore, the model ensures that information from highly sensitive
objects cannot be written to low security objects by using the user as an intermediary. In
Figure[B.2] we denote the security levels as the integers 1, . .., m. Furthermore, we split the
access tags into separate read and write access controls through the use of separate indices.
Therefore, a user with security level ¢ gets a graph with tags ¢}, ..., cy that allow her to
write to any resource with a higher security level, and tags c7, .. ., ¢] that allow her to read

any resource with a lower security level. Again, these ranges of resources can be succinctly
represented by the extensions of Section
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Other Security Proofs

C.1 Proof of Theorem 4.3.4 (Boyen-Waters
Anonymous IBE)

Unlike the BlindExtract protocols for the BB scheme, the protocol proposed above does
not reduce generically to the security of the BW cryptosystem. Instead we must slightly
modify the reduction. (In point of fact, the BW scheme has multiple reductions, for the
separate properties of semantic security and anonymity. Our changes are compatible with
each.) As we only make changes to the key generation algorithm, we do not quote the
entire proof here.

To implement blind extraction, we define a new “helper” algorithm, which we refer to
as ModExtract. We show that the scheme retains its IND-SID-CPA security even when the
adversary has oracle access to this algorithm as well as the normal extraction algorithm. We
then show leak-freeness for the BlindExtract protocol by using the ModExtract algorithm
to help respond to protocol initiations.

ModExtract(msk, id, v). For user-specified id, v € Z,, this algorithm is equivalent to call-
ing the standard key extraction algorithm after replacing w in msk with (w/v). Thus, keys
returned have the structure:

ritito+ratsty —rita —rit1 —rat3
) )

g 9~ "(90gi") ™2, 9~ " (90g1") ™", (90g1") ", (9091")
Semantic Security. The IND-sID-CPA security of the BW scheme is based on the DBDH
assumption. The full simulation is described in the original paper. The only portion of
the simulation that needs to be modified is the key simulation of key extraction, which

we replace with a simulations of the ModExtract algorithm (clearly, selecting v = 1
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makes ModExtract equivalent to using the standard extraction algorithm.) To answer a
ModExtract query, compute ds, d4 as in the original simulation. Compute the first three
elements dy, d;, ds as:

i tit2 r 29\ T id\T —t2 29\ T id\r —h
{((922)“““*”91) gm“?((g?)“d—” ” (gogi®) 1) ,<(92)<”‘“1 7 (gogi?) 1) }

The remainder of the simulation remains unchanged. The value ¢; is not included in the
first element. Note that for the randomly distributed exponent 71 = r; — 2o/(id — id")v
these elements have the correct form:

[gflt1t2+T2t3t4’ g—wtg <gogid>—flt27 g—wt1 (gogid)—fltl]

Anonymity. The anonymity of the BW scheme is based on DLIN. Modifying the reduction
in this case is extremely simple, since the parameter w is chosen by the simulation. Thus
the ModExtract queries are answered as in the original simulation, except that the simu-
lator computes (w/v) and uses this value in place of w during each query. The rest of the
simulation remains unchanged.

Security of BlindExtract. With this algorithm in place, we prove security of BlindExtract
as follows. Let A be an adversary that receives params and subsequently conducts instan-
tiations of the BlindExtract protocol. We show that it is possible to answer these queries
using only oracle access to the ModExtract algorithm (i.e., passing chosen values id, v).
Our simulation works as follows:

1. When A initiates a blind extraction query by submitting ~» and conducting

PoK{(id,v) : h = gig?"**}, use the knowledge extractor for PoK to obtain id, v.
2. Next, issue a ModExtract query on id, v to obtain the secret key (dy, dy, da, d3, dy).
3. Return to A the tuple (do, d¥, dy, dj, dY).

These responses are correctly distributed. Note that we do not address the committing
property, or selective-failure blindness for this scheme.

C.2 Generic Group Proof of Hidden LRSW As-
sumption

We provide evidence to that the g-Hidden LRSW assumption may be hard. In the
generic group model, elements of the bilinear groups G, G, and G are encoded as unique
random strings. Thus, the adversary cannot directly test any property other than equality.
Oracles are assumed to perform operations between group elements, such as performing the
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group operations in Gy, Go, and G7. The opaque encoding of the elements of G is defined
as the function & : Z, — {0, 1}*, which maps all a € Z, to the string representation ; (a)
of ¢ € G;. Likewise, we have &, : Z, — {0,1}* for Gy and &7 : Z, — {0, 1}* for Gr.
The adversary Adv communicates with the oracles using the £-representations of the group
elements only.

Theorem C.2.1 (Hidden LRSW is Hard in Generic Groups) Let Adv be an algorithm
that solves the q-Hidden LRSW problem in the generic group model. Let qg
be the number of queries Adv makes to the oracles computing the group ac-
tion and pairing. If &,&,&r are chosen at random, then the probability € that
Adv(p, &i(1), &(1), &2(5), &(T), {&(X5), &1(A), &2(A), & (AiXy), &L(AXGT), & (Ai( S+
STX;))}ienq) outputs a tuple (§(X),&1(A), &(A), G (AX), & (AXT), &(A(S +
STX))) for some A, X where A # 0, X # 0and X ¢ {X,}, is bounded by

2-
GS(qc+6q+4) 5
p

Proof. Consider an algorithm B that interacts with Adv in the following game.

B maintains three lists of pairs L; = {(F1,,&1:) 1 =0,...,71—1}, Ly = {(Fo4, &24)
i=0,...,— 1}, Ly = {(Fr;,&r;) : i = 0,..., 70 — 1}, such that, at step 7 in the
game, we have 71 + 79 + 70 = 7 + 4 + 6¢. Let the I ;, ['5; and Fr; be multivariate
polynomials in Z,[S, T, A;, X;]. The &, &2, and &7; are set to unique random strings in
{0,1}*. We start the Hidden LRSW game at step 7 = 0 with 7y, = 1 + 5¢, » = 3 + ¢,
and 77 = 0. These correspond to the polynomials F' o = Fhg = 1, Fh1 = S, Fho =T,
Fili=X,Flo=A,F3=A,F3=A4X,Fl,=AXTand F\ ; = A (S+5TX,),
etc.

B begins the game with Adv by providing it with the random strings
§10-+,81.5¢:62,05 - - -, E2,4+2. Now, we describe the oracles Adv may query.

Group action: Adv inputs two group elements &;; and &; ;, where 0 < 4,7 < 7, and
a request to multiply/divide. B sets F' , « F\, £ Fy;. If F\, = F;, for some
u € {0,...,71—1}, then B sets & ,, = & 4; otherwise, it sets &; ,, to a random string
in {0,1}*\ {&10,...,&,n—1}. Finally, B returns &; -, to Adv, adds (F} ,,,&1..,) to
Ly, and increments 7;. Group actions for Gy and G are handled the same way.

Pairing: Adv inputs two group elements ; ; and &, j, where 0 <7 < 7 and 0 < j < 7o.
Bsets Fr . «— Fy ;- Fy ;. If Frr . = Fr,, forsome u € {0, ..., 7 — 1}, then B sets
&rrp = &1y otherwise, it sets &7, to arandom string in {0, 1}*\{&7.0, - - ., {rrpm1 }-
Finally, B returns &7, to Adv, adds (Fr..,., {77, ) to Ly, and increments 7.

We assume SXDH holds in (G1, Go, Gr) and therefore no ismorphism oracles exist.

Eventually Adv stops and outputs a tuple of elements (&;,4,&15, 82,7, 1,05 E1,d5 E1e)s
where 0 < a,b,c,d,e < 1pand 0 < f < 7.
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Analysis of Adv’s Output. We now argue that it is impossible for Adv’s output to
always be correct. Each output polynomial must be some linear combination of polyno-
mials corresponding to elements available to Adv in the respective groups. Consider the
polynomials F . and F5 .

Fl,e =€ + euXi + 6271‘141' + eggiAiXi + 647Z'AiXiT + 6571Ai<5 + STXI) (Cl)
Fypi= fo+ 15+ 2T+ f3:A (C.2)

where a;A; is shorthand for le a;A;. For Adv’s answer to be correct, we know their

relationship must be, for some X:
P:=F,—F;(S+STX)=0 modp.
By substituting in equations [C.1|and [C.2] we get:

P=cey+ e, Xi+ e, A +e3; AiX; + ea; AiXiT + e5,A4;(S + STX;)—
foS + STX) = S(S + STX) — foT(S + STX) — f3,Ai(S + STX)

Looking at the unique terms of this polynomial, we can immediately see that for P = 0,
it must be the case that for all 2:

602076171':0,6272'20,63,2':0,64,1':0, fozo,flzo,fzzo

Thus, we are left with P = e5,;A4;(S + STX;) — f3,4:(S + STX). Since F, s # 0,
we know that f3; # 0 (for at least one ¢) and thus e5 ; # O (for at least one j). It is easy
to see that e5 ; cannot be non-zero for more than one value, since it will not be possible
to cancel both corresponding terms. Thus, the only resolution is for X = X, which
is a contradiction. We conclude that Adv’s success depends solely on his luck when the
variables are instantiated.

Analysis of B’s Simulation. At this point B chooses random values to instantiate the
variables s,t,x;,a; € Z,. We know that the chance of choosing a random assignment
that hits the root of any given polynomial is bounded from above by the Schwartz-Zippel
theorem by the degree of the polynomial divided by p. The maximum total degree of any
polynomial here is 5. Taking all pairs of polynomials into consideration, we can bound the
probability that a collision causes 3’s simulation to fail as < (qG+§q+4)5 /p < (g + 6q +
4)25/p. O
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