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Is there a problem?

What can we do about it?

What are the research problems here?

This session
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History
• In 1980s (1990s, 2000s) cryptography 

was a specialized area of security

• Relatively few cryptographic tools

• Written by ‘cryptographic engineers’, hobbyists, a few academic 
cryptographers

• Focus was on developing security tools, protocols

• Interfaces were poor
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Present Day
• For better or for worse: cryptography is becoming ubiquitous

• Thousands of non-security applications use crypto

• Written by non-expert software developers

• This problem is set to worsen thanks
to web cryptography and (soon)
accessible  Web Crypto APIs

• Interfaces are still poor.
It just matters more now.
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Not-so-surprising thesis
• This is all our fault

• The cryptography & security communities have largely abandoned 
practice

• This is not an education problem!

• We need tools and techniques -- and particularly APIs --
that will help the community in the future
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Why cryptographic APIs?
• For most developers this is the primary interface to 

cryptography

• Properly designing these libraries and APIs can make a significant 
difference now

• Facilitate proper usage

• Permit auditing of code / machine auditing of code

• Remove critical vulnerabilities before they happen
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Two kinds of API
• Developer APIs: aid cryptographers in correct implementation

• Ex: OpenSSL EVP, NaCl, MS Crypto API, W3C Web Crypto

• Secure APIs: enforce privilege separation, proper usage

• User may be adversarial

• Example: PKCS#11 Security Tokens
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What’s wrong with today’s APIs?

Wednesday, August 14, 13



Problems
• Unnecessary complexity

• Algorithm choices & too many unsafe options

• Ambiguous specification

• Non-intuitive options

• Improper error codes

• Programming Language Interaction

• Key management?
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Too much complexity 1/3
int	
  do_evp_seal(FILE	
  *rsa_pkey_file,	
  FILE	
  *in_file,	
  FILE	
  *out_file)
{
	
  	
  	
  	
  int	
  retval	
  =	
  0;
	
  	
  	
  	
  RSA	
  *rsa_pkey	
  =	
  NULL;
	
  	
  	
  	
  EVP_PKEY	
  *pkey	
  =	
  EVP_PKEY_new();
	
  	
  	
  	
  EVP_CIPHER_CTX	
  ctx;
	
  	
  	
  	
  unsigned	
  char	
  buffer[4096];
	
  	
  	
  	
  unsigned	
  char	
  buffer_out[4096	
  +	
  EVP_MAX_IV_LENGTH];
	
  	
  	
  	
  size_t	
  len;
	
  	
  	
  	
  int	
  len_out;
	
  	
  	
  	
  unsigned	
  char	
  *ek	
  =	
  NULL;
	
  	
  	
  	
  int	
  eklen;
	
  	
  	
  	
  uint32_t	
  eklen_n;
	
  	
  	
  	
  unsigned	
  char	
  iv[EVP_MAX_IV_LENGTH];

	
  	
  	
  	
  if	
  (!PEM_read_RSA_PUBKEY(rsa_pkey_file,	
  &rsa_pkey,	
  NULL,	
  NULL))
	
  	
  	
  	
  {
	
  	
  	
  	
  	
  	
  	
  	
  fprintf(stderr,	
  "Error	
  loading	
  RSA	
  Public	
  Key	
  File.\n");
	
  	
  	
  	
  	
  	
  	
  	
  ERR_print_errors_fp(stderr);
	
  	
  	
  	
  	
  	
  	
  	
  retval	
  =	
  2;
	
  	
  	
  	
  	
  	
  	
  	
  goto	
  out;
	
  	
  	
  	
  }

	
  	
  	
  	
  if	
  (!EVP_PKEY_assign_RSA(pkey,	
  rsa_pkey))
	
  	
  	
  	
  {
	
  	
  	
  	
  	
  	
  	
  	
  fprintf(stderr,	
  "EVP_PKEY_assign_RSA:	
  failed.\n");
	
  	
  	
  	
  	
  	
  	
  	
  retval	
  =	
  3;
	
  	
  	
  	
  	
  	
  	
  	
  goto	
  out;
	
  	
  	
  	
  }

	
  	
  	
  	
  EVP_CIPHER_CTX_init(&ctx);
	
  	
  	
  	
  ek	
  =	
  malloc(EVP_PKEY_size(pkey));

	
  	
  	
  	
  if	
  (!EVP_SealInit(&ctx,	
  EVP_aes_128_cbc(),	
  &ek,	
  &eklen,	
  iv,	
  &pkey,	
  1))
	
  	
  	
  	
  {
	
  	
  	
  	
  	
  	
  	
  	
  fprintf(stderr,	
  "EVP_SealInit:	
  failed.\n");
	
  	
  	
  	
  	
  	
  	
  	
  retval	
  =	
  3;
	
  	
  	
  	
  	
  	
  	
  	
  goto	
  out_free;
	
  	
  	
  	
  }Wednesday, August 14, 13



Too much complexity 2/3
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Too much complexity 3/3

Just to clarify, this is about the public exponent, not keysize.

It's of course questionable whether 1 (not a prime) was a good choice for the exponent to begin 
with, but it's hardly necessary to lose faith over this.

As for the padding, that is properly done on encryption.

So, all in all: good this was changed, but the world wasn't doomed before either.
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Algorithm Choices 1/2
• Far too much developer responsibility for choosing and

securely composing algorithms

• Support for unauthenticated encryption (CBC/CTR)

• RC4!

• Generic composition of ciphers & MACs

• Emphasis on legacy applications
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Algorithm Choices 2/2
• RSA with PKCS #1v1.5 encryption

• Provided as the only mandatory padding scheme in many
software devices (e.g., PKCS11 tokens)

• It is conceivably possible to encrypt some types of 
data securely with PKCS#1v1.5 padding

• Almost nobody knows how to do it
(even OpenSSL has active timing vulns.)
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Ambiguous specification 1/2

Source: Sun Java SE JDK 7, h/t Nick Mathewson, Nikolay Elenkov
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Ambiguous specification 2/2

Source: Sun Java SE JDK 7
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Non-intuitive interfaces 1/7

Source: MS Crypto API (current) h/t iarce
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Non-intuitive interfaces 2/7

Source: MS Crypto API (current) h/t iarce
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Non-intuitive interfaces 3/7
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Non-intuitive interfaces 4/7

Wednesday, August 14, 13



Non-intuitive interfaces 5/7
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Non-intuitive interfaces 6/7
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Non-intuitive interfaces 7/7

I understand how you were confused about this, but if you read carefully, it 
does say that the cost parameter is two digits.

Using two digits works correctly for 04-31.

Example:

$password= '12345678';
$salt = '1234567890123456789012';
for($i=4;$i<=31;$i++) {
    $x = sprintf('%1$02d', $i);
    $hash = crypt($password,'$2a$'.$x.'$'.$salt);
    echo ( strlen($hash)<=13 ? "$x Fails: $hash \n" : "$x Ok: $hash\n");
}

• Every single thing in PHP
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Language problems
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Key management
• Surprisingly few tools devoted to securely managing keys

• Secure memory storage

• Updating/revoking/distributing keys
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But it’s getting better. Right?
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But it’s getting better. Right?
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But it’s getting better. Right?
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But it’s getting better. Right?
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But it’s getting better. Right?
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What to do about it?

I see that you’re trying to 
encrypt and authenticate a 

message. Would you like me to 
help you?

- tylerni7 Wednesday, August 14, 13



Usage resilient cryptography
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API simplicity 1/3
• Simplify the API 

• Most users don’t need legacy support

• So remove the options and choose for them

• Eliminate complex data structures

• Simplify error cases
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API simplicity 2/3
int	
  do_evp_seal(FILE	
  *rsa_pkey_file,	
  FILE	
  *in_file,	
  FILE	
  *out_file)
{
	
  	
  	
  	
  int	
  retval	
  =	
  0;
	
  	
  	
  	
  RSA	
  *rsa_pkey	
  =	
  NULL;
	
  	
  	
  	
  EVP_PKEY	
  *pkey	
  =	
  EVP_PKEY_new();
	
  	
  	
  	
  EVP_CIPHER_CTX	
  ctx;
	
  	
  	
  	
  unsigned	
  char	
  buffer[4096];
	
  	
  	
  	
  unsigned	
  char	
  buffer_out[4096	
  +	
  EVP_MAX_IV_LENGTH];
	
  	
  	
  	
  size_t	
  len;
	
  	
  	
  	
  int	
  len_out;
	
  	
  	
  	
  unsigned	
  char	
  *ek	
  =	
  NULL;
	
  	
  	
  	
  int	
  eklen;
	
  	
  	
  	
  uint32_t	
  eklen_n;
	
  	
  	
  	
  unsigned	
  char	
  iv[EVP_MAX_IV_LENGTH];

	
  	
  	
  	
  if	
  (!PEM_read_RSA_PUBKEY(rsa_pkey_file,	
  &rsa_pkey,	
  NULL,	
  NULL))
	
  	
  	
  	
  {
	
  	
  	
  	
  	
  	
  	
  	
  fprintf(stderr,	
  "Error	
  loading	
  RSA	
  Public	
  Key	
  File.\n");
	
  	
  	
  	
  	
  	
  	
  	
  ERR_print_errors_fp(stderr);
	
  	
  	
  	
  	
  	
  	
  	
  retval	
  =	
  2;
	
  	
  	
  	
  	
  	
  	
  	
  goto	
  out;
	
  	
  	
  	
  }

	
  	
  	
  	
  if	
  (!EVP_PKEY_assign_RSA(pkey,	
  rsa_pkey))
	
  	
  	
  	
  {
	
  	
  	
  	
  	
  	
  	
  	
  fprintf(stderr,	
  "EVP_PKEY_assign_RSA:	
  failed.\n");
	
  	
  	
  	
  	
  	
  	
  	
  retval	
  =	
  3;
	
  	
  	
  	
  	
  	
  	
  	
  goto	
  out;
	
  	
  	
  	
  }

	
  	
  	
  	
  EVP_CIPHER_CTX_init(&ctx);
	
  	
  	
  	
  ek	
  =	
  malloc(EVP_PKEY_size(pkey));

	
  	
  	
  	
  if	
  (!EVP_SealInit(&ctx,	
  EVP_aes_128_cbc(),	
  &ek,	
  &eklen,	
  iv,	
  &pkey,	
  1))
	
  	
  	
  	
  {
	
  	
  	
  	
  	
  	
  	
  	
  fprintf(stderr,	
  "EVP_SealInit:	
  failed.\n");
	
  	
  	
  	
  	
  	
  	
  	
  retval	
  =	
  3;
	
  	
  	
  	
  	
  	
  	
  	
  goto	
  out_free;
	
  	
  	
  	
  }
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API simplicity 3/3

Dan Bernstein/Tanja Lange/Peter Schwabe: NaCl
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API layering
• Separate API layers

• Low-level APIs for ‘expert’ users (legacy support)

• High level APIs for all others

• Already present in the W3C Specification
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Formal methods/languages
• (Domain specific) languages for cryptography/security

• Enforce security as a type safety problem

• Ben Laurie et al. Haskell translator for symmetric crypto

• Microsoft DKM/SSL library & F7 analysis

• Very promising direction

• But probability of developer adoption is low

• For example: Microsoft’s DKM was validated in F7, 
                   then re-implemented in C#
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Automated analysis
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